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NHPOPMAIIMOHHBLIE TEXHOJIOI'MHA B HAYKE, OBPA30BAHUU
N IMPOU3BOACTBE
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UHTEJIEKTYAJIBHOE IIJIAHUPOBAHUE UCCJIEJOBAHUI HA
I'ASOKOHAEHCATHBIX CKBAXKNHAX

INTELLIGENT PLANNING OF RESEARCH AT GAS CONDENSATE
WELLS

Kypmanuyk H.C.,
TrOMEHCKHI UHAYCTPUAJIBHBIN YHUBEPCUTET, T'. TtomeHb, Poccus
N.S. Kurmanchuk,
Tyumen Industrial University, Tyumen, Russia

e-mail: kurmanchukn@mail.ru

AnHoTanusi. JlaHHas HaydHas CTaThsl TIOCBAIICHA TEME HHTEIDICKTYaJIbHOTO
IUTAHUPOBAHMS HCCIEAOBAaHMN HAa Ta30KOHICHCATHBIX CKBOXKHMHAX. B  crathe
paccMOTpPEHbI OCHOBHBIE THITBI UCCIICIOBAHUMN, POBOJIUMBIX Ha CKBOKMHAX, TAKUE KaK
ra3oJIMHAMUYECKHE UM TPOMBICIOBO-T€O(DU3NYECKUE HCCICAOBAHMS, U OIMHUCAHBI
METO/Ibl aBTOMATH3AIMN MX MpOBeaeHus. Takke ObUIM PAaCCMOTPEHBI HOPMATHUBHbBIC
JIOKYMEHTBI, PEryJIupYIOIe TpeOOBaHUS K UCCIEAOBAHUSIM U X 00BEMY, a TaKKe
IpUMEHsIEMbIE HHHOBAITMOHHBIE TEXHOJIOTHHU.

WuTemnekTyanbHOe IJIAHUPOBAaHUE HWCCIEAOBAHMM HA Ta30KOHJIEHCATHBIX
CKBa)XMHAX IMO3BOJIIET cCOOMpaTh M aHAIM3HPOBATh JaHHBIE O CKBaXXMHAX Ooliee
3G (HEKTUBHO M TOYHO. ITO MOXKET MPHUBECTH K YBEIMUYEHUIO JOOBIYU M CHUKEHUIO
3aTpaT Ha Tporiecc. biaromaps aBTOMaTH3anMyd WCCIAEAOBAHUN W HWCITOJIB30BAHUIO
WHHOBAIIMOHHBIX TEXHOJOTHM, Mpolecc M0O0bUM raza M HedTU CTAaHOBUTCS OoJiee
73 PEKTUBHBIM U PEHTAOCTBHBIM.

[IporpammMa W  METOOWMKA  HMCHOBITAHWUK", OMNPEACHAIOT TpeOOBaHUSA K
WCCJICIOBAHUSIM M WX 00BEMY, a TaKKe METOJIWKAM MpoBencHUs ux. [IpuMeHeHme
TaKMX JJOKYMEHTOB IIPH pa3pabOTKe MPOrpaMM HMCCIICIOBaHUN Ha Ta30KOHICHCATHBIX
CKBO)XMHAX IIO3BOJISIET TOBBICHTH A(PPEKTUBHOCTH TMporecca TOOBIYM, a TaKKe
YIIYYIIIATh SKOJIOTUYECKYIO0 CUTYAIIUIO B PETHOHE.

B memom, — WHTENNEKTyalbHOE  IUIAHMPOBAaHWUE  WCCICNOBAHWNA  Ha
ra30KOHJICHCATHBIX CKBA)XMHAX SIBJIIETCS HEOOXOIUMBIM YCIOBHEM JIJIsi TTOBBIICHUS
3 PEKTHBHOCTH U PEeHTA0CIHLHOCTH JOOBIYM Ta3a U HepTH. B craThe mpeacTaBieHbI
IPUMEPHI TPUMEHEHUST TEXHOJIOTHI M METOJIUK, KOTOPHIE MOTYT MCIIOIB30BATHCS IS
aBTOMATH3allMA WCCIECOBAHUNW W COCTaBJIEHUS TMPOTPAMM HCCIEIOBAaHUN Ha
CKB&)XMHBI Ha 5 JIET.
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Abstract. This scientific article is devoted to the topic of intelligent research

planning at gas condensate wells. The article discusses the main types of research
conducted atwells, such as gas-dynamic and field-geophysical studies, and describes
methods for automating their conduct. Regulatory documents regulating the
requirements forresearch and their scope, as well as the innovative technologies used,
were also considered.
Intelligent planning of research on gas condensate wells allows you to collect and
analyze well data more efficiently and accurately. This can lead to increased production
and lower process costs. Thanks to the automation of research and the use of innovative
technologies, the process of gas and oil production becomes more efficient and cost-
effective.

The test program and methodology" define the requirements for research and their
scope, as well as the methods of conducting them. The use of such documents in the
development of research programs at gas condensate wells makes it possible to
increase the efficiency of the production process, as well as improve the environmental
situation in the region.

In general, intelligent research planning at gas condensate wells is a prerequisite
for improving the efficiency and profitability of gas and oil production. The article
presents examples of the application of technologies and techniques that can be used
to automate research and develop research programs for wells for 5 years.

KiarueBble CJI0Ba: Ta30KOHACHCATHBIC CKBa>XUHBI, HHTCJIJICKTYAJIbHOC
IUNIAHUPOBAHUC, TIa30AMHAMHUYCCKUC HCCICIOBAHMA, HpOMBICJ'IOBO-FCO(I)I/IBI/I‘-IGCKI/IC
HCCICAOBAHUA, aABTOMATHU3adllUsd, HOPMATHUBHBIC JOKYMCHTBI, HWHHOBAIIlMOHHBIC
TCXHOJIOTHH

Keywords: gas condensate wells, intelligent planning, gas dynamic studies, field
andgeophysical studies, automation, regulatory documents, innovative technologies

NHTemeKTyalibHOEe TUIAHUPOBAHUE HCCICIOBAHMKA Ha Ta30KOHICHCATHBIX
CKBa)KMHAaX SBJIICTCS BAXKHOM 3a7a4ueil JUII KOMIIAHWUH, 3aHUMAaIOIIUXCs JOObIYEH ras3a
u Hedtu. B mporecce sKcIUTyaTallud Ta30KOHACHCATHBIX CKBaXUH HEOOXOIUMO
PETYISPHO TPOBOJAUTH HCCIEIOBAHUSA, KOTOPBIE IMTOMOTAKOT ONPEHEIUTh TEKYUIEe
COCTOSIHUE CKBAXXUHBI, OLICHUTH €€ 3aIachl U MPUHATH PEIICHUS O JOIOJHUTEIbHBIX
paborax.

B nmaHHOM cTaThe paccMaTpUBAKOTCA OCHOBHBIE ACIEKThl MHTEIUIEKTYaJIbHOIO
IUIAHUPOBAHUS  MCCIICAOBAHWM HA Ta30KOHJECHCATHBIX CKBAKMHAX, BKIJIIOYAs
IJJAaHUPOBAHHUE Ta30JMHAMHYECKUX M IPOMBICIOBO-TCO(PU3NUESCKUX HCCIICIOBaHUH,
HCTIOJIb30BAHNE TEXHOJIOTMM W TIPOrpaMM IS aBTOMAaTHU3AIMHA HMCCIEAOBAHUM U
COCTaBJIEHHUSI NPOTPAMM HCCIEAOBAHMM HA S5 JI€T, HOPMATUBHBIE JOKYMEHTHI,
NpUMEHsSIEMbIE IS Pa3pabOTKU MpOrpaMM HCCIIECIOBaHUN, W WHHOBAIMOHHBIE
TEXHOJIOTUH, IPUMEHSAEMBIE ISl UCCIIEAOBAHUN INA30KOHICHCATHBIX CKBAXKHMH.

['a3ogmHaMHUYeCcKue MCCIEN0BaHUS MPOBOIATCA IJISI OLIEHKM 3aIlacoB Tra3a W
HeTH B ckBaknHax. OHU BKJIIOYAIOT B C€0S1 U3MEPEHHUE JaBJIeHUsI, TEeMIIEpaTyphl U
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nebuTa Ha pa3auyHbIX NTyOMHAX CKBa)XMHBI. J{J1s MIIaHMPOBaHUS Ta30JMHAMUYECKUX
VCCJIEIOBAHUM HCIIONB3YIOTCA JaHHBIE O TEKYIIEM COCTOSIHUM CKBaXXWUHBI H
pe3ynbTaThl NPEABIYIINX UCCIIEIOBAHNN.

OpHOWM W3 OCHOBHBIX 3aJad IIpd IUIAHUPOBAHWM Ta30JMHAMHYECKHUX
VCCJIEIOBAHUN SABIISIETCSI OINPEACIICHHE MECTa YCTAHOBKM JATYMKOB W TIIyOMH, Ha
KOTOpBIX OyAyT MPOBOAUTHCS H3MeEpeHus. (s 3TOro MCmonb3yloTcs ITaHHBIE O
CTPYKTYpE IIacTa, TEOJOTUYECKUX XaPAKTEPUCTUKAX U TEOMETPUU CKBAKHUHBI.

[TpoMbicioBO-reoU3nNUEcKre HCCIENOBAHUS MPOBOAATCA Ul IOJIyYEHHUS
UH(POpPMAIIMHU O TEOJIOTMUECKHUX XapaKTePUCTUKaX IJIacTa U yCIOBUSX, B KOTOPBIX OH
HaxoauTca. OHM BKJIIOYAIOT B ce0s M3MEpPEHUs TIPAaBUTALUMOHHOTO MOJS,
IEKTPUYECKOTO CONPOTUBJICHUS, MAarHUTHOIO IOJII M NIPOYUX HapaMmeTpoB. [l
IUTAHUPOBAHUS MPOMBICIOBO-T€0(U3NYECKUX UCCIECAOBAHUN HCIIOJIb3YIOTCS JTaHHBIE
0 TE€OJIOTUYECKOM CTPYKTYpE M COCTaBE IUIACTA, a TAKXKE PEe3ylbTaThl MPEIbLTYLINX
VCCIICJOBAHUM.

Omno#t w3 3a7ay  TMpU  [UIAHUPOBAHUU  MPOMBICIOBO-TEOPU3NUECKUX
UCCJIEIOBAHUI SIBISIETCS BBIOOP METOOB MCCIEI0BaHUs, HanOoIee MOIXOIAIIUX AJIs
KOHKPETHON CKBa)KMHBI U T'€OJOTMYECKUX yciaoBui. Hampumep, s ucciienoBaHus
COCTaBa IUIACTa MOTYT MCIOJIb30BaThCSA METOJbI SAECPHOW MAarHUTHOW PE30HAHCHOMU
CHEKTPOCKOIUH WJIM PEHTI€HOBCKOM (DIIFOOPECIICHIIHH.

Cy1iecTByeT psii TEXHOJIOTHUI U IIPOTPaMM, UCIIOJIb3YEMBIX JUIsI aBTOMATU3 AU
UCCJIEIOBAHUNM Ha Ta30KOHICHCATHBIX CKBakMHaX. OHU IO3BOJSIOT 3HAYUTEIBHO
YCKOpUTH IIpolecc cOopa M aHamu3a JaHHBIX, a TaKXe YIY4IIUTh TOYHOCTb
pe3ynbTaTOB.

OpHoii M3 TakUX TEXHOJIOTMM SBISETCA TNPUMEHEHHE OeCTMIOTHBIX
JeTaTeNbHbIX anmnapaTroB (IPOHOB) JIsi MPOBEAECHHS] MPOMBICIOBO-T€O(PU3NUECKUX
uccienoBaHuii. J[poHbl MOryT OBICTPO M TOYHO COOMpATH JAHHBIE O T€OJOTMYECKHUX
XapaKTEPUCTHKAX CKBAXWH W IUIACTOB, a TakKK€ MPOU3BOJUTH BU3YaJIU3aLUIO
NOJIyYeHHOU MH(pOpMauu.

Jng  cocrtaBieHus NOPOrpaMM MCCIEIOBAHUKA HA S5 JIET MCHOJb3YIOTCS
CIELMAaJbHBIE MPOrpaMMbl, KOTOPBIE YUYWTHIBAIOT JAHHBIE O NPEIbLIYLIUX
UCCJIEIOBAHMSX, TEKYIIEM COCTOSHMM CKBaXXMH WU TE€OJOTMYECKHUX YCIOBHSAX. OHU
MO3BOJIIOT OMPEAEIIUTh HEOOXOAUMbIE BUABI HCCIEAOBAHNUN, CPOKU X POBEIACHUS U
0’KHJIa€MBbIE PE3yJIbTaThI.

[Tpu pa3zpaboTke mporpaMM HCCIIEIOBaHUM Ha Fa30KOHJICHCATHBIX CKBaXKHMHAX
UCIIOJIB3YIOTCSI HOPMAaTHUBHBIE  JOKYMEHTBI, OMNpEAeNstonme TpeOoBaHUs K
UCCJIEIOBAHUSIM, UX 00beMy U MeToaukaM. OJIHUM M3 TaKUX JIOKYMEHTOB SIBJISETCS
['OCT 15.301-89 "Cucrema npoeKTHO-TEXHMYECKON NOKyMmMeHTauuu. [Iporpamma u
METOJIMKA UCHBITAaHUN" .

Takke A MIAHUPOBAHUS MCCIEIOBAHUNA HA Ta30KOHJACHCATHBIX CKBAXKMHAX
UCIIOJIB3YIOTCSL JPYrM€ HOpMAaTHBHBbIE NOKyMeHThbl, Takue kak CII 25.13130.2012
"OcHOBBI TNpoekTHpoBaHUs HedTerazoBbix Mecropoxaenun”, T'H 2.1.7.2041-06
"[IpaBuiia MO MPOBEAEHUIO TEXHUYECKUX HM3bICKaHWUW Juisi cTpouTenbcTBa’, PJ[ 39-
0147010-785-02 "Metoauka pacuera 3amacoB HepTH W rasa MO pe3yibTaTaM
MarHUTOMETPUYECKUX UCCIEIOBaHUI" U JIp.
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NHHOBallMOHHBIE ~ TEXHOJOTUH, NpUMEHSIEMbIE B HCCIIEIOBAHUAX
ra30KOHACHCATHBIX CKBa)XMH, BKJIOYAIOT B CE€OS HCIOJIb30BAHUE JTUCTAHIIMOHHO
YIOPABJISIEMBIX OCCHWIOTHBIX JIETATEIbHBIX amnmnaparoB (IPOHOB) MJisi BHITOJIHEHHUS
a’po(OTOCHEMKH, JIMJAPHOTO CKAHUPOBAHUS U THUIEPCHEKTPATBHOM CHEMKHU
MECTHOCTH HaJl CKBaXXUHOUN 1 OKPY’KAIOIIEH TeppUTOPHUH.

Takke NpPUMEHSIOTCA HOBbIE METOABI OOPaOOTKH W MHTEPIPETAUUU TAHHBIX,
TaKhe KaKk MallMHHOE 00y4YeHUE M MCKYCCTBEHHBI MHTEJUIEKT, KOTOPbIE MO3BOJISIOT
Ooonee TOuyHO W OBICTpO OOpabaThIBaTh OONBIIHE OOBEMBI JAHHBIX W HAXOIUTh
CKPBIThIE 3aKOHOMEPHOCTH B UCCJIEYEMBIX MTapaMeTpax.

CoBpeMeHHbIE METOJIbl 00pabOTKM M MHTEPIpETAallMM JaHHBIX, TaKUE Kak
MalIMHHOE O0y4Y€HHE U MCKYCCTBEHHBIH MHTEIUIEKT, CTaIM HEOTHEMJIEMOM YacThIO
HedTerazoBoit orpacid. OHHM TMO3BOJAIOT 3(PQPEKTUBHO aHAIU3UPOBATh OOJIBLINE
00BEMBI JAaHHBIX U BBISIBIATH CKPBIThIE 3aKOHOMEPHOCTH, KOTOPbIE HE BCEr/la MOTYT
OBITh 3aMETHBI ITPU PYYHOM aHAJIM3E.

MaiiaHoe oOy4eHue HCIOJIb3YEeTCs JJISi aBTOMATHYECKOW KiacCU(PUKAIMU
re0JIOTHYECKNX OOBEKTOB M OINPEAENICHUS TPAHMI] MEXIY Pa3IMYHBIMU MOPOJAMHU.
DTO0 NO3BOJSET YMEHBUINTh BPEMS U YCUIIUS, 3aTpaunBaeMble Ha 00padOTKy JaHHBIX,
Y CHU3UTh BEPOSITHOCTH OLIMOOK, CBA3aHHBIX C YEJIOBEUECKUM (DAKTOPOM.

HckycCTBEHHBI HMHTEJUIEKT HCIOJIb3YeTCSl NJIsi OOHApy>KEHUsS aHOMajuil B
JAHHBIX, TPOTHO3UPOBAHUS JOOBIYM W ONTUMM3AIUMU DPAOOTHI CKBaXuH. Takue
TEXHOJOTMH, KaK HEHPOHHBIE CETH U TIIIyOOKOe 00ydeHHE, MO3BOJSIOT MPOBOAMTH
0oJee TOYHBIE MPOTHO3BI U TPUHUMATH A((HEKTUBHBIE PEIICHUS B PEKUME PEATHHOTO
BPEMEHU.

Hampumep, HCKYCCTBEHHBIM MHTEIJIEKT MOXET [OMOYb B ONpPEIEICHUU
ONTHUMAJIbHBIX TapaMeTpoB OypeHus, BbIOOpe Haubosee 3(PPEKTUBHBIX METOI0B
00pabOTKM M aHalIM3a JAHHBIX, a TAKXK€ B MPUHATUM PELIEHUH MO ONTUMH3ALUU
MPOLIECCOB JOOBIUM U PacHpeIeICHUSI PECYPCOB.

Hcnonb3oBaHWE HOBBIX METOJOB OOpaOOTKM M HMHTEPIPETAlUU JaHHBIX
MO3BOJISIET HE TOJBKO MOBBICUTH 3P (HEKTUBHOCT AOOBIUM U COKPATUTH 3aTPaThl, HO U
oOecrnieunTh 6oJiee TOYHOE U HaJIeKHOE MIPOrHO3UpOBaHUE 100bIYM HE(TH U rasa, 4yTo
ABJISICTCS KPallHE BaXKHBIM JJIs1 TOJITOCPOYHOU YCTOWUYUBOCTH OTPACIIH.

BoiBOABI

BbIBOABI JaHHOW CTAaTbM MOAYEPKUBAIOT BaXXKHOCTh HMHTEIUIEKTYaIbHOTO
IUTAHUPOBAHUS MCCIICIOBAHUM HA Ta30KOHACHCATHBIX CKBAXKUHAX. OJTO MO3BOJISIET
coOMpaTh U aHAIU3UPOBATh JAHHBIE O CKBaXKMHAX Oosee 3PGEKTUBHO U TOYHO, YTO
MO>KET MPUBECTU K YBEITUYECHUIO JOOBIUM U CHUKEHUIO 3aTpaT Ha MPOILECC.

B crarbe ObuIM pacCMOTPEHBI OCHOBHBIE THUIBI HCCIIEIOBAHUM, TPOBOAMMBIX Ha
ra30KOHJCHCATHBIX CKBa)XKMHAX, TAaKM€ KaK Tra30JMHAMUYECKUE M IPOMBICIOBO-
reo(pu3nUECKre UCCIEA0BAHNS, @ TAK)KE METO/Ibl aBTOMATU3ALUU UX IIPOBEIACHMS.
Kpome Toro, ObLiM omvcaHbl HOPMATUBHBIE JOKYMEHTBI, KOTOPBIE PETYIUPYIOT
TpeOOBaHUS K UCCIEAOBAHUAM U UX 00BEMY, a TAK)Ke MPUMEHsIEMble HHHOBAIIHOHHBIE
TE€XHOJIOTHH.
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B  memom, UWHTEJIEKTyadbHOE  ITUIAHMPOBAHWE  HCCICAOBAaHWNA  HA
ra30KOH/ICHCATHBIX CKBKHWHAX SIBISICTCS HEOOXOIMMBIM YCIOBHEM JIJIsI TIOBBIICHUS
3 PEKTUBHOCTH W PEHTA0ETBLHOCTH MOOBIYM Ta3a U HEPTH, a TaKXKE YIy4dIICHHS
IKOJIOTUYECKOU CUTYaIllH B PETUOHE.
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Annoramusi. Jlnsg OecrniepeboiftHONM pabOThl UM KOHTPOJIS TEXHOJOTMUYECKHX
MPOLIECCOB HAa MPENNpUATUAX HedTenepepadoTKu U HEPTEXUMHUH HCIOIB3YIOTCS
WH(OPMAIIMOHHBIE CHUCTEMBI MPOU3BOJACTBA, BBINONHSIIONME (QYHKIUKU cOopa,
XpaHEeHUs] W TPENOCTaBICHUS MPOU3BOJCTBEHHBIX IOKa3aTesel Mojib3oBarenio. B
HEeIsIX  YCHEeMHOro  (YHKIMOHUPOBAHUS  MPOU3BOJACTBEHHOM  JEATEIHLHOCTH
MPEANPUATHAS HEOOXOAUMO OTCIICKUBATH PACXOJ AJICKTPOIHEPTHH TEXHOJIOTUYECKHUX
YCTAHOBOK, KOHTPOJIbHBIM BEJICHHEM KOTOPBIX 3aHUMAETCS IOJpa3/IelICHHUE
«YTpaBl€HUE TJIABHOTO JHEPreTUKa». B Hacrosinee Bpemsi Mpolecc IMepenadu
JIAHHBIX Ha YCTAHOBKE MEKTAH-T€KCAHOBOM M30MEpU3allMH HE aBTOMATU3UPOBAH U JIJIs1
BBITIOJIHEHUS  TPOW3BOJICTBEHHOW  3ajauM  cOopa JaHHBIX  AJIEKTPOIHEPIHH
cnenuamucty YI'D HeoOXoauMo coBepiaTh BUUT Ha MPOU3BOJCTBEHHBIH OOBEKT U
nepenaBaTh JaHHbIE JUCIETYEPY C MOMOIIbIO cpeactB  Ttenedonun. s
aBTOMaTU3allud OW3HEC-MpoIecca HEeoOXOAMMO O0ECHeduTh Mepenady JaHHbBIX
AJIIEKTPOIHEPTUH B HMHPOPMALMOHHYIO CHUCTEMY MPOM3BOJCTBA MOCPEACTBOM
uHTepdeiica nepegaur JaHHBIX. B Hacrosimiee BpeMsl 3aKylnKa paccMaTpUBAEMOro
uHTepQeiica HEBO3MOXKHA BCIIEICTBUE MPEKPAICHUS MOJAEPKKH U MPEI0CTABICHUS
MPOTPAaMMHBIX TPOJYKTOB 3apyOeKHBIMM KOMMAHUSIMHU. [l akTyanbHOW 3amaduu
UMIIOPTO3aMEILICHHUS ObLIa BBISIBJICHA HEO0OX0IUMOCTh pa3zpaboTku
MHOTO(YHKIIMOHATILHOTO MHTEpdeiica cOopa NaHHBIX B PEaIbHOM BPEMEHU B IETISX
obecrieueHns Tmepefadyd JaHHBIX DJIEKTPOIHEPTHMH YCTAHOBKE MEKTaH-T€KCAaHOBOM
n3oMepusanuu. B nanHoOM cTaThe peub MONIET O CTaHAapTe OOMEHa TaHHBIMU MEKITY
oObekTamMu aBTomaTu3anuu B peanbHOM BpemeHu OPCDA. Ilpoananu3upoBaHbI
OCHOBHBIC TPEUMYIIIECTBA BHEAPECHUs pa3pabaThiBA€MOro MPOrpPaMMHOTO PEIICHHS.
PaccmoTpena ontumuszanus OusHec-mporiecca  «KOHTpOdb JaHHBIX — pacxoja
AJIEKTPOIHEPTUU C TMPOU3BOJCTBEHHOTO 00BekTay. OnucaHa CTPYKTypa Mepenadyu
IIPOU3BOJICTBEHHBIX MOKa3zaTesield OT mMpubopa K MoJib30BaTelNno. B pamkax perieHus
omnucaHa pa3paboTka uHtepdeiica cobopa TaHHBIX B 0a3y JaHHBIX PEATLHOTO BPEMEHH.

Abstract. For uninterrupted operation and control of technological processes at
oil refining and petrochemical enterprises, production information systems are used
that perform the functions of collecting, storing and providing production indicators to
the user. For the successful functioning of the production activity of the enterprise, it
1s necessary to monitor the electricity consumption of technological installations, the
control management of which is carried out by the Department of the Chief Power
Engineer. Currently, the data transmission process at the pectan-hexane isomerization
plant is not automated and in order to perform the production task of collecting
electricity data, the UGE specialist needs to make a visit to the production facility and
transmit data to the dispatcher using telephony means. To automate the business
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process, it is necessary to ensure the transmission of electricity data to the production

information system through the data transmission interface. Currently, the purchase of
the interface in question is impossible due to the termination of support and provision
of software products by foreign companies. For the urgent task of import substitution,
the need was identified to develop a multifunctional interface for real-time data
collection in order to ensure the transmission of data to the pectan-hexane
isomerization unit. In this article we will talk about the standard of data exchange
between automation objects in real time OPC DA. The main advantages of the
implementation of the developed software solution are analyzed. The optimization of
the business process «Control of power consumption data from a production facility»
is considered. The structure of transmission of production indicators from the device
to the user is described. The solution describes the development of an interface for
collecting data into a real-time database.

KuaiwueBble cioBa: wunTepdelic cOopa JTaHHBIX, KOHTPOJb TOKa3aTeseH,
cHUCTeMa YIpaBJICHUs] MPOU3BOACTBOM, 0a3a JaHHBIX PEaJTbHOIO0 BPEMEHH, Pacxoj
AIEKTPOIHEPTUH, IPOU3BOJACTBEHHBIN OOBEKT.

Keywords: data collection interface, performance monitoring, production
management system, real-time database, power consumption, production facility.

CBO€BpEMEHHBIN KOHTPOJIb TAHHBIX TPOU3BOACTBEHHBIX MOKA3aTENEH SIBISETCS
aKTyaJIbHOW 3aJauell B JKM3HEHHOM LIMKJIE MPOU3BOJCTB HedTenepepadoTKu H
Herexumun. OnepaTUBHOE TMONy4YeHUE HH(OpMAUU O TEKYIIEM COCTOSIHUH
IPOU3BOJICTBEHHBIX MPOLECCOB TMO3BOJSET B KpaTdyallliue€ CpPOKU OINPEHENsTh
KPUTUYHBIE HW3MEHEHUsI TEXHOJOTMYECKUX MapaMeTpoB U  ONTUMH3UPOBATH
paccMaTpuBaeMble MPOLECCHI.

Ha mnporspkeHnn Bcel NpPOU3BOJACTBEHHOM JEATEIBHOCTH TEXHOJOIMYECKUE
YCTAaHOBKHM  MOTPEOJSIIOT ~ DJIEKTPOIHEPTHI0, pacxo]] KOTOPOH  HEOOXOIHMMO
KOHTPOJIUPOBATh MJI1 MNPEJOTBPAIICHUS OIIMOOK NP BBINOJIHEHUHM PAaCcYETOB U
¢opMupoBaHur IMiaHa. JlaHHBIE € JAaTYMKOB TMOKa3aTelied HHEPrornoTpedieHus
MO3BOJIAIOT CJENaTh BBIBOJ O KOPPEKTHOCTH HCIIONb30BaHUS OOOPYIOBaHUS MU
ONPEIEIUTh Pa3MeEPbl YTEUKU 3JEKTPOIHEPIUU. KOHTPOIb JaHHBIX 3JEKTPOIHEPIHU
MO3BOJISIET MPUNUTH K BBIBOJY, KAKOM Y4acTOK MOTPeOJisieT OOJbIIe BCEro 3HEPIruH,
KAaKOM TEXHOJIOTMYECKHI MpoIecc HeceT B ce0e 3HAYUTEIbHBIE SHEPreTUYECKHE
3aTparthl.

[TpoMbllIsIEHHBIE TIPEANPUSITHS CTAJIKUBAIOTCSA C OOJBIIMM POCTOM II€H Ha
CBIPbE M DHEPTrHUI0, YTO CO3/AA€T HEOOXOJUMOCTh OOJIBIIOTO BHUMAHMS K MOTEPSIM B
IPOU3BOJCTBEHHOM TIpolLlecC€ C NPUMEHEHUEM CIEUUATBHBIX MPOrPaMMHBIX
pelIeHuii, MO3BOJSIOIINX AHAIU3UPOBATh W TUIAHUPOBATH MOTPEOJICHHE PECYPCOB.
OTcyTCTBUE Ha MPEANPUATUN TAKUX HHPOPMAIIMOHHBIX PECYPCOB MOXKET MPUBECTHU K
YBEJIIMYEHUIO PACXOJOB Ha HHEPronoTpedsieHne, HEBO3MOXKHOCTH JOCTUIKCHHS
YCTaHOBJICHHBIX (DeIepaTbHBIM U PETHOHATBHBIM 3aKOHOAATEILCTBOM TPEOOBAHUI 1O
HEProcOEPeKECHUI0, TOHMKEHUIO PE3YyJIbTATUBHOCTH M 3HEProdp(HEeKTUBHOCTH
IPOLECCOB MPEANPUATHUS, CHIDKEHHIO KOHKYPEHTOCIOCOOHOCTH. 3aTparbl Ha
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NHO®OPMAIIMOHHBIE TEXHOJIOI'MN B HAYKE, OBPA3OBAHNHU 1 ITPOU3BOJCTBE
QHEPropeCypChl KaK B paMKaX TEXHOJIOTHMYCCKHUX YCTAHOBOK, TaK H MCXKIAY

IPOU3BOJCTBEHHBIMM M BCIOMOTaTelIbHBIMU ~ OOBEKTaMH  MPOMBIIIJIEHHOTO
NPEANPUATHS MOTYT JOCTUTaTh HECKOIBKUX MUJUIMAPAOB pyOJeH B ToJ.

B pamkax 3amaum Obl1 paccMoTpeH OusHec-mporiecc «KOHTpOiIb JaHHBIX
AIIEKTPOIHEPTHH C IPOU3BOJCTBEHHOTO 0OBbEKTa» U COCTABIIEHA CXEMa B METOI0JIOT MU
EPC «xak ecTb» (pUCYHOK 1).
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AAHHBIX INEKTPOIHEPIrHM C
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Pucynok 1. buznec-npouecc «KOHTpob JaHHBIX SJIEKTPOIHEPTUU C
MIPOU3BOJICTBEHHOTO OOBEKTA» «KAK €CTh)

B nHactosiiiiee Bpemsi omepaTHBHBIM U HAEXKHBIA COCOO0 cOOpa MaHHBIX O
(dakTHYecKoM TOTPEOJEHUH U BBIPAOOTKE DHEPrOpPeCcypCoOB MPEACTABISCT BAXKHYIO
ITPOU3BOACTBEHHYIO 33/1a4y B CBSI3U C YBEJIMUYCHUEM SHEPrOEMKOCTH OCHOBHBIX BUJIOB
NEATETLHOCTH TIPEANPUATAS BBUAY pOCTa o0beMa MPOM3BOACTBA. Busutr Ha
MIPOU3BOJICTBEHHBIM OOBEKT, 3aMUCh TOKAa3aTeNel AJICKTPOIHEPTHH Ha OyMaKHBIC
HOCHTEIIH, COoCcTaBlieHne oTueToB B Excel-daiinax BpydHyt0, COMOCTaBICHUE TAaHHBIX
¥ Tepefaya WX IO CpPeIcTBaM Telne(OHHHM TPEACTABISECT IS COTPYIHUKOB
nojapasneneHuss «YMpaBJICHWE TJIABHOTO JSHEPIeTHKA» TPYAOEMKyIo paborty,
3aHUMAIOIYI0 OOJIbIIIOE KOJIMYECTBO paboyero BpeMeHU. CHenuanucT B CBS3U C
YeJIOBEYECKUM (PAaKTOPOM CIIOCOOEH JOMYCTUTh OIIMOKU B MPOLIECCE BHIMOTHEHUS
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pabotel. Bpewmsi, KoTopoe 3aTpauMBaeTCs Ha TOJYyYE€HHE PE3YJIbTATOB IO
MPOBEICHHBIM paboTaM, SIBJISIETCA TIOCTATOYHO OONBIIMM, TaK KaK BKIIOYAET B ceOs
MOXO0J CIEIUANKCTa 10 YCTAaHOBKH, CHATHE MOKa3aTese u ux nepenavy. B npouecce
BO3MOXKHO COKPAaTUTh WU MUHHMMAJIBHO HCIOJIb30BaTh YEJIIOBEUECKHE PECypChl MpH
BBITIOJIHEHUH TIpoIiecca.

B0O3MOXHOCTH ~ TEXHHYECKOTO0 Tporpecca B 00JIACTH  KOMIBIOTEPHBIX
UH(POPMAIIMOHHBIX TEXHOJOTUH Ha CETOAHAIIHUN JEHb TOCTUIJIM TOTO YPOBHS,
KOTOPBII JE1aeT BO3MOKHBIM CO3JJaHUE MPOTPAMMHOI0 00€CIIeYeH U, TO3BOJIAIOIIETO
aBTOMAaTHU3UPOBATh COOP JaHHBIX ¢ 00beKTOB npeanpusatus. [Ipomecc cOopa maHHBIX
C TIPOM3BOJICTBEHHBIX OOBEKTOB OCYIIECTBIIACTCS B 0a3y JAaHHBIX PEaTbHOTO BPEMEHH
PI System nocpenctBoM unTepdeiica coopa nanHbIX. J[aHHBIE CO BCEX MOAKIIOYEHHBIX
TOueK ¢ 3aBoja nocrynatotT Ha PI Server, rae ocymiectsisiercss XxpaHeHue u o0padoTKa
MOJYYEHHbIX JaHHbIX. [lonmb30oBaTenb BHUAWT KIUEHTCKUHM ypOBEHb — 3TO
pa3zHooOpa3Hble MporpaMMel, kotopble OepyT aanHble ¢ PI Server u mpemogHocst
II0JIb30BATENIO B HY’KHOM €My BUJie (MHEMOCXeMbI, oTueThl B Excel u T.1.).

CoTpygHUKH  OTHENOB  HMH(POPMALMOHHBIX  CHCTEM  MPOU3BOJICTBA
MPOMBINLJICHHBIX MPEANPUSTANA BBIMIOJHSIIOT Pa0OThl MO BHEAPEHUIO U TEXHUYECKOU
NOJAJIEP)KKE MPOrPAMMHBIX MMPOAYKTOB, MO3BOJIIONIMX MOJy4aTh HUH(OPMALUIO C
ACVYTII u npubopoB yuyeTa BCEro MpeAnpuaTHs B €IUHYI0 0a3y JTaHHBIX PEaJbHOrO
BpemeHu. CoOpaHHbIE U YNOPSAOYEHHbIE B OJHOM XPAaHWJIUIIE JTaHHBIE MMO3BOJISIOT
OTOOpakaTh W KOHTPOJUPOBATH CHUTYaAIlMI0 00 ONEPaTUBHBIX CBEIECHUAX C
TEXHOJIOTHYECKUX YCTAaHOBOK, IIPOBOJUTH AHAJIN3 HA OCHOBE HCTOPUYECKHUX
NoKa3arenel,  MpPeJOoCTaBIATbL  COTPYJHUKAM  MOPEANPUITHS  BO3MOMXKHOCTH
MTHOBEHHOTO JIOCTYyTa B PEaAIbHOM BPEMEHHU K BaXXHBIM JTaHHBIM B opMmare. JlaHHbIC
nepemarTcss 1o uHTepdeiicy  ympaBieHUS O0BEKTaMH aBTOMATH3allMd |
TEXHOJIOTUYECKUMH TpolieccaMu B 0a3y JaHHBIX peanbHOro BpemeHun MES-cuctembl
PI System. Plant Information System (Pl System) — kommuiekc nporpamMmHOro
obecrnieyeHus, o0eCceUNBAONINI YIIpaBICHUE JaHHBIMU, BKJIIOYas cOOp, XpaHEHHUE,
00pabOTKy W MX MPEACTABICHHE [0 KOMIIAHWHU, NPEINPUATUSAM U OTIAEIbHBIM
npoueccam [1]. PI System noaaepXuBaeT pacnpencieHHYIO KIMEHT-CEPBEPHYIO
apxutektypy (pucynHok 2). CepBepHoe mnporpammHoe obecneuenue (I10)
obecnieunBaet cOop nHGOpPMaIIMK OT Pa3HOOOPA3HBIX HCTOYHUKOB JTAaHHBIX, CKATUE U
apXWBHUpPOBaHWE MH(GOPMAIINH 110 OPUTUHAIBHBIM aJlfOpUTMaM, 00paboTKy OOJIBIIHIX
00BEMOB JTaHHBIX, OBICTPBIN JOCTYN KIWEHTCKUX MPUIOKEHUH K apxuBy [2].
Kmuentckoe I10 obGecreunmBaeT 0oTOOpak€eHHWE TPEHIOB WCTOPUH WU TEKYIIUX
JTAHHBIX HA MHEMOCXEMaX U OBICTPYIO MOJTOTOBKY OTYETOB.
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OTYEeTHOCTb B peanbHOM BpeMeHU
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Pucynok 2. Ctpykrypa MES-cuctemsr PISystem

Jnst  oOecrieyeHus COKpalleHWs] BPEMEHM Iepeladyd JaHHbIX W YHCIIa
3aJICHCTBOBAHHBIX COTPYJHUKOB TpeOyeTcsi o0ecneuuTh aBTOMATU3ALMI0 cOopa
JAHHBIX JUI  ONTUMHU3AMM IIpoLecca KOHTPOJSI JAaHHBIX  3JIEKTPOIHEPIHH
TEXHOJIOTHYECKOW  YCTaHOBKM  IEKTAH-TEKCAHOBOM  HM30MEpHU3alUU.  3aKyllKa
paccmaTpuBaeMoro MHTepdeiica Juisi aBTOMaTH3aluu Ipoliecca cOopa JaHHBIX Ui
CIy’)KObl  KOHTpOJII  AJIEKTPO’HEPTMM MPEANPHUSATHUS HA CETrOJHAIIHUN  JI€Hb
HEBO3MOJKHA, TAaK KakK 3apyOeXHble KOMIIAHUU NPEKPaTHIA NPEIOCTaBIECHUE H
NOJJIEP)KKY PACCMaTPUBAEMBIX IPOTPAMMHBIX MTPOIYKTOB.

Ha cerogusimiHuii 1eHb OJTHUM U3 BEKTOPOB Pa3BUTHUS POCCUUCKUX KOMITAHUI
SBJISIETCS] TIEPEX0]] Ha OTEYECTBEHHOE MPOTpaMMHOE oOecrieueHre. JKOHOMUYECKas
cutyauss B Poccum TpeOyerT peaiu3allii aKTUBHBIX MEp IO OCYIIECTBIECHUIO
NOJINTUKK MMIOPTO3aMEIIEHUsI, B TOM YHUCJE IS Npeanpusituii HedTerazoBod u
He(TEeXUMUYECKON OTpaciu B cepe NU(PPOBBIX PEIICHHUM JIJIi CUCTEM MPOU3BOJICTB
[3]. Pa3paboTka wmHOrodyHKIHOHATBHOTO WHTEp(deiica mepeaaud MAaHHBIX IS
aKTyaJIbHOM 3a/1a4il UMIIOPTO3aMEIIECHUS TO3BOJIUT cOOMpaTh 3HAYCHUS TapaMETPOB B
0a3y gaHHbIX peanbHOro Bpemenu PI System, koTopas B pexxuMe peabHOr0 BpeMeH!
oOecrieurBaeT MTHOBEHHBIM JOCTYNl K HEOOXOJUMBIM TOKa3aTesled M HaCTPOUKY
KJIMEHTCKUX MPWIOKEHUHN JJI BU3yaJIU3aliH TaHHbIX.

Pa3zpaboTannsiii uHTEpdEHC peanusyeT NporpaMmy, KOTopasi MOJKII0YaeTCs K
OPC-cepBepy, onpaimmBaeT HeOOXOIMMbIC 3HAYEHUS U 3amuchiBaeT ux Ha PlServer.
[Tocne noaxmtouenust nmpudopa B PI System mocpeacTBOM MOAKITIOUESHHS U HACTPOUKHU
IJIF030BOTO KOMITBIOTEPA, MapaMeTpbl C KOTOPOro € MOMOIIbI0 HHTep(deiica cOopa
NaHHBIX nepenarorcs Ha Pl Server, qaHHble CO BCEX NOAKIFOYEHHBIX TOYEK C 3aBOJIA
noctymnarT Ha PI Server, rie ocymecTBisieTcss XxpaHeHue u o0paboTKa MOTYyYEHHBIX
JAHHBIX (PUCYHOK 3).
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Pucynok 3. CtpykTypa nepegadyu JaHHBIX OT MPUOOpa K MOJIb30BATEIIO

Nutepdeiic nocryna xk manHeiM OPC 1mO3BOJISIET CUMTHIBATH, 3alUCHIBATH U
KOHTPOJIMPOBATh MEPEMEHHBIC, COJEpIKaIllMe TEKYIIUE TEXHOJIOTUYECKUE JaHHBIC.
OCHOBHBIM BapUAHTOM HCIIOJL30BAHUS SIBJISIETCS Tepeaada JaHHbIX B PealbHOM
Bpemenu ¢ [TIJIK, DCSS u npyrux yctpoiictB ynpasinenust Ha HMI u npyrue kiveHTsl
otobpakenust. OPC DA sBnsiercs Haubonee BaxabiM OPC-unrepdericom. Ceroans
3TO peanu3oBaHo B 99% mnpoaykToB, ucnob3ytomux TexHosoruo OPC. KnueHTtsl
OPC DA Boibupatot niepemensie (3seMeHTbl OPC), KOTOpbIe OHU XOTST CUUTHIBATD,
3aMUChIBaTh WM OTCIEKUBaTh Ha cepepe. Kimment OPC ycTaHaBimBaeT coeIMHEHHE
¢ cepBepoM nytem co3naanus oo0bekTa OPCServer. O0BEKT server npejjaracT METOIbl
JJIS HABUTALIUM 10 UEPApXUU aJPECHOTO MPOCTPAHCTBA JJI MTOMCKA DJIEMEHTOB U UX
CBOKMCTB, TaKUX KaK THI JIJaHHBIX U TTpaBa J0CTyIa.

Jlst mocTyma K JaHHBIM KIMEHT TpynmupyeT daemMeHTsl OPC ¢ uaeHTHIHBIMHU
HACTpOMKaMu, TAKUMU Kak BpeMsi 00HOBJIeHUs, B 00bekTe OPCGroup (pucyHOK 4).

\

/ OPCGroup —0u| ltem ”
\ opCGrOUp — Item ‘

OPCServer

Pucynok 4. O6bekTsl, coznanabie OPC-KIueHTOM JyIs J0CTYIIA K TaHHBIM

OPC npenocTaBisieT JaHHbIE B PEKUME PEATbHOTO BPEMEHH, KOTOPbIE MOTYT OBITh
HEJOCTYIIHBI IOCTOSTHHO, HAIIPUMEP, KOrJ1a CBSA3b C YCTPOWCTBOM BPEMEHHO
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npepbiBaerca. Kiaccuueckas rexunonorust OPC pemaet 3Ty nmpo0iemy, peaoCcTaBIiss
BPEMEHHYIO METKY U Kau€CTBO NIE€PEIaBAEMbIX JAHHBIX.

B pa3zpabateiBaeMoM MporpaMMHOM 00ECIIEUEHUU CO3/IaI0TCSl TOUKH, KOTOPhIM
YKa3bIBa€TCsl UCTOYHHUK TOYKH, Jlajiee 3TO OyAeT 3aMrcaHo B HACTPOMKHU MPOTPAMMBI.
[Tporpamma OepeT u3 cBoero (aiina Hactpoek ums Point Source u 3arpyxaet Bce
TOUKH ¢ TakuM ke Point Source, mo KOTOpoMy HEOOXOAWMO MPOU3BOIUTH 3aMPOC.
Jlanee 1o 3TUM TOYKaM CTPOSITCA HMHCTPYMEHT TErH, IpOrpaMma CUUTHIBAET
MHCTPYMEHT TE€TW TOYEK W 3amyckaercs ux omnpoc Ha OPC-cepBepe, eciii 3HaUCHHE
MEHSIETCsI, TO OHa 3allMChIBAET HOBOE OOHOBJIEHHOE 3HadeHHne B Touky Ha PI Server u
oOHOBsIeT Kaxzawsle 10 cexkyHA. DTO yHUBEpCambHBIM HHTEpdelc misa JTr00ro
npubopa, kotopsiii ucnonszyetr OPC-cepsep.

[Tpu pa3zpaboTke mporpaMMHOTO K0J1a ObUTH UCTI0JIb30BaHbl OnbIuoTexku PISDK
u Titaniumas. PI Software Development Kit (PI SDK) — 5310 mnporpammuas
oubnuoteka, obOecneunBaromas poctyn k cepBepam Pl. PI SDK wucnonssyer
00BEKTHO-OPUEHTUPOBAHHBIN HEPapXUUECKUN TOIXO/ 111 0OecTIeueHHs ToCTyna JIst
yreHus U 3anucu K ¢yHknusMm Pl Server. TitaniumAS.Opc.Client — kiaueHTcKas
ouomoreka .NET ¢ oTkpbiTbiM ucxogubiM kojgoM st OPC DA. bubnuorteka
npenoctasisier obonouku NET COM mnsa B3aumoneiicteus OPC DA [4]. B xone
3amaun Obul uMcnosib3oBaH cumynstop OPC-cepBep Matricon, Ha NpeanpHITHH
nanHele coouparotcss ¢ OPCHonywell, Yokogawa, oHM HCHONB3YIOT €IUHBIN
npotokon st Bcex. Pabora uHTepdeiica cOopa MaHHBIX, T/I€ MOXHO HaOJI0AATh
MPOIIECC U3MEHEHUSI IaHHBIX Ha cepBepe (PUCYHOK 5).

I

Server Colective  Timestamp Value  Engneerng Unts  Descriptor

random TESTIRUEM TEST!
random TESTIRUEM TESTI

legt

8" file:///0:/Users/0bsnv/Documents/Visual Studio 2015/Projects/ConsoleApplication2/ConsoleApplication2/bin/Debug/ConsoleApplication2 EXE - 0 X

Pucynok 5. Pa6ora nporpammuoro koga OPC-unrepdeiica

B xone BHeapeHuss MHOTOQYHKIMOHAIbHOTO HHTepdelrica cOopa JaHHBIX
onTuMu3anus Ou3Hec-mporecc mporecca «KOHTpOIb MaHHBIX SJICKTPOIHEPTHH C
MPOU3BOJICTBEHHOTO 00BEKTA» COCTOUT B CIEAYIOIIEM (PUCYHOK 6):

- COKpallleHnU BPEMEHHU Ipoliecca;

- CHIDKEHUHU KOJMYECTBA 3a/IeMCTBOBAHHBIX COTPYIHHUKOB BBUJY YCTPaHECHHS
HeoOxoauMocTH noxoa cuenuanmucra YI'D k ACJIYD;

- yCTpaHEHUH PUCKOB TepeIaur HEKOPPEKTHBIX TIOKa3aTeIeH BBUY OTCYTCTBUS
BIIUSTHUS Y€JI0BEUECKOT0 (PaKkTopa;

[16]
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- TIOBBIIICHHWE KayecTBa IEpENadyd JAHHBIX 34 CYET BBINOJHEHMS ONEpAUN
aBTOMATUYECKOM Nepeaavyei TaHHbIX;

HeobxoanMOCTs KOHTPONs
[AAHHBIX 3NEKTPOIHEPIHH C
obvexra

p—'

AOMKHOCTHAR MHCTPYKUMA Corpyannk OMCN
Ha c6op noxasarenei ey

3neKTpoIHeprim obvexTa

—J‘_J_xv

MoaknioueHne WNIO30BOr0
KoMnbioTepa k ACAY3

ao ao
ac & J

C60p AaHHbIX pacxonos
anexTpoaxeprum s PI

System
ao [
Ao 8o ‘
2—94 .
¥

Mepenaua panHbIX AanHbie He NepeaarTcs
OCYWECTBARETCA YCNewHo

|

Orobpaxenne gaHHbIX HA

Ancnervuep

OrTuer naHHbIX pacxoaa Boirpyska
INeKTPOIHEPrrM CHOPMHPOBAHHOrO OTHETA
NPON3BOACTBEHHOIO . 0 - 0
obbexra
no 8o

Pucynok 6. buszaec-niporiecc «KOHTpOJIb JaHHBIX 2JICKTPOIHEPTUH C
MIPOU3BOJICTBEHHOTO 00BEKTA» «KaK OyIeT»

BoiBOABI

BaxxHo aBTOMATM3MpOBATH 3aJadyy CBOEBPEMEHHOIO KOHTPOJIS JIaHHBIX
IIPOM3BOACTBEHHBIX ITOKA3aTENEH AIEKTPOIHEPTUH, BEIb OT ITOTO HANPSAMYIO 3aBUCUT
NeATEIbHOCTh NpeanpusaTus. Pa3paboTaHHbli MHOTO(YHKIIMOHANBHBIN HHTEpdeiic
cOopa TaHHBIX B pE€aTbHOM BPEMEHHM MO3BOJISIET OCYUIECTBISATH aBTOMATU3UPOBAHHBIM
cOOp JaHHBIX ¢ MPUOOPOB yyeTa FNEKTPOIHEPIHH MPOU3BOJICTBEHHBIX YCTAHOBOK B
0a3y AaHHBIX peaabHOro BpeMeHu PI, mo3BoIIsIs ONTUMU3UPOBATH pacCMaTPUBAEMbIN
Ou3Hec-mpolecc.

Jluteparypa

1. PI System 53¢}eKTHBHO WCIONB3YyeT MPOU3BOACTBEHHBIC ITaHHBIC U
OTKpBIBae€T HOBBIE BO3MOXKHOCTHU: [caiiT]. — 2020. — URL: https://www.osisoft.ru/pi-
system (mata oopamienus: 11.04.2023). — TekcT: 2JIeKTPOHHBIM.

2. PI1 Nurepdetichr: [caiiT]. — 2017. — URL.:
https://www.tadviser.ru/index.php/IIpoaykt:PI_System (mara oOpalleHus:
13.04.2023). — TekcT: 2J1eKTPOHHBIM.

[17]


http://www.osisoft.ru/pi-

MHOOPMAIIMOHHBIE TEXHOJIOTMH B HAYKE, ObPA3OBAHNH U ITPOU3BOJACTBE

3. Kak HedrterazoBas oTpacip MEPEXOIUT HAa OTCYECTBEHHBIC TEXHOJIOTHH:
[caliT]. — 2022. — URL:
https://www.vedomosti.ru/partner/articles/2022/04/29/920343 -neftegazovaya-otrasl
(mara obpamenust: 17.04.2023). — TeKCT: 3MEKTPOHHBIH.

4. Titanium-as/TitaniumAS.Opc.Client  [caiit]. — 2022. - URL:
https://github.com/titanium-as/TitaniumAS.Opc.Client (mara oOpareHus:
23.04.2023). — TekcT: 3IEeKTPOHHBIN.

VJIK 004
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3AJJAYU U TOJIXOIbI

IMPORT SUBSTITUION ON THE EXAMPLE OF ERP SYSTEM:
NUANCES, TASKS AND APPROACHES
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Annoramusi. OTpacins UHGOPMAIMOHHBIX TEXHOJOTUW CUMTAETCA OJHOW W3
CaMbIX 3aBHCHUMBIX OT MMIIOpTa OTpaciied, T. K. B Poccum ceryac MUCIOJIB3YIOT
UCKIIIOUUTENTFHO UMITIOpPTHBIE oOopynoBanue u [10. Oxnako, Haunnas ¢ 2012 rona
[TpaBuTenscTBO PO 3amycTuino mnpoiecc UMnopTo3aMenieHusi, Ho 0C000 OCTPBIM 3TOT
BOIPOC CcTaJl mociie coobiTuii heBpans 2022 rona, MOBJIEKIIHE 32 COO0M MPUOCTAHOBKY
paboThl M YXOJ C POCCHUHCKOrO PbhIHKA MHOTHX KPYIHBIX 3apyO€KHBIX KOMIAHUU,
takux kak Microsoft, Adobe, DXC Technology, Oracle, Forcepoint, Fortinet,
Mikrotik, Lenovo, Samsung, Dell, Spotify, HP, Cisco u ap. SAPCIS ymna ¢ peiHka B
2022 rony, ay SAPERPEHPS ¢ Toro momeHTa OTCYyTCTBYET TEXIOAIEPAKKA, UYTO TAKIKE
HETaTUBHO CKa3bIBAa€TCS Ha pabOTe MHOTUX KOMMIaHUU B HedTsHOU oTpaciu. U eciu
HeKoTopoe u3 3apyoexHoro IO MOXHO C JIETKOCTBIO 3aMEHUTh OTECYECTBEHHBIM,
Hanpumep opucuslie nporpammel, CYBJl u T.4., TO B cinyuae ¢ ERP-cucremamu Ha 0aze
SAP neoOoxomumo cMmeHuTh Bech koMmiuieke (ERP-cucrema, OC, CYB/I, oducHbIe
MPWIOKEHUS, anmapaTHoe 00ecIeYeHue 1 T.1.), YTO BBI3BIBACT OOJIBIITNE TPYIHOCTH B
pollecce HMMIIOPTO3aMEIIeHUs, B CBSI3W C KPYMHBIMHU 3aTpaTaMud (PUHAHCOB H
BpeMeHH. B naHHON cTatbe paccMaTpuBaioTCs OOOCHOBAaHHWE, 33/JaYd M IOAXOJIbI
uMIiopro3aMmenienus Ha npumepe ERP cucremer.

Abstract. The IT industry is considered to be one of the most import-dependent
industries, since Russia now uses exclusively imported hardware and software.
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However, since 2012, the Russian Government has launched the process of import
substitution, but this issue became particularly acute after the events of February 2022,
which led to the suspension and withdrawal from the Russian market of many major
foreign companies, such as Microsoft, Adobe, DXC Technology, Oracle, Forcepoint,
Fortinet, Mikrotik, Lenovo, Samsung, Dell, Spotify, HP, Cisco, etc. SAP CIS left the
market in 2022, and SAP ERP EHPS5 has had no tech support since then, which also
negatively affects many companies in the oil industry. And if some of the foreign
software can be easily replaced by domestic, for example office applications, DBMS,
etc., in the case of ERP-systems based on SAP it is necessary to change the entire
complex (ERP-system, OS, DBMS, office applications, hardware, etc.), which causes
great difficulties in the process of import substitution, due to the large cost and financial
and time costs. This article discusses the rationale, objectives and approaches of import
substitution on the example of ERP system.

KuarwueBble cioBa: nmnoprosamenienue, ERP, SAP, CYB/I, opucuoe I10.

Keywords: import substitution, ERP, SAP, DBMS, office software.

['maBHOM npruumHOM nepexoaa Ha poccuiickoe 110 sBnsercs Yka3 [lpe3unenra
Poccuiickoit ®@enepanun ot 30.03.2022 No 166 «O Mepax 1o 00eCHEUYEHUIO
TEXHOJIOTUYECKOW HE3aBUCUMOCTH U O€30MaCHOCTH KPUTHYECKOW MH(DOPMAIMOHHON
uHppacTpyktypsl Poccuiickoit ®enepanun», B KOTOPOM CKa3aHO O TOM, 4YTO
KOMIITAaHWUH HE€ MOTYT OCYIIECTBIIATh 3aKynku HHOcTpaHHoro 110, B T.4. B cocrase
IPOrPaMMHO-AIIAPATHBIX KOMILIEKCOB.

OCHOBHBIMH 33ja4aMH ITOJIUTHUKNA UMIIOPTO3aMEILEHUS SABIJISIFOTCS:

1) TEXHOJIOTUYECKOE COBEPILIEHCTBOBAHUE OTEUECTBEHHOTO MPOU3BOJICTBA;

2) pocT MNPOM3BOAUTEIBLHOCTH 3a CYET peanu3aluuu 3HeprodPQPeKTUBHBIX,
SHEPro- U pecypcocOeperaromx TEXHOJIOTHI U MPOU3BOJICTB;

3) yBenMYEHHWE WHHOBALMOHHOM AaKTUBHOCTU TMPEANPHUITHI, OCBOEHHUE
BBICOKOTEXHOJIOTMYHBIX TEXHOJIOIMI U IIPOU3BOJCTB.

[TporpamMma umnopTo3amelieHusi Haubosee akTUBHO MOKa3ana cedsl B TaKHX
OTpacisx, Kak: CeJIbCKOE X0341UCTBO; MalMHOCTpoeHue; IT-cdepa; rocyaapcTBeHHbIE
3akynku [1].

[To cratuctuke 2022 roga SAP nogaepxusaet okoio 437 000 knuentoB B 190
cTpaHax, B ToM uuciie u B Poccun [2]. Onnako, B koHIle Toro xe roga SAPCIS yuuia
C pblHKa, TMPEKPATUB TEXIOMIEPKKY, TMOIICPKKY JIOKAIBHBIX OOBEKTOB M
00CITyKUBaHUE.

PaccMmoTpum npo6sieMbl uMnopTo3aMenieHus: Ha npumepe nepexoja ¢ SAPERP
Ha 1C: ERP. bonpIMHCTBO OCHOB HBIHENIHUX CUCTEM BBITTIAAAT NpUMEPHO Tak: ERP
cuctreMa SAPERP(I'epmanusi), onepanuonHas cucreMa Windows (CLIA), CYBJ
SQL (CIIA), oducasiii maker MS Office (CILLIA). Camoil moaxosiei 3amMeHOM
CTaHeT CUCTeMa, B KOTOPOH Bce 3eMeHThl OynyT oteuectBeHHbIMU: 1C: ERP, Astra
Linux, PostGreSQL, P7 Odwuc, ogHako HBIHEIIHWI KOMIUIEKC TakkKe 00JamaeT
HAa0OPOM KOHHEKTOPOB JIJIsl UHTErPalli C TAKUMHU IPOTPaMMHBIMU CPEICTBAMU, KaK
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pemenuss 1C (1C: ACOMY, 1C: YAT u nap.), Docsvision, ServiceDeskCreatio,
PISystem, u apyrue. IloatoMy mpoctoil 3aMeHbl “‘sapa” KOMIUIEKCA HEAOCTATOYHO.
Taxke He Bce HbiHemHHUE [IC COBMECTMMBI UIsi TaKOW CHUCTEMBI — HaIlpUMeEp,
BbIIEYNIOMsIHYThIM P7 Oduc Ha gaHHBI MOMEHT HE UMEET MOJHOro (yHKIHOHAIA
Excel u He nmognepxuBaer .vba, 0AHAKO U HaJ STUM BeAYyTCA PabOThI, YTO MO3BOJIUT
BCKOpE MOJHOCTBIO MEPENTH HA OTEUECTBEHHBIN NPOAYKT. Takxke Henp3s 3a0bIBaTh U
0 TOM, 4TO HEOOXOAMMO OOYYHTh BHYTPEHHIOIO KOMaHAY, YTO TOXKE 3aiiMEeT KaKoe-To
BpeMs.

Yro kacaerca 1C - cpemm poccuiickux ERP cucrem, nanpumep, MA3 u

RostechERP, 1C:ERP siBnsiercs nuaepoM 1o psiiy IpUYMH: TO, 4TO ceiyac 1C yxe
UMeeT B CBOEM (YHKIIMOHAJIE, Y aHAJIOTOB TOJIbKO 3aIlIAHUPOBAHO ISl peau3allii,
1C:ERP Takxe ABisieTcs OAHOU U3 CaMbIX PACIPOCTPAHEHHBIX CUCTEM Ha TEPPUTOPUU
P®, yTo yacTUYHO MOATBEPKAAET HANNECKHOCTH MpoaykTa. Takxe 1C MMEIOT OMBIT
BHeJIpeHUs1 Ha Oa3e omnepaunoHHOM cuctembl Linux ¢ CYBJl PostgreSQL, uto
MOJIXOJNT MO KPUTEPUU UMITOPTO3AMEILIECHHUS.
Ecnu xe cpaBauBath 1C:ERP ¢ nHpiHemmnnm SAPERP, To MOXHO yBUAETH, UTO s
kpynHbix komnannii 1C:ERP sBisieTcs myymmM BapruaHTOM M3 OTEUYECTBEHHBIX, T.K.
WCXOJs U3 CTaTUCTHUKH, TAHHBIE JIBE CUCTEMBI B COBOKYMHOCTH 3aHuManu 81,6% ot
Bcero goxona cpeau ERP-cuctem Ha Moment 2020 roma [3,4]. CpaBHuTenbHas
xapakrepuctrka ERP-cuctem npusenena B Tadnuiie 1.

Ta6muma 1 — CpaBaenue ERP cucrem

ERP | IImrocsr Munycsl

1C Bricokas aJalITUPOBAHHOCTH K | Huzkas MPOU3BOAUTEIBHOCTD npu
POCCHUICKUM YCIIOBUSIM PBIHKA 00JBIIOM 00BEME JTaHHBIX
Hu3skast crouMocTh NIpOAYKTOB Bricokass CTOMMOCTP  YCTaHOBKH U

MNOAACPIKKH CUCTCMBbI

BbricTpoe BHepeHnE
SAP | Bxitouaer nydmime NpakTHKU Beaymux | TpeOyercst ajmanTanust K POCCHIICKUM
MpeanpUsATHI MUupa CTaHapTam

Bricokast mpon3BOUTEIBHOCTD CoXHBIN 1 TOJNTHHA TpolLiecc BHEIPEHUS

Takum obpazom, 1C:ERP sBnserca nemnoxoi anprepHatuBoii SAPERP B pamkax
MMIIOPTO3AMEIICHUSI.

BoiBOABI
[Ipoananu3npoBaH peIHOK OTeueCTBEHHBIX ERP-crucTeM, npennoxeHsl
BO3MOYKHBIC AJIbTEPHATUBHBIC PEILICHUS, & TAK)KE BBISIBIICHBI HEKOTOPBIE HIOAHCHI

nepexoa Ha poccuiickoe [10.

Jluteparypa
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AnHOTanms. B pabote paccMaTpuBaeT BAXKHOCTb UCTIOJIb30BAHUS BUPTYaIbHOM
peanbHOCTH B Ou3Hece. ABTOpbl OOCYXAAlOT, KaK TEXHOJOTMU BHUPTyaIbHOU
peaTIbHOCTH MOTYT TOMOYb MPEANPUITHUIM YIYUIIUTh TPOU3BOAUTEIbHOCTh, CHU3UTh
3aTpaThl U MOBBICUTh KaueCTBO NPOAyKIuU. CTaThsl HAUMHAETCs ¢ 0030pa TEXHOIOTUI
BUPTYaJIbHOUM PEAIbHOCTH U UX MPUMEHEHUS B PA3JIMYHBIX OTpaciiax Ou3Heca. ABTOPBI
paccMaTpuBalOT MPUMEPHI UCMOIb30BaHUS BUPTYaJbHON pEalbHOCTH B OOYYEHUH,
MapKETHHIEe, NPOEKTUPOBAHMM M MPOMU3BOACTBE. Jlanmee cTaThsi MNEPEXOIUT K
00CYXJIEHUIO0 KOHKPETHBIX MPUMEPOB HCIOJIb30BAHUS BUPTYaJIbHON pEaTbHOCTH Ha
NPEANPUATANA. ABTOpPBI OINHKCHIBAIOT, KAK KOMIAHUU MCHOJB3YIOT BHPTYAIBbHYIO
pealbHOCTh ISl O0y4YeHUs! COTPYIHUKOB, TECTUPOBAHMS MPOIYKTOB M YIYUIICHHUS
IPOU3BOJCTBEHHBIX MPOLECCOB. B  3aKi04eHUM aBTOpP MOJYEPKUBAET, YTO
TE€XHOJIOTHH BUPTYAJIbHON PEATBHOCTH MOTYT TOMOYb IPEANPUATUAM JOCTHYb HOBBIX
BBICOT B IPOU3BOJUTENIILHOCTM M KauyecTBE MNPOAYKUMHU. Takke OTMEYaeT, YTo
BUPTyalbHasl pPEaJbHOCTh MOXET OBbITh OCOOCHHO IIOJIe3HAa JUIsl KOMIAHW,
padoTarouMX B OTpACIAX, I11e 0€30MaCHOCTh U TOUHOCTh KpPUTUUECKH BayKHBL. B utor,

[21]


http://www.sap.com/cis/insights/erp-implementation-best-practices.html
mailto:ahtoh_02@mail.ru

MHOOPMAIIMOHHBIE TEXHOJIOTMH B HAYKE, ObPA3OBAHNH U ITPOU3BOJACTBE

CTaThsl TIPEJCTABIIAECT COOON IIEHHBIN 0030p TEXHOJIOTHUN BUPTYAIbHOM PEaibHOCTH U
X TpUMEHEHHUs Ha npeanpusatud. OHa MOXKeT OBITh IMOJie3Ha JJIsI MEHEIKEPOB U
PYKOBOJUTENEH, KOTOPBIE UIIYT HOBBIE CLIOCOOBI MOBBIIICHUS Y(PPEKTUBHOCTH CBOUX
KOMIIaHUH.

Abstract. The paper considers the importance of using virtual reality in business.
The authors discuss how virtual reality technologies can help businesses improve
productivity, reduce costs, and improve product quality. The article begins with an
overview of virtual reality technologies and their application in various business
sectors. The authors consider examples of the use of virtual reality in education,
marketing, design and production. The article then proceeds to discuss specific
examples of the use of virtual reality in the enterprise. The authors describe how
companies are using virtual reality to train employees, test products, and improve
manufacturing processes. In conclusion, the author emphasizes that virtual reality
technologies can help enterprises achieve new heights in productivity and product
quality. Also notes that virtual reality can be especially useful for companies operating
in industries where security and accuracy are critical. As a result, the article is a
valuable overview of virtual reality technologies and their application in the enterprise.
It can be useful for managers and executives who are looking for new ways to improve
the efficiency of their companies.

KuaroueBble ciioBa: VR-TexHOIOTHHT, BUPTYAIbHBIN MUDP, 00yUEHHUE ITEpCOHAA,
MOTEHIUAJI, TPEUMYIIECTBA.

Keywords: VR-technologies, virtual world, personnel training, potential,
advantages.

BupTtyanbHas peasbHOCTb CTAaHOBUTCS Bce 0ojiee JOCTYNMHOM JUIsl OOBIYHBIX
notpebuTeneii. Ecnu eme HECKONMbKO ASCATUIICTHM Ha3aj ucCIoiab3oBaHue 3D-
TexHoJoruii 1 VR OBUIO MOCTYNMHO TOJBKO KPYITHBIM KOPIIOpAIMsM, TO ceildac
KOKIBIA MOXET 3aKa3aTh IUIEM BUPTYAJIbHOW pPEAJIbHOCTH Ui IEPCOHAIBHOTO
UCIIOJIb30BaHUS.

CornacHo  wuccienoBaHulo  MwuHHcCTepcTBa  HU(PPOBOrO  pa3BUTHS,
IIPOMBIIJIEHHOCTh M CTPOUTENBCTBO SBIISFOTCA MPUOPUTETHBIMU OTPACISMHU IS
npumeHeHus: VR/AR-texnonoruii. [IpoMblllsIEHHBIE TUTaHTBl YK€ HECKOJBKO
JNECATWIETHM HCHOJIB3YIOT BHUPTYaJbHYIO pEATBHOCTh I PEUIEHUS CBOMX
OPOU3BOACTBEHHBIX W OuzHec 3amad. C TOSIBICHHEM IIJIEMOB BHUPTYyajlbHOU
pPEanbHOCTH, JOCTYIIHOCTh TE€XHOJOTHH 3HAYMTEIBHO BO3pOCHA, a IIyJ PEelIaeMbIX
3a1a4 paclIupHUIICs.

Panee kopropaiiuu KUCmoib30Baiu cpeabl BUpTyalibHOU peaibHOCTH (CAVE),
KOTOpbIe TpeOOBaJIM OTIEIBHOIO MOMELIEHUS C ONpPEJEICHHBIMU TEXHUYECKHUMHU
XapaKTepUCTHKAaMU M OTPOMHBIX OromkeToB. OJIHAKO, C TOSABIECHHUEM IIJIEMOB
BUPTYaJIbHON PEAbHOCTH, MEPEUYCHb PEIAEMBIX 3a7a4 U JOCTYMHOCTh TEXHOJOTHUH
3HAYUTEIBHO BO3POCIIH.
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OaHUM U3 KJIIOYEBBIX MOMEHTOB B pa3BUTHUM VR-TexHoyoruii cram crapran
Oculus, kotopeiii B 2012 romy coOpan 3a yersipe yaca 250 ThicAY JOJUIAPOB Ha
kpayndanauaropoi miatdopme Kickstarter Ha pa3paboTKy IjieMa BHUPTyaIbHOMN
peanbHOCTH C 3¢ dexkToM nojHoro norpyxkenus. C tex nmop, VR-TtexHonmoruu cramu
0oJee KOMIAKTHBIMU, AJITOPUTMBI U TEXHOJIOTUU — 3 (HEKTUBHEE U JOCTYITHEE.

HuTepecHo, 94TO M3HAYAILHO OPUCHTUPOBAHHBIC TOJIBKO HAa MOTPEOUTEIIbCKUI
PBIHOK MHUPOBBIC KOMITAHHH, CO3JAIONIMe yCTpoicTBa u codT miust VR, Takue, Kak,
Harpumep, Google nam HTC, 6p1cTpo MOHSIIA MEPCIIEKTUBHOCTh TPUMEHEHHUST CBOMX
YCTPOHCTB Ha TPOMBIIUICHHBIX MPEANPUATHSIX MW MPEAYCMOTPEId  TaKOe
UCIIOJIb30BaHUE.

3aMeTHO, YTO MHUpPOBBIE KOMIIAHMM, 3aHUMarouuecs pazpabotkoir VR-
YCTPOMCTB U copTa, M3HAYATBLHO OPUEHTUPOBAIMCH HA TMOTPEOUTEIHCKUN PHIHOK.
Opnako, OHM OBICTPO OCO3HAJIM TOTEHIMAJI MPUMEHEHUS CBOMX MPOJYKTOB Ha
MTPOMBITIUICHHBIX MPEANPHUITHAX U aJalTHPOBAIN UX IS TAKOTO UCIIOJIb30BaHUS.

B cBowo ouepenb, mmpokoe BHeApeHwe  VR/AR-texHonoruii B
MIPOMBITIUICHHOCTH CITOCOOCTBYET pPa3BUTHIO SKOHOMHUKH CTpPaHBI, YBEIHYCHUIO
MIPOU3BOIUTEIILHOCTH U 9(PPEKTUBHOCTH Ha IPEANPUATUIX B pamkax Uunaycrpuu 4.0,
a Takxke (OPMUPOBAHMIO HOBBIX MOAXOJOB K OOYYEHHUIO U TOBBIIMICHUIO YPOBHS
obOpazoBanusi. CylIeCTBYIOT HECKOJIbKO KpPYIIHBIX HaIlpaBiIeHUH, B KOTOPBIX
MpPUMEHEHUE BUPTYaJbHOM pEaJbHOCTH IOMOTAaeT CHU3UTh PUCKU W TIOBBICUTH
3 PEKTUBHOCTD peIIaeMbIX 3aj1ay:

Muntudper  oTmedaer, uYto mupokoe BHeapeHue VR/AR-texHomoruit
CIIOCOOCTBYET Pa3BUTHIO HSKOHOMHUKH CTPaHbI, CYIIECTBEHHOMY TOBBIIICHUIO
MIPOU3BOIUTEIHHOCTH B 3(HEKTHBHOCTH Ha MMPOMBIIIICHHBIX MPEANPHUATHIX B paMKaX
Uunyctpun 4.0, (popmMupoBaHHIO HOBBIX MOJXOJOB K MpoIeccy OOy4deHUs H
MOBBINICHUIO ypPOBHA o0Opa3oBaHus. MOKHO BBIACIUTh HECKOJIBKO KPYITHBIX
HaIpaBJCHUH, B KOTOPBIX HWCIOJIb30BAHNE BUPTYaJIbHOW pPEaTbHOCTH TIOMOTAacT
CHU3HTH PUCKH H MTOBBICUTH AP(HEKTUBHOCTH PEIIaeMbIX 3a1a4:

- o0y4eHue nepcoHana;

- 0€30MMaCHOCTh U OXpaHa TPY/a;

- MPOEKTUPOBAHUE;

- CO3/IaHHE TTPOTOTHUIIOB M KX COTJIACOBAHUE.

- VR B 00y4eHuu pabounx;

NMMepcrBHBIE TEXHOJOTUU JOKa3aid CBOIO 3(PGEKTUBHOCTH B MPOIIECcax
OOy4YeHMS W TIOBBIIICHUS KBATM(PUKAIMA COTPYJIHHKOB IPOHU3BOJACTBEHHBIX
KOMIIaHUWA. OTO O0OYCJIOBJIEHO JABYMsS KIIOYEBBIMU  (DaKTOpaMu: BBICOKOU
3¢ (HEKTUBHOCTHIO TAKOTO 00YUYEHHUS Y SKOHOMUYECKOM BBITOIOHN JJ1s1 paboTOaTENS.
[Ipexne Bcero, o0yueHue Ha VR-TpeHakepax Mmo3BoJisieT MPaKTUKOBATh HABBIKH,
KOTOpbIEe HEOOXOIUMBI B pab0TE C KOHKPETHBIM 000PYIOBAHUEM UJIM OMTACHBIMU
BEI[ECTBAMH. TEKCTOBBIE OIMMUCAHUS M PACCKa3bl KOJUIET HE MOTYT 3aMEHHUTh
MPAKTUYECKOTO OIBITA, KOTOPHIA MOXXHO TMOJYYUTh TOJBKO HACTABHUYECTBOM.
Onnako, o0yduenue Ha VR-TpeHaxkepax MO3BOJISIET U3YUUTh aJITOPUTMBI U 3aKPETHTh
0a3oBble omepainuu 0e3 pucka MOBPEAUTH JIOPOrocTosiiee 000pyAoBaHuEe. DTO
MOMOTAET CHU3UTD U3ICPKKU U YCKOPUTH MPOU3BOJCTBEHHBIE MPOIECCHI.
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Bo-BTOpBIX, BUPTYyasibHasi PEabHOCTD MO3BOJISIET CUMYJIMPOBATh aBApUHU U B3PHIBBI,
YTO TOBBIIIAET MOTHBAIIMIO TIEPCOHANA CJIEIOBaTh MHCTPYKUUAM H  Oosee
OTBETCTBEHHO OTHOCUThCA K oOyudeHuro. Kpome TOro, BO3MOXKHO CO3/1aHUE
OECKOHEYHOTO0 MHOXECTBAa PA3BETBJICHHBIX CIEHAPUEB, KOTOpPbIE IIOMOTaioT
COXpaHuTh oOydaronuii 3Q¢GeKT Mpu MHOTOKPATHOM MPOXOKICHHH.

Takum 00pa3oM, HCIOJIB30BAHUE HMMEPCHUBHBIX TEXHOJOTHMWA B MpolEccax
00OyueHUs U MOBBIIIEHUS KBATU(PUKAIIMYA COTPYTHUKOB MMPOU3BOICTBEHHBIX KOMITAHUNA
aBisgeTcs 3(HEKTUBHBIM H SKOHOMHYECKU BBITOJHBIM perienneM. HemanoBaxHo, 4To
VR-cuMynanuu Takxe MmoMOoraloT HAyYUTHCS MBICIUTh KPUTHYECKH, OpaTh Ha cels
OTBETCTBEHHOCTh U MPUHUMATDH PEUICHUS, TOJIYYUTh U OTTOYUTH HABBIKM KOMaHIHOU
paboThbl, BEJCHUS MEPErOBOPOB, PEIICHUS HECTAaHAAPTHBIX 3a7ad4 M YIpaBiICHUS
HEraTUBHBIMH SMOLIUSAMH B CTPECCOBBIX CUTYyaIusix u npyrue soft skills.

Taxk, ¢ 2019 rona «["aznpom HedTh» pa3BuBaeT soft skills cBoux paboTHUKOB B
BUpTyanbHOM peanbHOCTH. B 2020 romy AO «ATOMAPHEPrOpEMOHT» HCIOJb3YET
TexHonoru VR B npouecce 00ydeHus nepcoHana TEXHUYECKOMY 00CTyKUBAaHUIO U
pemoHTy oOopynoBanus. B 2021 romy «DIEKTpOXMMHUYECKHI 3aBOA» Hayal
UCIIOJIb30BaTh MPOTPAMMHO-ANNapaTHbId KOMIUIEKC BUPTYaJbHOW PEaNbHOCTH MJIS
00y4eHHs] 3JEKTPOTEXHUYECKOI0 MepcoHana 0e30MacHOMY IPOU3BOJACTBY paldOT U
JMKBUJALNAN aBapuKHbBIX cuTtyaunii. B 2022 rony YepenoBenknii METaITypruyeCcKui
KOMOMHAT 3amycTuil VR-TpeHaxepsl 1151 00y4eHHUs] OIepaToOpOB KOYTepa U PE3UYNKOB
XOJIOJHOTO MEeTaJlia.

BupTyanbHblil ONBIT MOXET CTaTh HE3AMEHUMbBIM JJII COTPYJHUKOB OMACHBIX
IPOM3BOJCTB: METAJUTypPrU4e€CKUX, CBSI3aHHBIX C MepepaboTkoil HedTH U roproye-
CMa304YHBIX MaTepUajoB, ¢ paboToi Ha 00OPYJOBAaHUU IO BHICOKUM JIABICHHUEM U C
BBICOKMMU TeMrepaTtypamMu U apyrux. Ha Takux mpou3BOJCTBAX KaXKIbI COTPYIHUK
peryiasipHo o00s3aH TPOXOJWUTHh CHEUUANbHbIE HMHCTPYKTaXU. Takxke I HHUX
OpraHU3YIOTCS YYEHHUs, Ha KOTOPBIX UMUTUPYIOTCS paznuunble UC u onacHele
CUTyallUM. A TpU BO3HMKHOBEHMM HEIITATHBIX CUTYyallMil TpeOyeTcsi MTHOBEHHas
peakLys COTPYIHUKOB JIJISl TMKBUJIALIMK CAMOM aBapuH U €€ MOCIEICTBUM.

Mexay TeM H3BECTHO, YTO pEaJbHOE ITOBEJACHUE YEJIOBEKA B CTPECCOBOM
CUTYyalluu, TeM 0oJiee B TOM, YTO IPOUCXOAUT BIIEPBBIC, MPECKA3aTh CI0KHO. Bennka
BEPOATHOCTb, UYTO pPabOTHUK ©O€3 peaJbHOro OIbITa JOMYCTUT OIIMOKY NpU
JUKBUJAIMK TOCIEACTBUIM aBapuu WM caM IocTpagaer. BupTyanabHas peasbHOCTD
JaeT BO3MOXKHOCTh BOCCO3/ATh JIIOOYI0 KPUTHUECKYIO CHUTYAIlUIO, IOTPY3UTh B HeEe
paboTHHKa, 0OTpabOTaTh 10 aBTOMATHU3Ma aJITOPUTMBI JCHCTBUM MpU aBapuu, a TaKxKe
00y4UTh OJTHOBPEMEHHO OOJIBIIIOE KOJIMYECTBO YEIIOBEK.

B 2015 rony Ford Motor Company otuutanace, yto, HaunHas ¢ 2003 ropa,
Osaroiapsi TPUMEHEHUIO TEXHOJIOTMHM BUPTYaJIbHOM peasbHOCTH Ha MPOU3BOJICTBE,
CHU3WIA ypoBeHb TpaBmaTu3mMa Ha 70 %. B VR-nmabopatopum opranuzoBaHa
Oe3omacHas MOHTaXHas JUHUS W paboyee MPOCTPAHCTBO, a Ha TeJeoneparopa
pa3mereHo 6osee S0 JaTYUKOB, C TOMOIIBIO KOTOPBIX 3PTOHOMUCT MOKET MPOBEPUTH
pa3IMyHbIE CLIEHAPUU U C/IeNIaTh Mpoliecc paboThl 0€30MACHBIM.

HimMepcuBHBIE TEXHOJIOTUH JIal0T BO3MOKHOCTD HATJISITHO TIOKa3aTh, Kak Oyaer
BBITJISIICTh HOBBIM 11€X WJIM MHHOBALIMOHHAs pa3paboTka. [lepBbIM 3TanoM BBICTYHaeT
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cozaanue 3D-mpoekTa, BTOPhIM — €ro Buzyanusainug B VR. JlaHHBIE TE€XHOJIOTUU
IIOMOTIJIA BBIBECTH MPOMBIIUIEHHOE MPOEKTUPOBAHUE HA KAYECTBEHHO HOBBIN
YpOBEHb, Onarofaps CHIDKCHHUIO YHCIa OIIMOOK B TEXHOJOTHH, 3SPTrOHOMHUKE,
MOBBIIEHUIO KAYECTBA U CKOPOCTH CO3JaHHus. B paHee ynmoMsSHyTOM HCCIEIOBAaHUU
Muniudpsl roBOpUTCS, YTO CKOPOCTh MPOESKTUPOBAHUS C HCIIOIH30BAHUEM JAHHBIX
TexHonoruid Bo3pacraet Ha 30-50%, a 4nciio omMOOK U MPOCTOEB COKpAIAeTCs /10
30%.

Tot xe Ford B 2019 rogy nmepenec mpoeKTHpPOBaHHE CBOMX aBTOMOOMIIECH B

BUPTYAJIbHYIO PEAIbHOCTh ¢ Momolbplo mporpammel Gravity Sketch. C momorisio
CIIEMAIBHOM FapHUTYPHI U KOHTPOJJIEPOB IU3aHHEPHI MOTYT HE TOJIBKO PUCOBAThH, HO
U BpallaTh, paCUIMPATh U CKUMATh OTPUCOBAHHbBIE 3D-00BEKTHI.
Cumynanuss B BUPTYaJbHOW PEAJBbHOCTU OTKPHIBAET HOBBIE BO3MOXHOCTH JJIA
CO3J]aHUsl TPOTOTUNOB 0€3 HATYpHOTO BoOILIOMIEHUs. [[pOTOTUIT MOXKHO HM3YyYUTh U
00CyAMTh, IPONTYIAaTh HA OIIMOKU U HEAOPAOOTKH, TJISAIs HE B UEPTEKU WU KAPTUHKY
Ha MOHUTOpE, a paboTas HEMOCPEACTBEHHO C OOBEKTOM B HATYPAJIbHYIO BEIUYHHY.
[Ipy 5TOM 3HAYUTEIBHO CHHKAIOTCA 3aTPaThl U COKPAIIAOTCA CPOKHM IMOATOTOBKH K
MaKEeTHOW KOMHCCHH. BakHO, 4TO B mporecce MOryT NPUHHMAaTh Y4YacTUE JOObIE
COTPYAHHUKM KOMIIAHMHM: OT TE€HEPAIbHOTO AUPEKTOpa [0 HHXKEHEpa, W Jaxe
3aKa34MKOB.

Opaniy3ckuii HarmoHanbHbI kocmuueckuit 1eHTp (CNES) mpoektupoBan
paketHblii yckoputenb mnpoekrta Callisto B CAIIP, a ¢ momompbio VR mpoBoamn
ylajJeHHOe 00CYXJIEeHUE MPOEKTa C OJHOBPEMEHHBIM PEIIEHWEM MHOXKECTBA 3ajau:
aHaJIn3 UHCTPYMEHTOB COOPKHU U pa3Mep HEOOXOAMMOIO 3/1aHHs, IPOLIECC MEPEBO3KU
YCKOPHUTEIb JO MECTA CTapTa U APYTUX BaKHBIX HIOAHCOB. JTO MO3BOJIUIIO COKPATUTh
peanu3alurio MPOeKTa Ha 1EeJbIi o/ U3 4 3armanupoBaHHbIx. Eie oqun GpaHiy3ckuit
ruraiT — SEAT — ¢ moMOlIb0 HHCTPYMEHTOB BUPTYaJIbHOW PEaTbHOCTA COKPATHII
BpEMSsI aHAJIM3a KOHCTPYKLIMH IPOTOTHUITA HOBBIX MOJIEJIEN aBTOMOOMIIEH U KOJIMYECTBO
MAaKeTOB M HATYPHBIX IMPOTOTHUIIOB. DTO MO3BOJUJIO TAKKE 3HAYUTEIBHO COKPATHUTH
CPOKH ITPOU3BOJICTBA.

B nmepByro ouepeap, BaXXHO IIOHMMATh, YTO BHEAPEHUE TEXHOJOTUHU
BUPTYaJIbHON PEAIbHOCTH B MPOU3BOJCTBO JOJDKHO MUMETh MO COO0M KOHKPETHYIO
HE0OXOMMOCTb, C(POPMYIUPOBAHHBIE 337a4l M TTIOHUMaHUE MPOoOJIeM, KOTOphIE ITa
TEXHOJIOTUS CTIOCOOHA PEeIUTh. B MPUHATHN PEIICHHS COBEPIIIEHHO TOYHO HE HYKHO
OPUEHTHPOBATHCS HA MPEACTABICHUE O TOM, YTO «pa3 BCE BHEAPSAIOT, TO U HaM
HYXKHO».

CornacHo MCCle0BaHUIO eBpoleickux aHanuTtukoB PAC, B cpeaHeMm, oauH
HEYNayHbIil TPOEKT, CBA3aHHBIA C BHEAPEHHEM TEXHOJOTUH, OO0XOAUTCH
IIPOMBIIICHHBIM KOMITaHUSAM K3 cTpaH EC B monMmuiummoHa eBpo. B Hameln crpane
3Ta LEHA 3a HEBEPHOE PEIICHHE 3HAYMUTENIBHO HMXKE, HO, OJHO3HAYHO, HE CTOUT
PUCKOBATb.

[lepen BHeapenneM VR, HyXHO oNpenenuTb MNOKA3aTENH, I KOTOPBIX
HEOOXOJMMO MPOAHAIU3UPOBATH CHUTYAIMI0 C IMPOU3BOJICTBEHHBIMH TpaBMamMu HU
KPUTHUYECKUMH CUTyallUIMHM, KaK YacTO JIOMaeTcsi OO0OpyIOBaHUE, BO CKOJIBKO
00XO0IUTCS U3-3a 3TOTO MPOCTON M PEMOHT, a TAK)Ke KaK YaCTO U KaKOH OIO/IKET
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TpaTUTCS Ha O0yudeHus, nepenpo@uiMpoBaHUE M MHCTPYKTaX NepcoHana. Taxxke
Ba)KHO TTOHMMATh, YTO Mpolecc BHepeHus: VR 0mkeH ObITh HEOTheMIIEMON YacThiO
oO1elt udpoBoit TpaHchopmaluu KOMIIAHUY € 3apaHee IPOyMaHHOW cTpaTerueu u
noHuMaHueM 3 (HEKTUBHOCTH pELICHUH.

TexHONMOrnM BUPTYyaIbHOW PEaTbHOCTU HA MPEIIPUSITHH SBISIOTCS BaXKHBIM
UHCTPYMEHTOM ISl YIYUIICHHUs] MPOU3BOAUTENLHOCTH U 3(P(HEKTUBHOCTH PAOOTHI.
OHU MO3BOJISIIOT COKPAaTUTh BpeMs W 3aTpaThl Ha OOy4YE€HHE NMEPCOHANA, YIYYUIUTh
KaueCTBO MPOCKTUPOBAHUS U TECTUPOBAHUS MPOAYKIIUH, a TAK)KE OBBICUTh YPOBEHb
0€30MacHOCTH Ha IPOU3BOJICTBE.

Opnako, 17151 yCTIEIIHON pealih3alii TEXHOJIOTHI BUPTYalbHON peabHOCTH Ha
NOPEANpUATAA HEOOXOJMMO YYHUTHIBaTh Pl (PaKTOpoB, TaKUX Kak BBIOOp
HOJXOJAIIEr0 00Opy/IOBaHus, pa3paboTKa KaueCTBEHHOTO KOHTEHTa, OOydeHHe
nepcoHasla ¥ OpraHu3alus IpoLeccoB pabOThlI.

BoiBOABI

Takum 00pa3oM, KCIOIB30BAHUE TEXHOJOTUWA BHPTYyaJIbHOW PEANbHOCTH Ha
NPEANPUATAA MOXKET IMPUHECTH 3HAYUTENIbHBIE BBITOJBI, HO TpeOyeT CEephe3HOro
noJXoJa U MHBECTHUIMH. B Oyaymiem, ¢ pa3BUTHEM TEXHOJOTMH M YBEIMYEHHEM
JOCTYIIHOCTH O00OpYJOBaHUs, OHU CTaHyT elle OoJiee pacHpOCTPaHEHHBIMU MU
BOCTPEOOBAHHBIMH B PA3JIMYHBIX OTPACIISIX TPOMBIIIIIEHHOCTH.
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AHHoTaumusi. [IpuMeHeHne  METOJOB  MAIIMHHOTO  OOyYeHHUS s
IIPOTHO3UPOBAHUS MHHUMAJIBHO KIWHUYECKH 3HAYUMOTO M3MEHEHHUs, KOTOpOE
IPOU30IIJIO C COCTOSHMEM IIAMEHTa C MOMEHTAa IPOBEACHUS ONEpalMu U JI0
3aBepLICHMs Tpolecca peadMINTalH, O3BOJISET MIPOU3BECTH KOPPEKIMIO TaKTUKU
jJedyeHuss B OyAylleM W CHU3UTh (PUHAHCOBBIE 3aTpaThl Ha MEIULMHCKOE
oOcnyxuBaHue. B nccnegoBaHM UCIIOJb30BaH HAOOP TaHHBIX, CPOPMUPOBAHHBIN HA
OCHOBe HH(pOpManuu U3 ABCTPAIMICKOTO PErucTpa KIMHUYECKUX PpEe3yIbTaTOB
SHAOINPOTE3UPOBAHUS U BKIIOYAIOLIUN CBEICHMS O TUIAHOBBIX OMEpPalUsX MO MOJTHOU
3aMeHe Ta300€qPEHHOr0 M KOJEHHOTo CycTaBoB. [[ns ompeneneHus AOCTUKUMOCTH
MUHUMAJIbHO KJIMHMYECKH 3HAYMMOIO0 W3MEHEHMS B COCTOSHUM MAlMEHTa IOCie
MPOBEICHUS SHIOMPOTE3UPOBAHUS TTOCTPOCHBI KaK MOJIEIM HAa OCHOBE aJIrOPUTMOB
KJIACCMYECKOTI0 MAIIMHHOTO O0Y4YeHHMsI, TaK ¥ MOJEJIM Ha OCHOBE HEHPOHHBIX CETEH:
MLP, TabNet u HyperTab. Jloructuueckas perpeccusi ¥ METO/ OMOPHBIX BEKTOPOB
nokasaym Hawry4iiee cpennee apudmerndeckoe 3nauenne AUC — ot 0.68 o 0.78 B
3aBUCUMOCTH OT Habopa nmanubiX. OtrcraBanuwe nanHoro 3HadeHus Ha 0.01-0.02
MPOAEMOHCTPUPOBAIIM  MOJENM CIYYalHOTO JieCa M HAuWBHOTO balecoBCKOro
knaccudukaropa. Tabnuunoe obydenne TabNet u runepcereBoit moaxon HyperTab
HE JOCTUTIIHU BBICOKOTO cpenHero apupmerunueckoro 3nadeHust AUC. Takum obpazom,
UCIIOJIb30BAHUE  JIOTUCTUYECKOM PErpeccud M METOJAa ONOPHBIX BEKTOPOB
PEKOMEHAYETCS Il MpEACKa3aHWsl JOCTHKUMOCTM MHMHUMAJIbHO KJIMHUYECKH
3HAYMMOTI'0 U3MEHEHHS B COCTOSIHUM NALMEHTAa MOCJI€ SHAONPOTE3UPOBAHHUS CYCTaBa.
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Abstract. The use of machine learning methods to predict the minimum clinically
important difference that has occurred in the patient's condition from the moment of
the operation to the completion of the rehabilitation process allows to correct treatment
tactics in the future and reduce the financial costs of medical care. A data set based on
information from The Arthroplasty Clinical Outcomes Registry, Australia and
including data on elective total hip or total knee replacement surgery was used in the
research. Models based on classical machine learning algorithms and models based on
neural networks: MLP, TabNet and HyperTab are built to determine the achievability
of minimum clinically important difference in the patient's condition after arthroplasty.
Logistic regression and support vector machine showed the best arithmetic mean AUC
- from 0.68 to 0.78 depending on the dataset. The lag of this value by 0.01-0.02 was
demonstrated by the models of the random forest and the naive Bayesian classifier.
TabNet tabular learning and HyperTab's hypernet approach did not achieve a high
arithmetic mean AUC. Thus, the use of logistic regression and support vector machine
analysis 1s recommended to predict the achievability of the minimal clinically
important difference in the patient's condition after total joint replacement.

KaroueBrle ciaoBa: ankera OxfordKneeScore, ankera OxfordKneeScore,
MUHHAMAJIbHO KJIMHUYCCKH 3HAYMMOE U3MCHCHHUE, MAIIMHHOE O0YYCHHUE, HCHPOHHBIC
CETH, TUIIepIIapaMeTPhI

Keywords: Oxford Knee Score, Oxford Knee Score, minimum clinically
important difference, machine learning, neural networks, hyperparameters

BBenenue

DHJIONPOTE3UPOBAHUE SIBISIETCA OJHUM M3 PACHPOCTPAHEHHBIX METOJOB
OMepaTUBHOTO JieueHus 3a0oneBanuii cycraBoB. B 2020 roay B Poccuu nposeaeHo 116
080 omepauumii, wu3z koropeix 62 680 cayuaeB (54%) OTHOCHUIIOCH K
SHJONPOTE3UPOBAHUIO Tazo0eapeHHoro cycrtaBa u 49 974 cnyuwas (43%) — K
SHJONPOTE3NPOBAHNIO KOJIEHHOTO cycTasa [1].

[lonydyeHne ¥ aHaNM3 pa3IMYHBIX MOKAa3aTeei, CBSI3aHHBIX C COCTOSHUEM
3I0pOBbS MALMEHTA U KAUECTBOM €T0 *KU3HU Ha KaXKJOM 3Tare peaOduaInuTaluy 1mnocie
MPOBEJEHUS SHIONPOTE3NPOBAHHUSI, OCYIIECTBISICTCS 3a CUET HcHoib30Banusi PROM
(patient reported outcomes measure) — 5TO OIICHKA PE3YJIbTATOB, COOOIIAEMBIX
nanueHToMm [2]. Tlpumepom eé€ peanuzaumu siBisitorcs ankeTsl OKS (Oxford Knee
Score) u OHS (Oxford Hip Score) mns usmepenus 60 U PyHKIMH KOJIEHHOTO U
Ta300€IPEHHOr0 CYCTaBOB COOTBETCTBEHHO [3]. biaromapsi Mcmosib30BaHUIO aHKET
cylecTByeT BO3MOKHOCTh pacuéra MCID (minimum clinically important difference)
— MHUHUMaJbHO KJIMHUYECKA 3HAYUMOTO M3MEHEHHS, KOTOpOE MPOU30ILIO0 C
COCTOSIHMEM MAallMeHTa ¢ MOMEHTA MPOBEJICHUS ONEPALIMH U JIO 3aBEPIICHHMS poIecca
peabunuranuu. BrisBnenue manueHToB ¢ puckoM HemoctmwxeHuss MCID Baocut
CYILIECTBEHHBIA BKJIAJ B MPEAONECPALMOHHYIO NOAJIEPKKY NPHUHATHS pelieHuid [4].
[Tpornozuposanre MCID paHee BBITOIHSIIOCH C HOMOUIBIO METOJIOB MAaTEMaTHYECKOM
CTAaTHUCTUKH, OJHAKO B TMOCJEIHHWE TOABI JJs pEUIeHUs JaHHOW MpOOJIeMBI
UCTOJIb3yeTCsl MalmHHOE oOydeHue [5]. OqHako, HA B OJTHOM U3 paboT Ha JTarne
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MOJICITUPOBAHUsI HE MPUMEHSIUCh TabinuHoe oOydeHue TabNet u rumepceTeBoit
noaxoa HyperTab, coderarommuii B cebe npermyInecTBa MeTo1a CIy4aiHOTO jeca U
HEUPOHHBIX ceTel [6, 7].

[lenpro uccienoBaHus SBISETCS OLICHKA IPUMEHUMOCTH MOJIeNield MalllMHHOTO
oOy4eHHS ISl TIpeICKa3aHusl JOCTHKUMOCTH MUHUMAJIBHO KIIMHWYECKH 3HAYNMOTO
M3MEHEHHUS B COCTOSIHUY TMAalMEeHTa MOCJIE SHIOMPOTE3UPOBAHUS CyCTaBa.

MaTepl/IaJIbl H METOAbI

B uccrnenoBanuu ucnonb3yercs HaAOOp MaHHBIX, CPOPMUPOBAHHBIA Ha OCHOBE
uHpopMaruu U3 ABCTPAJIMKUCKOTO  PErucTpa  KIMHUYECKUX  pPe3yJIbTaTOB
suponpore3upoBanus ¢ 2013 mo 2018 roawsl. OH coaepxuT HHPOpPMALHIO O
MaIMeHTax, MePEeHeCcInX MIAHOBYIO ONEPAIMIO MO MOJHON 3aMeHE Ta300epPEHHOTrO
WM KOJIEHHOTO CyCTaBa B PA3JUYHBIX MEAMIIMHCKUX YUYPEXKICHUSX, — JaHHBIE,
coOpaHHbIE MyTEM OIpOCa MAlMEHTOB TMEpej] TMPOBEICHUEM OIEpalluu; JaHHBIE,
MOJIyYEHHbIC B WHTPAONEPAIIMOHHBIN MEpPUOJ; OILICHKU PE3yIbTAaTOB JICUCHMUS,
COOOIIICHHBIC MallMEHTaMH 4epe3 6 MecsIeB MOCie ONEpaTUBHOIO BMEIIATEIIbCTBA
(OKS, OHS, EQ-5D). K nHabGopy HmaHHBIX MNpUIAraeTcs CI0Bapb, BKIIOYAIOIIUI
ONMCAaHHWE HCHOJBb3yEMBIX IEpeMEHHBIX. PaHee wccnemoBarenu B craThe |[8]
oOpaimanuch K TOMY JK€ PErucTpy C Ielbl0 BBIABICHUS MPEAUKTOPOB
HEYJOBJIETBOPEHHOCTH MAIIUEHTOB pe3yJibTaTaMU TOTAIBHOTO SHIOMPOTE3UPOBAHUS
Ta300eIPEHHOr0 CycTaBa, mpoBeAeHHOTO B repuo ¢ 2014 mo 2016 rospbr.

Pacuér MCID, kak mnpaBuiao, MPOU3BOJIUTCS C MPUMEHEHUEM METOJIOB,
OCHOBaHHBIX JTUOO HA paclpeie]IeHUuH, Tu00 Ha npuBszKe. [1o JaHHBIM U3 TUTEpPaTyPhI
JUISL TPYIIBI TAIUEHTOB, HAOJIOJIEHWE 3a KOTOPHIMH BENETCS Ha OIpPEICICHHOM
MPOMEKYTKE BPEMEHH, CIEAYET ucnotib3oBath 3HaueHuss MCID no OHS, paBnoe ~11
oamam, 1 MCID no OKS, paBuoe ~9 6annam [9]. /lanHble 3HaUYECHUS MOJTYUYEHBI C
MIPUMEHEHUEM METOJIOB Ha OCHOBE MTPUBSI3KHU.

B kadecTBe aqropuTMOB MAIIMHHOTO O0YUYEHUSI UCTIOIB3YIOTCS JIOTUCTUYECKAS
perpeccus, Meron k-Ommkalmmx cocelnei, MUCKPUMUHAHTHBIA aHalli3, METO]I
OTIOPHBIX BEKTOPOB, HAWBHBIA OailleCOBCKMU KiaccudUKaTOp, EPEBO pEIICHUM,
CITy4alHBIN JIeC, SKCTPEMAaJIbHBIN TPAIUCHTHBIN OyCTHUHT, 1-2 CIONHBIA HEHPOHHBIHI
knaccudukarop. Kpome toro, mpumenenst MLP, TabNet u HyperTab.

MeTpukoi U1 OIEHKH TMpeacKa3aTeIbHOM CIOCOOHOCTH ITOCTPOCHHBIX
moaenei ciayxut Area under the ROC Curve (AUC) — momaas mog ROC-kpuBoii.
E€ pexkomenayercss Mcmnoiib30BaTh Mmpu paboTe ¢ HecOaTaHCHPOBAHHBIM HAOOPOM
naHHbiXx. OHa SBISETCS CTAaTUCTUYECKH HEMPOTHUBOPEUMBOM, a Takxke Oojee
n3buparesibHa, 4eM TouHOCTh [ 10].

IMoaroroBka JaHHBIX U MOAEJTUPOBAHUE

W3nayanbHO HAOOp AaHHBIX cogepxan 9146 ctpok u 227 cronbios. OnHako
noTpe0OoBaJIOCh Pa3/eNMUTh €ro Ha JIB€ YacTH, MOCKOJIbKY OJHOM TpYIIE MalueHTOB
BBITOJIHSJIACH OTIEPALUs SHIOMPOTE3NPOBAHMS Ta300€PEHHOT0 CYCTaBa, a JPyroi
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IpyIIe NAalMEeHTOB — ONepanus YHAONPOTE3UPOBAHUS KOJIEHHOTO cycTaBa. B cBs3u C
TUM U1l U3MepeHust 00 U (PYHKIIMU KCIOIB30BaJIUCH pa3Hble aHkeThl — OHS u
OKS cootBerctBeHHO. [locie BbIMONHEHUS pa3jielieHus MepBblii HaOOp JTaHHBIX
BKirouan 2203 ctpoku u 46 cronbiioB, BTopoir Habop maHHbIX — 4504 cTpoku u 46
ctonbioB. WMubopmarus o manMeHTax, KOTOPbIM MPOBOJWIM  BTOPUYHOE
JBYCTOPOHHEE 3HIONPOTE3UPOBAHNE CYCTABOB, HE YUUTHIBAIACH B JAHHOM padoTe.

B xone uccnenoBanus mpoBeeHa HOpMaIU3allysl JAaHHBIX B COOPMUPOBAHHBIX
Habopax. Ecnam sueiiku He comepikaiu 3HAUYEHUN, TO OHU M3BIMAJIUCh BMECTE CO
ctpokoi. [TocneonepaioHHbIE TEPEMEHHBIE, KPOME TEX, KOTOPIE UCTIOIb3YIOTCS AJIS
noncyéra MCID, u cTon0ubl ¢ OKOJIO HYJEBOW AMCIEPCHEN yJaleHbl. 3HAYCHHS,
KOTOPBIE HE MPEYCMOTPEHBI B CJIOBAPE JIAHHBIX, UCKIIFOUEHBI KaK BHIOPOCHI.

Hacrpoiika runepnapamMeTpoB sl BceX Mojieneil, 3a uckiouenueM TabNet u
HyperTab, BeimonHena myteM ucnojb3oBaHus  ¢peilmBopka Optuna
peanu3oBaHHOro B HEM anroputma TPESampler (ouenmuk [lap3ena ¢ npeBoBUIHOM
CTPYKTYpOI), C IOMOIIbIO KOTOPOTO NPUHUMAETCS pEUIEHUE O BEIOOPE MOCIEAYIOIINX
3HAYEHUI TUIEPIIapaMeTPOB Ha OCHOBE PE3yJIbTaTOB MPEABIAYIIUX HTEPALIUN.

[Ipobnema HecOanaHCUPOBAHHOCTU JAHHBIX YCTPaHEHA MyTEM HMCIOJIb30BAHMS
B3BEUIMBAHUA KJIACCOB U PEIICHUH 3a/1a4d MUHUMHU3ALMHI SMIIMPUYECKOTO PUCKA.

Ha pucynke 1 B KkauecTBe mnpumepa NpEACTaBIEH IMpolecc Moadoopa
TUIepnapaMeTpoB JUisl MOJENIU CIy4ailHOro jeca Ha MepBOoM HaOOpe JaHHbBIX, IJe
OJIHUM W3 IapaMeTpoOB SBISIETCA BEC MEHbLIEro kiacca. Ha nBeToBoW IIKaie
KOHKPETHBI OTTEHOK CTABUTCS B COOTBETCTBHE HOMEDPY MCHbITaHHA. B kadecTBe
1eJIeBON (PYHKIIMU I ONTUMU3AMK BBIOpaH cpeanuilt pesynbrar AUC, KoTopbii
MOJIYYEH Ha JECSATH HEB3aMMOCKIIOYAIONIMX BbIOOpKaX, cocraBisoommx 20% ot

UCXOJTHOTO HAabopa JaHHBIX (OCh OpJIMHAT Ha pUCYHKE 1).
Slice Plot
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Pucynox 1. [Iporecc mogbopa runepmnapaMeTpoB IJisi MOJIEIN CIIy4aitHOTO Jieca Ha
nepBoM HaOOpe TaHHBIX

Kaxnpiii w3 JOByX HCHONB3yeMBIX B UCCJIEIOBAHMM HAOOPOB JaHHBIX
OMIIUPUYECKU PA3JCIICH Ha JIBa PaBHBIX IO pa3Mepy MNOoIMHOXkecTBa. I[lepmoe
MOJIMHOXKECTBO  HCIIONB3YyeTCsS  JuIsi  Toadopa  TUIEpPIapamMeTpoB,  BTOPOE
MIOJIMHOKECTBO — IS O0y4eHUs Mojiesield. Takium 00pa3oM JOCTUTHYTHI ONITUMAJTLHBIC
pe3yNbTaThl OICHKHM TOYHOCTH 0€3 HE 3aTparuBaHus TepeoOydeHHs, CBS3aHHOTO C
noadopoM napameTpoB Ha oOydaroieit Beioopke. [Ipu oOyuenuu moaeneit TabNet u
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HyberTab pa3snenenue HaOOpPOB [MaHHBIX Ha MOJAMHOXECTBA HE IPOU3BOAMTCS.
KanuGpoBka Mojeneil BBIMOJHEHA HA MOJHBIX HAOOpax [aHHBIX, KaK U IMPOBEpKa
Ba)KHOCTH MPU3HAKOB.

C yuérom Toro daxra, yto pe3ysbrarbl oneHku AUC MOTYT OT/IMYaThCs U3-3a
IpoLEaypbl €€ aHaiu3a W CTOXAaCTUYECKOM MPUPOJBI AJTOPUTMOB, BBIIOJIHEHO
pa3nenenue B konuyectBe 1000 pa3 kaxkaoro M3 JByX HaOOpPOB JAaHHBIX (BTOPOTO
MOJIMHOKECTBA) Ha 00YYAIOIIYI0 U TECTOBYIO BBIOOPKHU B cooTHOHIeHUU 80% k 20%.
[locne copTUPOBKM OT MEHBIIEro K OOJbIIEMY YCTaHABJIMBAECTCS JOBEPUTEIHHBIM
UHTEpBAI C ypoBHEM JoBepus 95%. CpenHee 3HaUEHUE TOJTYYEHO KaK CpeEIHEE
apudmerndeckoe. Takol MoaXoa MO3BOJSET HAWTU JUANA30H, B KOTOPOM HaXOJUTCSA
uctuHHoe 3HaueHue AUC.

Pe3yabTaThl

B mpoiecce NpoBENEHHOrO HCCIEIOBAHUS TOJYyYEHBl 3HAYECHUS HIDKHEN
TpaHMIIbI, BEpXHEH TpaHUIbl U cpenHero apudmerndeckoro 3HaueHuss AUC, oHu
npecTaBlieHbl B Tabmute 1.

Tabnuna 1. JloBepuTenbHbie MHTEPBAILI MOJACICH AJisl IEPBOTO U BTOPOro HAOOPOB
JTAHHBIX

HasBanue moaenu Huxuss rpanuna Bepxusis rpanuna Cpemnee (OHS/OKS ¢
(OHS/OKS ¢ EQ-5D) | (OHS/OKS ¢ EQ-5D) EQ-5D)

Jloructudeckas perpeccus 0.71/0.63 0.86/0.74 0.78/0.69
k-O6mmkaiimx coceneit 0.63/0.56 0.79/0.65 0.70/0.69
Merto/1 OTTIOPHBIX BEKTOPOB 0.71/0.63 0.85/0.74 0.78/0.68
HawusHnblit baiiecoBckuit 0.67/0.63 0.82/0.73 0.76/0.68
knaccugukarop (bepuyun)

Ksanmparuassrii 0.55/0.56 0.70/0.64 0.62/0.61
JMCKPUMUHAHTHBIH aHAIN3

Jepeso pemenuit 0.64/0.60 0.80/0.71 0.72/0.65
CoyuaitHslii nec 0.69/0.62 0.84/0.73 0.76/0.68
OkcTpeManbHbIN rpagueHTHe | 0.65/0.54 0.81/0.62 0.73/0.58
OycTuHT

HetiponHnslii knaccudukaTop 0.68/0.52 0.83/0.68 0.75/0.60
(MLP)

Jlist TabNet u HyberTab mpoBeneno necsats nmporonoB Ha 5000 u 70 smoxax
cooTBeTcTBeHHO. B nmepBoM nosryuensl cpenaue AUC 0.69 u 0.60 u nisa sroporo 0.69
u 0.59 na na6opax ganubix OHS+EQ-5D u OKS+EQ-5D cooTBeTcTBEeHHO.
Haunydmmii pe3ynbTaT JOCTUTHYT C MPUMEHEHHEM JIOTUCTHYECKOM perpeccuu u
METOJ]a OINOPHBIX BEKTOPOB, HAMXYAIIMN pe3yabTaT — C HCIHOJIb30BAaHUEM
KBaJpaTUYHOTO JUCKPUMHUHAHTHOI'O aHAJIM3a.
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Tabnuunoe oOyuenue TabNet wu rumepcereBoit moaxon HyperTab nHe
IPOAEMOHCTPUPOBAIIN BBICOKOTO cpeHero apupmernyeckoro 3HaueHus AUC.
Taxum 00pa3zoM, JTUHENHbBIE MOJEIN CIIPABUIIMCH C 3aJladeil KjacCU(pUKaluu Ha
UCCIIEyeMbIX Ha0Opax JaHHBIX JyYllle, T03TOMY UX UCIOJIb30BaHUE PEKOMEHIYETCS
JUIS TIpeACKa3aHusl JOCTUKUMOCTH MUHUMAJIbHO KIIMHUYECKH 3HAYUMOI'0 U3MEHEHUS
B COCTOSIHMHM MMALIMEHTA MOCJIE 3HI0NPOTE3UPOBAHUS CYCTaBa.

B uccienoBanum mpowusBe[eHa OLIEHKAa Ba)KHOCTH IMPU3HAKOB I MOJENEH
JIOTUCTUYECKOM PErpeccuH, CIy4ailHOro Jjeca W 3KCTPEMaIbHOIO TI'PaJUEHTHOIrO
OyctuHra. B mepBoM ciyyae 1OJ BaXHOCTBIO IPU3HAKOB I0JIPa3yMEBAETCA
HOpPMAaJIM30BaHHBIE 3HAYCHUS KO3()PHUIIMEHTOB, T/Ie HAMOOIBIINK KO3IPPUIIUEHT paBeH
enuHuie. Bo BTOpoM U B TpeThbeM CiIydasiX Ba)XHOCTh MPU3HAKA BBIYMCISETCS Kak
(HOpMaM30BaHHOE) O0IIee CHUKEHUE KPUTEPHUS, IPUBHOCUMOTO 3TUM Ipu3HaKoM. B
IPOLIECCE UCCIIE0BaHUs BHIOpAHO cpeaHee 3HaueHue u3 20 pe3ynbTaToB, KOTOpbIE
HOJyYeHbl JUI Ka)XKJOro IpH3HAKa Ha CIy4yallHO OOYYEHHBIX IOJIMHOKECTBAX,
coctapisitonux 80% OT UCXOHON BHIOOPKHU.

Ha pucynke 2 mpexacraBineHbl mepBble 12 BaXKHBIX MPU3HAKOB IS
JIOTUCTUYECKON perpeccud Ha BTOpOM HaOope JaHHbIX. CTOUT OTMETUTh, YTO
HaMOOJbIINE 3HA4YECHHUS KOA(DPUIMEHTOB Yy JIOTMCTUYECKON pErpeccud HMeNn
npu3HaKy aeMorpaduu u 6a30BbIX MEAUIIMHCKUX XapaKTEPUCTHUK.

Feature importances (Logistic Regression) Feature importances using MDI (Random Forest)
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Pucynok 2. BaXHOCTM NpPHU3HAKOB JJIsI MOJEIHM JOTHUCTHYECKON pErpeccud u
CIIy4aifHOTO Jieca Ha BTOPOM HAa0Ope JTaHHBIX

Jloructuueckass perpeccus (C peryiaspu3zaTopamu) 3aHIKajla 3HAYeHUs
koadummentos st mpuznakoB OHS, OKS u EQ-5D. Merox ciyuaiiHoro neca u
HKCTPEMATBHOTO TPAJUEHTHOTO OyCTHHTA CIIPABJISIFOTCS C JAHHOU 3a]]a4eil 4yTh XyKe,
OOJIBIIIC aKIEHTUPYSI BHUMaHUE Ha TPU3HAKaX U3 aHKET.

Jlis mpoBepku Mojenedl Ha IPYrux Habopax JaHHBIX M HUCKIIOYEHUs (akTa
CHUCTEMaTHUECKOW OIIMOKH, CBA3aHHOTO C Pa3MepOM BBIOOPOK M HMX pasJeIeHUEM,
IPEIOCTaBlIEH TpoIlecc MoAdOpa THUIEepHapaMeTpoB, KaTUOPOBKH MoOJEIeH U KOA
oOy4eHusl. Onu JOCTYIIHBI o CCBUIKE:
https://github.com/abulkairhamitov/MCID ML.
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Abstract. In the article, the application of digital transformation technologies in
increasing the sustainability of the enterprise was considered. In the conditions of
application of digital innovative technologies in all spheres of society, Artificial
Intelligence, Internet of Things, etc. It has been shown that the development of the high
technology sector is one of the important issues. In accordance with the conditions of
the digital economy, the characteristics of increasing the stability of enterprises based
on the digital platform have been determined. A conceptual development model of
improving the sustainable information support of the enterprise based on the TOGAF
standard was proposed. Many scientific research works on the mentioned problems
have been analyzed and problems have been identified. A conceptual model of the
formation of sustainable activity of the enterprise has been developed. With the
application of digital transformation technologies, the conceptual model of increasing
the stability and competitiveness of the enterprise was developed, and the directions
for increasing its sustainable activity were determined. Features of the application of
the best industrial digital technologies in the operation of their enterprises are given.
The concept of the architecture of the information support system was developed, and
the features of the development of the enterprise architecture concept were determined
based on the TOGAF standard. Based on the TOGAF standard concept of enterprise
architecture, the structural components and stages are given and the advantages of the
TOGAF standard are explained. The directions for the development of the application
of digital transformation technologies in the Industry 4.0 platform to increase the
sustainability of the enterprise were determined and some recommendations were
given to increase their level of development.

AHHOTamusi. B craThe paccMOTpPEHO NPUMEHEHHE TEXHOJIOTHM uudpoBoit

TpaHCHOPMAIMK B TIOBBIMICHUA YCTOWYUBOCTH MPEANpHUsITHSI. B yCIOBHSIX TpUMEHEHUS
IU(POBBIX MHHOBAIMOHHBIX TEXHOJIOTMM BO BceX cdepax >KHU3HU OOIIEeCTBa,
VMCKYCCTBEHHOr0 MHTEJUIEKTa, IHTEpHEeTa Bewen u aAp. [lokazaHo, 4To pa3BUTHE CEKTOpa
BBICOKHMX TEXHOJOTHM SIBIIIETCS OJHUM W3 BaXXHBIX BOIPOCOB. B cooTBeTcTBUU C
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NHO®OPMAIIMOHHBIE TEXHOJIOI'MN B HAYKE, OBPA3OBAHNHU 1 ITPOU3BOJCTBE
YCIOBHUAMU I_II/I(prBOI\/’I OKOHOMHMKH  OIPCACICHbI XAapPaKTCPUCTHUKH  ITOBBIIICHUSA

YCTOMYMBOCTH  mpeanpuatuid Ha Oaze uudposoit matdopmel. I[lpennoxena
KOHIENTyabHasI MOJIETb pa3BUTHSA COBEpIIEHCTBOBAHUS YCTOHYUBOTO
uHPOPMAIIMOHHOTO o0ecrieueHusl mpeAnpusatuss Ha ocHoBe crangapta TOGAF.
[Tpoananu3upoBaHbl MHOTHE Hay4yHbIE MCCIEIOBAaHUS IO YKa3aHHBIM IpoOjemMaMm HU
BBISIBJICHBI  mpoOjembl. Pa3paborana roHuenTyajbHas Monenab  (GOpMUPOBAHUSA
yCTOHYMBOW AesTenbHOCTH Tpeanpuatvs. C mpuMeHEHHEM TEXHOJOTHA IH(PPOBOil
TpaHcopmau pa3paboTaHa KOHILENTyallbHas MOJIEIb MOBBILIECHUS YCTOWYMBOCTU U
KOHKYPEHTOCIOCOOHOCTH MPEAIPUITHS, a TAKXKE ONPEIEICHbI HAMPABIICHUS TOBBIICHUS
€ro yCTOMYMBOW JieATenbHOCTH. IlpuBeneHbl OCOOEHHOCTH NPUMEHEHUsS JIy4lINX
IPOMBIIUICHHBIX HU(POBBIX TEXHOJOTUH B paboTe cBoMX mpeanpustuil. Pazpaborana
KOHLEHIMS apXUTEKTYpbl CHUCTEMbl HMH(OPMAIMOHHOTO OOECIEUEHUs] U OIpEAeiCHbI
0COOEHHOCTH Pa3pabOTKH KOHIENIMU apXUTEKTYpPbl MPEANPUATHS HA OCHOBE CTaHAapTa
TOGAF. Ha ocHoBe cTaHgapTHOM KoHUeNIUU apXuTekTypbl npeanpustus TOGAF
IPUBOJSTCS CTPYKTYPHbIE KOMIIOHEHTHI U ATalbl, & TAKKe OOBACHIIOTCSA IPEUMYIIIECTBA
craggapra TOGAF. OmnpeneneHsl HanpaBi€HUs pPa3BUTHS NPUMEHEHHSI TEXHOJIOTHIA
uuppoBoil TpaHncpopmauuu B 1atpopme Mumyctpum 4.0 nans  MOBBIIEHUS
YCTOWYMBOCTHU NIPEANPUATHNA U JaHBI HEKOTOPBIE PEKOMEHIALMU 10 MOBBIIICHUIO YPOBHS
UX Pa3BUTHS.

Keywords: digital transformation technologies, digital innovation, artificial
intelligence, digital twin, enterprise architecture concept, TOGAF standard, Industry
platform.

KuaroueBbie cjoBa: TexHoJoruu UudpoBoil TpaHchopmanuu, LUPPOBHIE
WHHOBAIlUM, WCKYCCTBEHHBIA WHTEIUIEKT, IU(GPOBOH JIBOWHHUK, KOHIICTIIUS
apxuTekTypsl npeanpustus, cranaapt TOGAF, ninardpopma Uuaycrpus 4.0.

Introduction.

The application of digital innovative technologies in all areas of society is one
of the main development trends of the advanced countries of the world. With the
dynamic development of digital transformation technologies, the digital economy is
forming and developing[1]. This makes further development of the high technology
sector one of the important issues in the conditions of digital transformations [2]. The
rapid development of the ICT infrastructure and the increasing potential of the ICT
industry are key issues for the digitalization of the economy
(https://president.az/articles/22382).For the effective operation of enterprises, the
importance of improving regulatory mechanisms in the field of information technology
development and forming a normal competitive environment is extremely important.
Implementation of the mentioned problems is considered one of the main goals
(https://president.az/articles/53407).Complex applications of artificial intelligence, the
Internet of Things (IoT), 5G, robotization, Big Data, and cloud technologies in various
fields, as well as in increasing the stability of the information support system of the
innovative enterprise, are considered promising development directions. The
development of digital technologies changes the approaches to it enterprise
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management. The application of digital transformation technologies in increasing the

stability of the enterprise and improving the quality of management decisions on its
activity is currently gaining momentum. The development of modern enterprises in
accordance with the conditions of the digital economy makes the issue of studying the
problems of sustainable information provision and the formation of a dynamic
development model based on a digital platform urgent [3].

In recent years, many countries have formulated production development
strategies such as "Industry 4.0", "National Industrial Strategy 2030", "Europe 2020
Strategy", and "Advanced Manufacturing" of the United States, China 2025 [4].

Therefore, turning Smart production into the main direction of the Industrial
Revolution and ensuring sustainable human development is considered one of the
main issues. Special attention is paid to the fact that green development is one of the
most important components of the concept of sustainable development. In this regard,
it should be noted that for the development of information security systems of
enterprises, directions for improving their innovative activities based on the
technologies of the Industry 4.0 platform should be developed.

Many research works have been carried out on the considered problems.
Conceptual approaches and various models were proposed in those studies. In [5]
developed a conceptual model of the formation of competitiveness of high-tech
enterprises in the context of digital transformation. The proposed model is based on
the formation of a decentralized ecosystem model in a single distributed digital space
based on the methodology of management, planning, monitoring, and change
management. Using the DEMATEL approach, the competitive advantage criteria of
science, technology parks, and incubators were analyzed, and the relationship between
the competitive advantage criteria was studied [6]. The main factors affecting
competitive advantage were implemented in the form of a DEMATEL questionnaire
and compiled by experts. The results of the survey were modeled by means of a
software package [7] considered an analytical approach to forecasting the
competitiveness of industrial enterprises. Competitiveness based on the approach is
based on energy, transport costs, market capacity of products produced by enterprises,
etc. analyzed on the basis of several factors. The main goal here was to formulate an
approach that allows taking into account the maximum possible number of factors.
Another study is devoted to the analysis of indicators of sustainable development of
small enterprises [8]. The sphere of small enterprises is characterized by rapid changes
in revenue volume indicators, the transformation of new workplaces, large and
medium-sized companies, etc. has such characteristics.

In order to effectively manage the activities of innovative enterprises, in the
"Enterprise of the Future" Concept adopted by the European Union Commission
(http://www.ec.europe.eu), as well as with the European Single Digital Market
proposed by the European Union in the context of the Eastern Partnership
(https://eufordigital. eu/discover-eu/eu-digital-single-market/) many recommendations
on expanding links should also be taken into account. The process of development of
the model for determining and increasing the efficiency level of the activity of
innovative enterprises, the architectural-technological structure model of its effective
information provision, the The Open Group Architecture Framework (TOGAF) [9] of
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the general architecture concept of the enterprise, as well as the development of

information provision "Innovation Management Evaluation" improvement based on
ISO international standards is one of the urgent issues of the modern era [10]. In order
to implement the solution to the indicated problems, many recommendations should
be taken into account in terms of improving the information support system of
enterprises' management activities based on the TOGAF standard. For this reason, the
presented article focused on the importance of determining the prospects of applying
digital transformation technologies in increasing the sustainability of the enterprise.

Formation of sustainable activity of the enterprise. As a result of the
formation of the Global Information Society, the increase in the level of
competitiveness has led to significant changes in the activities of production/service
companies [5].Since the fourth industrial revolution, many past concepts have been
reworked: business models, collaboration, user interfaces, value chains, and even the
traditional automation pyramid have now undergone major changes. In order to remain
competitive, enterprises must constantly improve the efficiency and performance of
production processes. Increasing digitization, awareness, and global initiatives
influence the high-tech industry to transition toward sustainable development. Digital
transformation is one of the most important components of future product
development. Minimizing the human factor in many production and logistics processes
with the widespread use of data and digital models will have a positive impact on the
quality of management decisions. Digital transformation of business processes and
business models is a necessary stage in the development of the high-tech industry.
Based on the development and application of digital platforms, the high-tech industry
should become a digital industry. The development and implementation of digital
twins, the implementation of the transition to cyber-physical systems, and the digital
form of the interaction of enterprises create new tasks that require a quick, effective
solution of a production and management nature [11]. Digital transformation is the
application of modern digital technologies to the business processes of the enterprise
at all levels. This approach involves not only the installation of modern hardware or
software but also fundamental changes in management approaches. Digital
transformation is fully expressed through the use of the potential of digital technologies
in decision-making approaches [5].

The degree of application of digitalization elements in the enterprise is one of
the main criteria for increasing its technological maturity level. One of the forms of
implementation of the concept of Industry 4.0 envisages an intelligent production
system formed by the adoption of new models, new forms, and new methodologies
necessary to transform the structure of the traditional production system into an
intelligent system. It includes the following categories: 1) intelligent design, 2)
intelligent machines, 3) intelligent monitoring, 4) intelligent management, and 5)
intelligent planning.

The concept of managing the development of high-tech enterprises in the
context of digital transformation. The formation of management principles for the
operation of a high-tech enterprise in the context of digital transformation based on
Industry 4.0 technologies is an important stage in the creation of a methodology and
management system in the relevant field. In order to study the methodological aspects
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of process management, the main principles of the management and development of

high-tech enterprises in the conditions of digital transformation were defined in the
following directions [5].

General principles. The principle of a systematic approach implies that the planning
and implementation of digital transformation processes should be systematic. The
principle of sustainability, the principle of adaptive management, the principle of
innovation and progress, the principle of openness and standardization. Organizational
and economic principles: Mature digital environment, virtualization, prioritization and
targeting, ecosystem management model, and principles of synergy effect.
Manufacturing and technological principles: Platform, design, intellectualization, big
data analytics, and integration principles.

A conceptual model of improving the sustainability and competitiveness of the
enterprise by applying digital transformation technologies can be proposed as shown
in Figure 1.

The mechanism of implementation of the digital transformation strategy may
consist of the following main components:

1) formulation and adoption of targeted programs to increase the level of digital
maturity and efficiency of high-tech enterprises;

2) formation of a modern system of digital standards and technologies;

3) implementation of digital transformation projects, expansion of the
experience of using modern digital technologies in the modernization and
reconstruction of the main funds;

4) training and motivation of personnel in terms of digitization.

The digital transformation of the enterprise includes several directions. The
following can be attributed to them [5]: 1)application of modern technologies and
equipment or software to business processes; 2)formation of the offer of new digital or
digital products and services; 3)fundamental changes in approaches to enterprise and
personnel management; 4)transformation of means of interaction within the enterprise,
relations between employees; 5)establishing external communications through digital
communication channels, etc.

Directions for increasing the sustainable activity of enterprises in the
conditions of digital transformation. It is necessary to pay attention to some
indicators that characterize the innovation activity of enterprises in the digital economy
[12]: 1)digital systems that make up the digital platform of the enterprise, 2)equipment
and systems equipped with Internet of Things (IoT) sensors, 3)employees connected
to a single enterprise system through mobile platforms, 4)technical personnel who can
use augmented reality tools, 5S)the enterprise level of robotization and digitalization,
etc. The application of the best industrial digital technologies in the activity of industrial
innovative enterprises is also a very important issue
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(https://issek.hse.ru/news/494926896.html). In modern industrial enterprises,
the latest digital technologies are rapidly applied (table 1).

Table 1. Application of the best industrial digital technologies in the activity of
industrial innovation enterprises (https://issek.hse.ru/news/494926896.html).

Rating Digital technologies Significance index
1. Industrial robots 1
2. Artificial intelligence 0,86
3. Machine learning 0,68
4. Digital prototyping 0,56
5. Sensors 0,42
6. Wireless technologies 0,3
7. Blockchain technologies 0,21
8. Big Data 0,2
0. Virtual and augmented reality 0,12
10. Product as a service 0,09
11. Computer (machine) vision 0,03
12. Smart contracts 0,03
13. Industrial Internet of Things 0,03
14. Digital twins 0,02
15. Smart factories and plants 0,01

The concept of the architecture of the enterprise's information support
system. The concept of information support architecture describes the creation of
opportunities for rapid decision-making and dissemination of information inside and
outside the organization using information technologies. It can be said that information
architecture is a mirror image or mirror image of business architecture. Business
architecture addresses the question of who will do what, taking into account the shared
vision, goals, and strategies, and information architecture, what information should be
provided for the implementation of these processes by the executives? answers
questions such as Information architecture includes models describing information
processing processes, information value chains, main information objects related to
business events, information flows, and information management principles [13].

In the process of developing the architectural-technological structure model of
the information provision of enterprises, it is necessary to take into account the strategy
of the enterprise's architecture as a basis. Enterprise architecture is a defined approach
or method for analyzing, designing, planning, and implementing enterprise activities,
using a consistent approach at all times for the successful development and execution
of an appropriate strategy. Enterprise architecture applies architecture principles and
practices to guide organizations through the technology changes needed to implement
their business process and information strategies. These practices help identify,
motivate, and achieve change using various aspects of the enterprise, understand the
strategic intent of the business, and then drive better business performance in
everything from business processes to supporting technology, partner relationships,
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and infrastructure. Enterprise architecture [9, 14] is the organization of a system based
on principles that govern the relationships of its components with each other and with
the environment, and with their design and evolution
(https://www.archimetric.com/what-is-togaf/).

Features of the development of the enterprise architecture concept based on
The Open Group Architecture Framework. TOGAF standard, which is one of the
main concepts of enterprise architecture, is 1)business architecture; 2)data architecture;
3)software architecture; 4)technological architecture, etc. consists of structural
components such as [1, 9].

The TOGAF standard uses an iterative methodology to describe the stages of
architectural transformation under the influence of internal and external factors. Based
on the TOGAF standard approach, the stages of enterprise architecture are 1) Vision
enterprise architecture; 2) Business architecture; 3) Information systems architecture;
4) Technology architecture; 5) Features and solutions; 6) Transition planning; 7)
Application management; 8) Enterprise architecture change management, etc. can be
entered. This technology Architecture Development Method (ADM) is called. Before
starting the implementation of the iterative methodology, experts formulate the basic
principles for the development of the enterprise architecture. In the "Enterprise Vision
Architecture" stage, the architectural concept 1s developed and approved, and the main
activities are planned for the transformation of the existing Enterprise Architecture into
the target according to the developed vision. With the help of SWOT analysis, the
differences between the "as is" and "to be" models are determined. Then, in the
"Possibilities and solutions" stage, the convergence paths of the models are defined. In
the Transition Planning phase, a detailed plan is developed for the transition to the new
model. In the "execution management" stage, the compliance of the results of the
project implementation with the transformation plans of the existing enterprise
architecture is monitored. A similar problem is solved in the "Enterprise Architecture
Change Management" phase: Changes to the Enterprise Architecture are coordinated
and managed. At all these stages, the requirements are constantly managed, which
allows for taking into account the interests of all interested parties [1].

The Open Group Architecture structure is based on four interrelated levels [9,
13, 14]: 1)Business architecture defines the organization's business strategy,
management, organization, and core business processes. 2)Information architecture
describes the organization's logical and physical information assets structure and
related information management resources. 3) The architecture of applications provides
frameworks of services to be presented as business functions for the integration of
individual systems to be applied, the interaction between application systems, and their
relations with the main business processes of the organization. 4)The technical or
technology architecture describes the hardware, software, and network infrastructure
needed to support the deployment of key, mission-critical applications. The Open
Group Architecture Platform was developed by the Open Group based on the Technical
Architecture Framework for Information Management and the Integration Architecture
structure. As of 2016, the Open Group Architecture Platform is reported to be used by
80% of Global 50 companies and 60% of Fortune 500 companies.
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The Open Group Architecture Framework has the following advantages [9, 14]:
1) It provides a comprehensive checklist of design deliverables; 2) Promotes better
integration of work products if adopted within the enterprise; 3) It provides a detailed
open standard for how design should be described.

Conclusion

In modern times, the application of digital innovative technologies in all areas
of society 1s one of the main development trends of the advanced countries of the world.
In the conditions of digital transformations, Artificial Intelligence, Internet of Things,
Big Data, etc. the development of the high technologies sector is one of the urgent
issues. Increasing the stability of enterprises in the digital platform environment, as
well as developing a conceptual development model for improving its sustainable
information provision based on modern digital platforms is of particular importance.
For this reason, an analysis of the indicated problems, a determination of its prospective
development directions, and an analysis of various works in this field have been
attempted. The enterprise architecture concept should be developed based on the
TOGAF standard of the enterprise's modern information security system. Based on the
concept of TOGAF, ISO international standards of the enterprise, development
directions should be determined and suggestions for its improvement should be
developed. Proposals and recommendations of scientific and practical importance
should be developed on the application of digital transformation technologies to
increase the sustainability of the enterprise on the Industry 4.0 platform. In conclusion,
it can be noted that the application of digital transformation technologies in increasing
the sustainability of the enterprise, and its improvement on the Industry 4.0 platform
can give a serious boost to increasing the sustainability of the digital economy, and
create a basis for making appropriate management decisions for the application of
digital technologies in the development of the economy.

References

1. Kuntsman A.A. Postroyeniye effektivnoy arkhitektury predpriyatiya kak
neobkhodimoye usloviye adaptatsii k tsifrovoy ekonomike. Voprosy innovatsionnoy
ckonomiki, 2018, Ned4, Tom 8, S.753-770.

2. Aliyev A.G., Shahverdiyeva R.O. A conceptual approach to the formation of
a digital innovation economy based on artificial intelligence technologies. Artificial
Societies, 2022, v.17, issue 4, pp.1-16.

3. Kravchenko Ye.et al. Tsifrovyye biznes-modeli predpriyatiya: sushchnost',
strukturnyye elementy, formaty. Problemy sovremennoy ekonomiki, 2022, Nel(81),
str.88-92.

4. Lianhui Li. et al. Digital twin in smart manufacturing. Journal of Industrial
Information Integration, 2022, volume 26, pp.100-289.

[41]


https://www.sciencedirect.com/science/article/abs/pii/S2452414X21000868#!
https://www.sciencedirect.com/journal/journal-of-industrial-information-integration
https://www.sciencedirect.com/journal/journal-of-industrial-information-integration

MHOOPMAIIMOHHBIE TEXHOJIOTMH B HAYKE, ObPA3OBAHNH U ITPOU3BOJACTBE

5. Pronchakov Y. et al. Concept of high-tech enterprise development
management in the context of digital transformation. Computation 2022, 10, 118. pp.1-
19.

6. Khanmirzaee S. et al. Analyzing the competitive advantage’s criteria of
science and technology parks and incubators using DEMATEL approach. Journal of
the Knowledge Economy, 2022, 13, pp.2302-2318.

7. Pankratov E.L. et al. On analysis of the competitiveness of industrial
enterprises. Journal of the Knowledge Economy, 2022, volume 13, pp.805-812.

8. Churakova 1.YU., Ichkitidze YU.R., Zorina K.S. Pokazateli ustoychivogo
razvitiya malykh predpriyatiy v Sankt-Peterburge. Problemy sovremennoy ekonomiki,
2022, N4(84), str.98-103.

9. Aliyev A.G., Shahverdiyeva R.O. Issues of application of digital twin
technologies in the organization and management of the activities of innovative
enterprises. Journal Information Technologies,2023, No.3, vol.29, pp.162—-168.

10. Zaytsev I.A., Gorokhova A.Ye. Metody otsenki innovatsionnoy deyatel'nosti
malogo predpriyatiya v usloviyakh tsifrovoy ekonomiki. Drukerovskiy vestnik, 2021,
Ned, s. 150-162

V]IK 004

AHAJIM3 HHCTPYMEHTOB PAZPABOTKH ITPOI'PAMMHBIX
HHPOAYKTOB

ANALYSIS OF SOFTWARE DEVELOPMENT TOOLS

[TasixmeToB ['.®@., Myxametmua A.U.,
HUuctutyt Heprenepepadotrku u HepTexumuun @I'BOY BO YI'HTY B r. Canasare,
r. Canasar, Poccuiickas ®@enepanus
G.F. Shayakhmetov, A.I. Mukhametshin,
Institute of Oil Refining and Petrochemistry FSBEI HE USPTU in Salavat,
Salavat, Russian Federation

E-mail: ArtyrArtyrA@yandex.ru

AHHOTanus. B 3T0M cTarhe NpeacTaBiieH BCECTOPOHHUN aHAIU3 MHCTPYMEHTOB
pa3pabOTKM MPOTPAMMHOTO OOECTICUCHHMsI, BKJIIOYAsh HWHTETPUPOBAHHBIC CpEIbl
pazpabotku (IDE), cuctembl KOHTpOJS BEPCHl, CHUCTEMBbI OTCIICKUBAHUS OIIHMOOK,
WHCTPYMEHTBl TECTUPOBAHUSI M HWHCTPYMEHTHl YNpaBJICHUS TMpPOeKTaMu. Mpbl
OIICHMBAaEM HEKOTOpble M3 Haubojee TMOMYyJSIPHbIX HHCTPYMEHTOB pa3pabOTKu
IPOrpaMMHOr0 OOECHEUYeHUs] B KaXKJIOM M3 ITUX KaTeropuil U oOcyxkaaeM Hux
0COOEHHOCTH, MPEUMYIIeCTBa U HeAOoCTaTKU. Llenab 3Toi cTaTb — MpPeaoCTaBUTh
pa3paboTuvMKaM MPEJACTaBIEHUE O Pa3IMYHBIX HHCTPYMEHTaX  pa3paboTKu
IPOrpaMMHOr0 00ecrieYeHus: U MOMOYb UM ITPUHUMATh OOOCHOBAHHBIE PEIICHUS MPU
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BBIOOpE MPAaBWIBHBIX WHCTPYMEHTOB [UUIsl CBOMX IPOEKTOB pa3paboTku. AHau3
MOTYCPKUBACT BAXXHOCTH BHIOOpAa TPABWIBHBIX HWHCTPYMEHTOB  pa3pabOTKH
nporpaMMHOro obecriedeHust Ui d(GEKTHBHOW © JCHCTBEHHOH pa3paboTKu
IPOrPaMMHOTO 00ECTICUCHHUS.

Abstract. This article provides a comprehensive analysis of software
development tools, including integrated development environments (IDEs), version
control systems, bug tracking systems, testing tools, and project management tools. We
evaluate some of the most popular software development tools in each of these
categories and discuss their features, advantages and disadvantages. The purpose of
this article 1s to provide developers with an understanding of various software
development tools and to help them make informed decisions when choosing the right
tools for their development projects. The analysis highlights the importance of
choosing the right software development tools for effective and efficient software
development.

KiroueBble cj0Ba: TMpPOTpaMMHBIA MPOIYKT, pa3pabOoTKa, TEXHOJIOTHH,
WHTETPUPOBaHHAS cpefa pa3paboTKu, MporpaMMHOE oOecreueHne, MPOrpaMMHBIA
KOJI, aHAJTH3.

Keywords: software product, development, technologies, integrated
development environment, software, program code, analysis.

UHCcTpyMEeHTBl  pa3pabOTKM  MPOTrpaMMHOIO  OOECHEUEHUs  SBIISIOTCS
KPUTUYECKA BAXXHBIMM KOMIIOHEHTAMH TMpolecca pa3pabOTKH MPOrpaMMHOIO
oOecrieueHus, MO3BOJIsAs pazpadoTunkaM 3P(HEKTUBHO MPOEKTUPOBATH, KOAUPOBATH,
TECTUPOBATh W Ppa3BEPTHIBATH IporpamMmHoe oOecrneueHue. Ha pblHKE JOCTYIHBI
pa3IMyHbIe TUIBI HHCTPYMEHTOB pa3pabOTKH MPOrpaMMHOro 00ecreyeHus, BKIoYas
MHTErpupoBaHHbie cpenbl pa3padotku (IDE), cuctembl KOHTPOJS BEPCHiA, CUCTEMbI
OTCJIC)KUBAHUS OIIMOOK, MHCTPYMEHThI TECTUPOBAHUS U MHCTPYMEHTBI YIIPaBICHUS
npoekTamMu. B 3TOM aHanu3e Mbl OLEHHMM HEKOTOpbhIE M3 CaMbIX MOIMYJISIPHBIX
UHCTPYMEHTOB pa3pabOTKU MPOTrpaMMHOIO oOOecrneueHus: B KakI0H U3 3TUX
KaTEeTOpHH.

NurerpupoBannbie cpesl pazpadotku (IDE).

IDE — 3T0 mporpamMMHbIe TPWIOKEHUS, MPEJOCTABISIIONINE pa3paboTInKam
KOMILUIEKCHYIO Cpeay Uil HAallMCaHusl, OTJIAJKU U TeCTUpoBaHus koaa. Hekoropsie u3
cambix nonyisipaeix IDE Brmmrowator Visual Studio, Eclipse, IntelliJ IDEA u Xcode.
Otu IDE nocraBisroTcsi ¢ pa3nuuHbIMU (DYHKITUSIMU, TAKUMHU KaK TIOJICBETKA KOJIa,
aBTO3aIOJTHCHHE, OTJIa/IKa, pehaKTOPUHT U aHATU3 KOJa.

CucTeMbl KOHTPOJIS BEPCHil.

CucTeMbl KOHTPOJII BEPCUN SBJISIIOTCS BaXHBIMU HMHCTPYMEHTAMHU  JIS
pa3paboOTKu  NPOrpaMMHOTO0  OOECHEeYeHHs, IMOCKOJbKY  OHHM  MO3BOJISIOT
pa3paboTurKaMm OTCIEKUBATh U3MEHEHUS B KOJIe, COTPYAHUYATH C IPYTUMU YWICHAMU
KOMaHAbl W YNPABIATh HECKOJIBKMMHU BEPCUSMH Koja. HekoTopele W3 caMbIx
MONYJISIPHBIX CUCTEM KOHTPOJIs1 Bepcuit BkItouaroT Git, SVN, Mercurial u Perforce.

Cucrembl OTCIEKUBAHUS OIIHOOK.
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Cucrembl OTCIEKHUBAHUS OIIMOOK TOMOTalOT pa3pabOTYMKaM BBISBIISTS,
OTCIICKUBATh U YCTPAHITH MPOOJIEMBI B MPOTPAMMHBIX NMPUJIOKeHUaX. HekoTopelie u3
CaMbIX MOIMYJISIPHBIX CUCTEM OTCIIeKHMBaHUS omMKMOOK BKItoUaroT Jira, Bugzilla, Mantis
u Redmine. OTu cucTeMBbl MOCTABISAIOTCA C TAKUMU (QYHKIMSIMH, KaK OTCIICKUBAHUE
npo0iem, co3/1aHie OTYETOB U COBMECTHas paboTa.

NHCTpyMEHTBI TECTUPOBAHMSI.

HNHCTpyMEHTBl TECTHPOBAaHUS HEOOXOAMMBI Ui OOecleueHus] KadecTBa
IpOrpaMMHBIX TpuiokeHuil. OHM TOMOraroT pa3padboTUMKaM aBTOMATHU3UPOBATH
IPOLECCHl TECTUPOBAHUSA M BBISBIATH J€()EKTHl B MPOTPaMMHOM OOECIICUCHUHU.
Hekoropble W3 camMbIX MONYJISAPHBIX HMHCTPYMEHTOB TECTUPOBAHUS BKIIOYAIOT
Selenium, JUnit, TestNG u Cucumber.

NHcTpyMeHTHI ypaBlieHHs] POSKTAMHU.

WMHCTpyMEHTHI yNpaBiIeHHs MPOSKTaMH MOMOTAIOT pa3paboTuyrnKaM yIpaBlATh
MPOIIECCOM pa3pabOTKU MPOTPAMMHOTO OOECIEUEHHUs, MO3BOJISII UM ILJIAHUPOBAT,
OTCIIC)KMBATh M COCTaBJIATH OTYETHI O XOJA€ TMpoekTa. HekoTopsle W3 cambIxX
NOMYJISPHBIX UHCTPYMEHTOB yHpaBieHUs npoekTamu BkItouyaroT Trello, Asana, Jira u
Basecamp. T HHCTpYMEHTHI MOCTABJISIIOTCS C TAKUMHU (QYHKITUSIMU, KaK yIpaBiIcHHUE
3aJja4aMM, COBMECTHasl paboTa U OTYETHOCTb.

[IpoBeném cpaBHEHHE TOMYISIPHBIX IIAaTQOPM HHTETPUPOBAHHBIX CpEX
paspabotku Visual Studio, Eclipse, IntelliJ IDEA u Xcode — 3o IDE, ucnons3yembie
pa3zpaboTurkamu st pazpaboTKU MPOTPAMMHOTO 00€CTICUeHUSI.

Visual Studio — 310 paspabGortannas Microsoft mHTErpupoBaHHas cpena
pa3paboTKu, KOTOpasi MOJEP>KUBAET HECKOJBKO SI3bIKOB MPOTPAMMHUPOBAHUS, TAKUX
kak C++, C# u .NET. On npennaraer takue pynkuuu, kaxk IntelliSense, cpencrsa
OTJIAJKHU U pedaKTOPUHT KOAA, YTO JIETAET €ro OTIUYHBIM BEIOOPOM Jis pa3pabOTKu
nox Windows. Visual Studio Takke npezayiaraetT BCTpOCHHYIO NOIJIEPKKY Azure, 4To
JIeJIaeT €ro MOIMyIsIPHBIM BEIOOPOM JjIsi 00JIauHOM pa3paboTKHU.

Eclipse — 3T0 MHTEerpupoBaHHasi cpejia pa3padOTKU C OTKPBITBIM HCXOJIHBIM
KOJIOM, KOTOpasi MOJJICP>KUBAET HECKOIBKO S3BIKOB MPOTPAMMHUPOBAHUS, TAKHX Kak
Java, C++ u Python. On npennaraer Takue (QYHKIMU, Kak IMOJCBETKAa KOJa,
aBTO3AIIOJIHCHUE W MHCTPYMEHTHI OTJIAJKU, YTO JEJaeT €ro MOIMYJSIPHBIM BHIOOPOM
it pazpabotku Java. Eclipse Takxke mpemiaraeT CUCTEMY TIJIaTMHOB, TTO3BOJISTFOIITYIO
paspabotuukam 106aBisTh B IDE nonmomnuTenbabie QyHKINHN.

Intelli] IDEA — »sT0 uHTerpupoBaHHasi cpefa pa3paboTKu, pa3zpaboTaHHAas
JetBrains, koTopast moiiepKUBaeT HECKOIBKO S3BIKOB IPOTPAMMUPOBAHUS, TAKMX KaK
Java, Kotlin u Scala. On npennaraet takue QyHKIIMHM, KaK aHAJIU3 KOJ1a, THCTPYMEHTHI
OTJIQJIKU ¥ UHTETPAIUIO C KOHTPOJIEM BEPCHIA, UTO JIeJaeT €ro MOMyJIIPHBIM BHIOOPOM
st pazpabotku Java Ha ypoBHe npeanpusitusi. Intellil] IDEA Ttaxxe mnpensaraer
paclIMpeHHbBIE WHCTPYMEHTHI pedakTOpUHTa MW HWHTCIUICKTyaldbHbIC (YHKIIUA
3aBEepUICHUS KOJa.

Xcode — ato IDE, pa3paborannas Apple, koTopasi moaaepKHUBaeT HECKOIbKO
S3BIKOB MPOTpaMMHpOBaHus, Takux kKak Swift u Objective-C. OH mpejaraet Takue
(GYHKIMM, KaK MOACBETKA KOJa, HHCTPYMEHThI OTJIAJIKUA U MOCTPOUTENh HHTep(eiica
JUTsl pa3pabOTKH MOJIb30BATENIbCKUX UHTEP(HENCOB, YTO JENIAET €ro MOMyJIIPHbIM
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BbIOOpOM i1 pazpaboTku 10S u macOS. Xcode Taxxke mnpesjaracT BCTPOCHHYIO
NOJIEPKKY MHCTPYMEHTOB pa3padboTku 10S u macOS, Bkitouas ¢ppeiimBopku u API
Apple.

Tak e xorenaoch Obl MOJApPOOHEE pacckazaTh MPO CHUCTEMbl OTCIICKUBAHMS
OIIMHOOK.

Cucrembl OTCIEKHUBAHUS OIIMOOK — 3TO MHCTPYMEHTBI, KOTOPHIE MMOMOTarOT
KOMaHJlaM pa3pabOTUMKOB MPOTPAaMMHOTO OOECTEeUEHUs BBISBIATH, OTCIEKUBATH,
pacCcTaBisiTh MPUOPUTETHI U YCTPAHATH OMIMOKU WJIM MPOOJEMBI B MPOTPAMMHOM
obecrieueHnr. DTH CUCTEMBbI 00€CTeUrBAIOT LIEHTPAIM30BAHHOE YIPABICHUE BCEMU
3apEeTrUCTPUPOBAHHBIMU OUIMOKAMHU, YTO YHPOIIAET pa3pabOTYUKAM OTCIICKHUBAHUE
TOTO, Kakve OMIMOKU ObUIM 3aperuCTPUpPOBAHBI, MX CTaTyC U JIOOYIO CBSI3aHHYIO
uHbOpMaITHIO.

CucremMpl OTCIEXKHBaHUS OHIMOOK OOBIUHO MPEAOCTABISAIOT CIEAYIOLIYIO
uHbOpMaIHIO:

Onucanue ommOku: KpaTkoe omucaHue OmMMOKH WM MPOOJEMBI, a TaKXKe
noApoOHOE onrcaHue MpodJIeMbl U €€ CUMIITOMOB.

Cepbe3HOCTh: YPOBEHb BO3JICHCTBUSI OIIMOKKA HAa MPOrpaMMHOE OOecreyeHune,
00BIYHO KJaCCUPUIUPYEMBII KaK HU3KUM, CPEHUN WU BHICOKUA.

Craryc: TeKyIMii cTatyc omnMOKH, TAKOW KaK HOBasi, HA3HaYEHHAas1, B MIPOIIECCe
WJIU UCIIPABIICHHAS.

[IpuopureT: MOpsiAOK, B KOTOPOM OIIMOKA JOHKHA OBITH YCTpaHEHA, OOBIYHO
KJ1accu(UIMpyeTCst KaK BHICOKHUH, CPETHUIN WIIM HU3KUH.

YNOTHOMOYEHHBIN: YEIOBEK WM KOMaH]1a, OTBETCTBEHHbBIE 32 HCIPABJICHUE
OIIIUOKH.

Kommenrapuu: JltobGas pomnonHuTeNnbHAas HHPOpMauus WM OOHOBJICHHS,
CBSI3aHHBIE C OIITUOKOM.

CasizanHble omMOKU: CChUIKM Ha JIpyrye OIMOKHU, CBSI3AHHBIE C TEKYIIEH
OIIHOKOM.

CucteMbl  OTCIEKUBAHMS  OIMMOOK  HEOOXOAUMBI  MpU  pa3paboTke
IPOrpaMMHOro o0ecreYeHus!, HOCKOJIbKY OHM MOMOTat0T KOMaH1aM:

CBOEBpPEMEHHO BBISIBIISAT U YCTPAHATH OIIHOKH.

Ha3nauath ommoOKu COOTBETCTBYIONMIEMY WICHY KOMAHIbI MU KOMaH/IE.

CrneauTh 3a UCTIPABJICHUSIMU OIITMOOK M COOTBETCTBYIOIIEH HH(MOpMAITUEH.

[IpenocTaBnaTh WCTOPUIO HCMPABICHUNA OIMMOOK ¥ COOTBETCTBYIOIIYIO
uHGOPMAITUIO TS TaTbHEHIIIETO UCTIOJIb30BaHUSI.

B 1menom, cucteMbl OTCICKHBAHHUS OIIMOOK OOECIIEUYHMBAIOT BCECTOPOHHEE
MpeacTaBlieHne 000 Bcex OmuUOKax W mpobiieMax B MPOTPAMMHOM MPHIIOKEHUH,
obneryast komanaam 3(pPEeKTUBHOE yNPABICHUE MU U UX YCTpPaHEHHE.

BriBoanl

B 3akitoueHure, HHCTPYMEHTHI pa3pabOTKA MPOrpaMMHOIO oOecreyeHus
SABIIAIOTCSI BAXHBIMM ~ KOMIIOHEHTaMM IIpoliecca pa3padOTKH  MPOTrpaMMHBIX
IPOAYKTOB, M pa3pabOTUYHUKH TOJIKHBI TIIATEIHHO OLIEHUBATh CBOM TPEOOBaHUS U
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BBIOMpPATh HHCTPYMEHTHI, KOTOpPbIE HAWJIYYIIUM OOpa3oM COOTBETCTBYIOT UX
noTpeOHOCTsIM. YrnoMsHyThle Bbilie uHCTpyMeHTHl (Visual Studio, Eclipse, IntelliJ
IDEA u Xcode) — 3T0O JUIIL HEKOTOPHIE W3 MHOTHX JIOCTYIHBIX HHCTPYMEHTOB
pa3paboTKu MPOrpaMMHOI0 00ECTICUeHHUS, U KXkl U3 HUX UMEET CBOM YHUKAJIbHbIC
bynkuun u npeumymiectBa. [losTomy pa3paOOTYMKU JOJDKHBI HMCCIIENOBATh U
AKCIEPUMEHTHUPOBATh C PA3IMYHBIMU WHCTPYMEHTAMH, YTOOBI HAWTHU TE, KOTOPHIC
JIy4Ill€ BCETO MOAXOAAT JJIsl HUX.
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NHP®OPMALIMOHHBIE TEXHOJIOI'MX B O KOHOMUKE,YIIPABJIEHUN
N BU3HECE

YK 004.519

INPUMEHEHME METO/JA ®OI'EJIA JJIA PEIHEHUSA TPAHCIIOPTHBIX
3ATIAY U EE ITPOI'PAMMHASA PEAJIM3AIIUA

APPLICATION OF THE VOGEL METHOD FOR SOLVING TRANSPORT
PROBLEMS AND ITS SOFTWARE IMPLEMENTATION

Caprcsu A.A., KoBanera KA.,
OI'bOY BO «KybaHCckuii rocyJapCTBEHHBIN TEXHOJIOTHUECKUI YHUBEPCUTET,
r. Kpacnonap, Poccuiickas ®@enepanus
A.A. Sargsyan, K.A. Kovaleva,
FSBEI HE “Kuban state technological university”, Krasnodar, Russian Federation

E-mail: any93013@gmail.com, Kkseniya7979@mail.ru

AHHoTanus. B nanHo# cTaThe OblJIa pacCMOTPEHA aBTOMATH3aIIHS MPOIIECCOB
pacrpenieneHrs Trpy3a IIOCTAaBIIMKOM. B Hadame cTaTbu pa3bsCHEHO IIOHATHE
TPAHCIIOPTHOM 3aadyd W TAE OHA IPUMEHSETCS, TAKXKE OINMCaHbl OTPAaHUYECHUS,
YCTaHOBJICHHbIE HA OOBEKTHI IPY30B B MYHKTAX OTHPABKU U HA OTPEOHOCTH IPY30B B
NyHKTax HazHadyeHus. [lanee moapoOHO 1 MOoIaroBo OCBEUIEH METOI alllIPOKCUMAIUU
®orens. OOBsACHSAETCA, UTO Takoe MWTpadbl, U KaK UX HAWTU. 3aT€M aHAIUTUYECKH
peéH npuMep TpaHCHOpTHOW 3amadn MetonoM Dorensa. Taxkxke peanuzoBaHa
nporpamMma Jijisi aBTOMAaTHU3MPOBAHHOTO PEIICHMs] TaKUX 3a]ad B cpeje pa3paboTKu
VisualStudio na s3pike mporpammupoBanus C# ¢ HCMOIB30BaHUEM ILIATHOPMBI
WindowsForms. Pa3paborannas nporpamma npeaHa3HadeHa JUIsl 3a1a4, CoAepKaIinx
ISTh IOCTABIIMKOB U YEThIpE MyHKTa Ha3HaueHus. [Iporpamma conepxut 1Ba OKHa, B
OJIHOM M3 KOTOPBIX NMPHUHHMMAET 3HAYEHMs 3amaca, MOTpPeOHOCTH U CTOMMOCTH. Bo
BTOPOM OKHE OTOOpa)kaeT pe3ysbTaT BBIYUCICHUN MPOTrpamMMbl: KOJIWYECTBO BCEX
IIEPEBO30K U UX CyMMapHasi CTOUMOCTb.

Abstract. In this article, the automation of the processes of cargo distribution
by the supplier was considered. At the beginning of the article, the concept of the
transport task is explained and where it is applied, and the restrictions set on the objects
of goods at the points of departure and on the need for goods at the points of destination
are also described. Further, the Vogel approximation method is described in detail and
step by step. Explains what fines are and how to find them. Then, an example of a
transport problem was solved analytically by the Vogel method. A program has also
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been implemented for the automated solution of such tasks in the Visual Studio
development environment in the C# programming language using the Windows Forms
platform. The developed program is designed for tasks containing five suppliers and
four destinations. The program contains two windows, in one of which it accepts stock,
demand and cost values. The second window displays the result of the program's
calculations: the number of all shipments and their total cost.

KaroueBrble cioBa: TpaHcnopTHas 3ajada, METO anmpokcumaiuu dorers,
MyHKT OTIIPAaBKH, MyHKT Ha3HaueHusl, aBTomaTu3aius, VisualStudio, C#.

Keywords: Transport task, Vogel approximation method, origin, destination,
automation, Visual Studio, C#.

B nanHoO# ctathe OyJeT MOKAa3aHO PEIICHUE TPAHCIOPTHOM 3aa4ll METOJIO0OM
anmnpokcumaiuu dorens, Takke peaan3oBaHa MporpaMma s perieHus TaKux 3aja4
B cpene pazpabotku VisualStudio Ha si3bike mporpammupoBanus C#.

TpancriopTHble 3aJauM — CHEHHAIBbHBIM KJacc 3aJay JIMHEHHOTO IIpo-
IrpaMMHPOBaHUSA. DTH MOJIETM YacTO OMUCHIBAIOT TPAHCHOPTHUPOBKY KaKOTO-JIUOO
TOBapa U3 MyHKTA OTHPABJIECHUSA B MyHKT Ha3HaueHUs. Llenb TpaHCcopTHON 3a1aum —
onpeseneHrue o0beMa EPEeBO30K U3 MYHKTOB OTHPABJICHUS B MYHKTHI Ha3HAUYCHHUS C
MHUHUMAQJIBHOM CyMMAapHOM CTOMMOCTBEO NEpPEBO30K. [Ipu 3TOM Ccieayer yduThIBaTh
OTpaHUYCHUS, YCTAHOBJICHHBIC HA OOBEMBI I'PY30B, KOTOPhIE HAXOJATCS B IyHKTaX
OTHpaBKu (MIPEAJIOKEHHS), a TAK)KE OrPaHUYEHUS, YCTAHOBJICHHBIC HA TIOTPEOHOCTH
IrPY30B B MYyHKTax HazHaueHWs (crmpoc). TpaHcmopTHask MOJeab MpeArnosiaraet, uro
[IEHa MEePEeBO3KMU Ha JIOOOM MapIipyTe MpsSIMO 3aBUCUT OT 00bEMa Tpy3a, KOTOPHIM
MEePEeBO3UTCA Ha 3TOM MapiipyTe. B 1emoM TpaHcmopTHash MOJEIb MOXKET ObITh
UCIIOJb30BaHA B OMNUCAHUM CUTYallMi, KacaloIIMXCs YMpPaBJICHUS 3amacaMu,
yOpaBieHUsl JIBUKEHUEM KaIlMTaJOB, COCTAaBJICHUsI paclUCaHUN, Ha3HAYECHUEM
nepcoHana u Jip.

B merone ®orens ucnonp3yrorcs “mrader”’. s HaxoxaeHus mrpadoB B
KOKIOM CTPOKE M KaXJOM CTOJIOIE BBIUMTAIOT HAUMEHBINIYIO CTOMMOCTHh U3
CIeNyIONEeH MO BEJMYMHE CTOMMOCTH. Jlamee BBIOMpaEeTCs CTpOKa WU CTOJOCI C
HauMeHbIUM  mmTpadoM. W3  BeImeNeHHOW CTpOKM  (CTONOIA) BBHIOMpAETCS
MUHHUMAaJbHas CTOUMOCTb. 3aT€M B COOTBETCTBUHM C IPUCBOCHHBIM 3HAYECHUEM
MEPEMEHHON KOPPEKTUPYIOTCS BEIUYMHBI OCTABLIETOCS HEYAOBJIETBOPEHHBIM CIIpOCa
U HepeaTu30BaHHOTO TnpemyiokeHus. CTpoka WIM CTOJOEN, COOTBETCTBYIOIIHE
BBITIOJTHEHHOMY OTPaHWYEHHUIO, BBIUEPKUBAIOTCA U3 Tabiuibl. Eciaum oHOBpeMEHHO
BBITIOJTHSIFOTCS OTPaHUYEHUS W IO CHPOCY, W MO MPEIJI0KEHUIO0, BBHIYECPKUBACTCS
TOJBKO CTPOKA WM TOJIBKO CTOJOEI, MPUYeM OCTaBIICHUCS CTpokKe (CTOJOIY)
NPUNKMCHIBAETCS HyJeBOe Npesoxkenue (crpoc). [loBropsem 3Tu AeiCTBUA MOKA HE
OyIyT IPOMICHBI BCE STYCHKH.

3amaHue:

VY MOCTaBIIMKOB HAXOAWUTCS MPOAYKIIUS, KOTOpas MOJDKHA OBITH JTOCTaBICHA
MOTPEOUTENSIM B ONIPEACTICHHOM KoJndecTBe. CTOMMOCTD JOCTABKU €UHUIIBI
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MPOAYKIIMM OT TIOCTaBIIMKAa YKa3aHa B TaOnuie Huwke. HeoOxoaumo HaiTu
ONTUMAJILHOE pPEIIeHHUEe JTOCTABKU MPOAYKIIMU OT MOCTABIIUKOB K IMOTPEOUTENSIM,
MUHUMHU3UPYIOIIUE CTOUMOCTD JOCTaBKH.

Tabnuna 1. CTOUMOCTH TOCTaBKU €IUHUIIBI TPOTYKITUHU OT MOCTABIINKA

ITocraBmuk IToTpeburens 3amac
B1 B2 B3 B4
Al 5 8 3 6 300
A2 4 6 8 2 700
A3 6 9 7 2 600
A4 1 3 4 7 900
A5 5 3 8 1 500
IMoTpebHOCTH 600 800 700 900

Ta6numa 2. PesynbpTaThl pacuéToB

IMocraBuuk | Bl B2 B3 B4 3amac [tpad
Al 0 0 300 |0 300 2 2 3 5 0 0
A2 0 300 [ 100 |300 | 700 2 2 4 2 2 2
A3 0 0 0 600 | 600 4 0 0 0 0 0
A4 600 |0 300 |0 900 2 2 1 1 1 0
A5 0 500 [0 0 500 2 2 2 5 0 0
IMotpedbHoCcTh | 600 | 800 | 700 | 900

3 0 1 1
- 3 0 1 1
[+
o

0 0 4 0

0 3 4 0

S =300*3+300*6+100*8+300*2+600*2+600+300*4+500*3=8600
Coznanum popmy 1 BBEIEM 3TH JaHHBIE.
//HaXOoaUM MaKCHUMaJIbHBIN U3 TpadoB
ints_max = supply_fines.Max();
int d_max = depend_fines.Max();
int min_a = 50;
int temp_1=0;
int temp_j =0;
if (s_max >d_max)
{
for (int j = 0; j < X.GetLength(1); j++)
{

temp i = Array.IndexOf(supply fines, s max);
if (min_a > X[temp 1, j] && X[temp 1,j] !=-1)

{

min_a = X[temp i, j]
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temp_j = j;
h
}
if (supply[temp 1] >= depend[temp j])
{
X2[temp i, temp j] = depend[temp j];
sum += X2[temp i, temp_j] * X[temp i,
temp_j];supply[temp _i] -= depend[temp j];
depend[temp j] = 0;
h
else
{
X2[temp i, temp j] = supply[temp_i];
depend[temp j] -= supply[temp i];
sum += X2[temp i, temp_j] * X[temp i,
temp_j];supply[temp i] =0;
b
if (supply[temp_i] == 0)
{
for (int j = 0; j < X.GetLength(1); j++)
{
X[temp 1, ] =-1;
b
}
elseif(depend[temp j] ==0)
{
for (int 1 = 0; 1 < X.GetLength(0) ; i++)
{
X[i, temp_j] =-1;
h
b
b
else
{
for (int 1 = 0; 1 < X.GetLength(1); i++)
{

temp_j = Array.IndexOf(depend_fines, d max);
if (min_a > X[i, temp _j] && X[i, temp_j] !=-1)
{
min_a = X[i, temp j];
temp _1=1;
}
}
if (supply[temp i] >= depend[temp j])
{
X2[temp i, temp j] = depend[temp j];
sum += X2[temp i, temp j] * X[temp i, temp j];
supply[temp 1] -= depend[temp j];
depend[temp j] = 0;
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else

X2[temp i, temp j] =

supply[temp _i];depend[temp j] -

= supply[temp i];

sum += X2[temp i, temp_j] * X[temp i,

temp_j];supply[temp_i] = 0;

}
if (supply[temp 1] == 0)
{
for (int j = 0; j < X.GetLength(1); j++)
{

¥
¥
elseif (depend[temp j] == 0)
{
for (int 1 = 0; 1 < X.GetLength(0); i++)
{
X[i, temp _j]=-1;
¥
¥

X[temp i, j]=-1;

}
j

o Fill Data = O X

BxoaHble faHHbIe:
B1 B2 B3 B4 3anac

Al |s |8 |[3 |6 | [300
A2 [4 ][6 |[8 |2 700
A3 |6 9 [[7 |2 600
A4 |1 3 |4 | |7 900
A5 s |3 |[8 | [1 500

Motpe6HocTs (600 | (800 | (700 [900

Hautu

Pucynok 1. BBox naHHbIX
Martpuria X coaep>XUT CTOUMOCTh JJOCTABKU €IUHUIIBI TIPOTYKITUH.

B marpunax supply u depend cOOTBETCTBEHHO XpaHSITCS 3a1achl U MOTPEOHOCTH.
BriBeniem pesynbrart:

[51]



MHOOPMAIIMOHHBIE TEXHOJIOTYH B DKOHOMUKE, VIIPABJIEHUN 1 BUSHECE

o Result = O X

KonuyecTtso:
B1 B2 B3 B4

Al b |lo | [300] |o

A2 o 300 [100] [300
A3 [0 0 0 600
A4 |eoo| [0 | [300] [o

A5 o |[s00| [0 | o

CtoumocTs (8600

PucyHnok 2. BeiBon pe3yinbrata
BoiBOABI

B nanHoii cTathe OblIa pacCMOTpEHa aBTOMATU3AIHS ITPOLIECCOB PACIIPEICIICHUS
rpy3a MOCTaBIIUMKOM, pa3paboTaHa M MpeJCTaBlieHa MPOrpaMMHAas peanu3aius s
perieHus: JTaHHOUW TPOOIEMBI.
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INDICATORS OF THE FORMATION OF DIGITAL MOBILE
TECHNOLOGICAL ECONOMY SECTORS AND EVALUATION OF THEIR
DEVELOPMENT LEVEL

MOKA3ATEJIA ®OPMUPOBAHUS CEKTOPOB IIU®POBOI
MOBWJIBHON TEXHOJIOT' MYECKON SKOHOMUKHU U OIIEHKA
YPOBHS UX PABBUTUA

A.G. Aliyev,

Institute of Information Technology, Baku, Azerbaijan
Amnes AT,
Nuctutyt Madopmanmonnsix Texunonoruid, baky, Azep0Oaiimxan

E-mail:alovsat_garaca@mail.ru

Abstract. In the article, the importance of applying digital innovative
technologies in all areas of economic activity is justified, and the features of expanding
its application possibilities are explained. The structural composition of the main
components of the digital transformation of economic sectors and the development of
the digital environment has been worked out. The features of the application of
artificial intelligence technologies in the development of the digital economy have been
investigated. Aspects of the impact of mobile technologies on the global economy have
been determined. The characteristics of "Internet of Things" mobile technologies were
analyzed. The contributions that 5G technologies will make to the world economy in
the coming years and the development trends of the industry in the future have been
analyzed. An architectural-technological model of the operation of modern complex
mobile software systems and technologies has been proposed. A system of indices and
sub-indices of the digital mobile technological economic sectors has been proposed as
follows: development of science and education, innovation activity and environment,
technical-technological infrastructure and information provision, investment-financial
reserve and material-technical resources, favorable business environment, socio-
ecological environment sustainability, intellectual property protection, labor market
and provision of highly qualified personnel, scientific, research, experimental work
and 1innovation projects, scientific-technological-innovation capacity product
production, effective management, and creative results. The directions for the
formation and development of digital mobile technological economy sectors on the
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Industry 4.0 platform have been determined and some recommendations have been
made for evaluating their development level.

AnHOTamusi. AwuHHOTanus. B cratbe o00OCHOBaHAa Ba)XHOCTh MPUMEHEHHUS
UGpPOBBIX  HWHHOBAIIMOHHBIX TEXHOJOTMM BO BCeX cdepax HKOHOMUYECKOU
NESATEIbHOCTH, a TaKXke OOBSCHEHbl OCOOCHHOCTH PpACIIMPEHUS BO3MOXKHOCTEH HUX
npuMeHeHus. Pa3pa®oTaH CTPYKTypHBIM COCTaB OCHOBHBIX KOMIIOHEHTOB LU(poBOH
TpaHchopMali OTpaciel 3KOHOMHKM W pa3BUTHS IupoBoil cpenbl. McciemnoBaHbl
OCOOCHHOCTH TPUMEHEHHUS] TEXHOJOTUH MCKYCCTBEHHOTO HHTEIUIEKTa B Pa3BUTHU
uppoBoil IKOHOMHUKHU. OTmpeesneHbl acleKThl BIUSHUS MOOWIBHBIX TEXHOJOTUW Ha
MHUPOBYIO 3KOHOMUKY. lIpoaHanm3upoBaHbl XapaKTEPUCTHKHA MOOWIIBHBIX TEXHOJIOTUH
«MuTepnera Bemiei». IIpoanannsupoBaH BKJIaJ, KOTOPbIM TexHOJOTMH 5G BHECYT B
MHUPOBYIO SKOHOMUKY B OJIMKalIlIMe ro/ibl, U TEHJECHUWN Pa3BUTHUS OTPACIU B Oyayliem.

[Ipennoxena aAPXUTEKTYPHO-TEXHOJIOTHUYECKAs MOJENb
(YHKIIMOHUPOBAHUS COBPEMEHHBIX CJOXHBIX MOOWMJIBHBIX IPOTPAMMHBIX CHCTEM H
TexHoJorui. Ilpeanoxena cucteMa MHIAEKCOB U CYOMHAEKCOB LU(POBBIX MOOMIBHBIX
TEXHOJIOTMYECKUX  CEKTOpPOB SKOHOMMKHU: pa3BUTUE Hayku M  oOpa3oBaHUs,
WHHOBAllMOHHAsl JIEATEJIbHOCTh M OKpY’Karolllas Cpeaa, TEXHUKO-TEXHOJIOIMYecKas
uHppacTpykTypa U HUH(POPMaLUOHHOE OOecreyeHne, HWHBECTUIIMOHHO-(PUHAHCOBBIN
pe3epB M MaTepUabHO-TEXHUYECKHE pecypchl, OmaronpusTHas OW3Hec-cpena,
YCTOWYMBOCTHh  COLMAJIIBHO-DKOJIOTMYECKOW  CpeAbl,  3allUuTa  WHTEJUIEKTYaJbHON
COOCTBEHHOCTH, PHIHOK TpyJa U 00ecredeHre BbICOKOKBATU(UIIMPOBAHHBIMHU KaJlpaMH,
Hay4yHble, MCCIEA0BAaTEIbCKUE, OKCIIEPUMEHTaJbHble padOThl W WHHOBALIMOHHBIE
IPOEKThl, HAYYHO-TEXHOJOTMYECKHM M WHHOBALMOHHBIM MOTEHLIHMAT MPOU3BOJICTBA
npoAyKUMH, 3)(PEKTUBHBIA MEHEDKMEHT U CO3UIaTeNIbHble pe3ynbTarhl. OnpeaeneHsbl
HampaBjieHUs: (POPMHUPOBAHUA W  Pa3BUTUA  CEKTOPOB HHU(PPOBOM  MOOMILHOM
TEXHOJIOTUYECKON SKOHOMUKH Ha matdopme «Muayctpus 4.0» u gaHbl peKOMEHauu
10 OLIEHKE YPOBHS UX Pa3BUTHS.

Keywords: digital economy, digital transformation, digital mobile technological
economic sectors, mobile Internet of Things, mobile digital technologies, Mobile
Internet, Big Data technology.

KiaroueBbie ciaoBa: 1mudpoBas HKOHOMHKA, IdpoBas TpaHchopMaIms,
u(poBbIE MOOWJIBHBIE TEXHOJOTUYECKHE OTPACIHd OKOHOMHUKH, MOOWJIBHBIN
WHTEPHET Beleld, MOOWIbHBIC MU(PPOBBIE TEXHOJOTHH, MOOWIBHBIA WHTEPHET,
TEXHOJIOTHSI OOJIBIINX JAHHBIX.

Introduction.

In the last decade, most economic systems have been modernized anddeveloped
based on digital innovation. Digital innovation transformation Internet of Things (IoT),
5@, robotization, supercomputers, artificial intelligence, etc. [1]. Advanced world
countries have entered a new stage of development in the direction of applying high
technologies in all areas of the economy. This issue is also of great importance in the
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direction of the United Nations in the field of sustainable development until 2030 in
the direction of "implementation of the tasks of world transformation"
(https://sdgs.un.org/2030agenda). Digital innovations and technologies are rapidly
penetrating all fields of activity. Artificial intelligence and robotics, information and
communication, space, etc. development of such areas is considered one of the main
ways to achieve faster development of real economic sectors. It has become a necessity
to further expand the level of application of digital technologies in various areas of the
economy and increase the quality. Therefore, the importance of improving regulatory
mechanisms and forming a healthy competitive environment in the field of high digital
technologies development (https://president.az/articles/53407).

Statement of the problem. In modern times, the knowledgeable society has
become both the creator and the user of the newest technologies and innovations
(https://president.az/az/articles/view/56725). A normative legal framework should be
created for expanding the possibilities of applying digital technologies and innovations,
and this area should be regulated by the state. On this basis, the coverage of Internet,
as well as high-speed mobile Internet (including 5G technology), especially broadband
Internet services, should be increased to 95%.

Effective structuring of the economy based on innovation, science, information,

knowledge, ICT, formation of new digital economic sectors based on mobile
technologies and systems, and analysis and assessment of the level of development
should be carried out comprehensively. Modern scientific-research studies conducted
at the international level are directly related to the analytical analysis and solution
directions of those problems. Although many studies have been devoted to the results
of the application of mobile technologies and systems [2-5] certain problems in that
field are still waiting to be solved. Therefore, the issues discussed in the article are
relevant and of particular importance.For this purpose, the article presented in detail
paid attention to the issues of the formation of digital mobile technological economy
sectors and evaluated their development level. As ICT-based digital mobile technology
economy sectors develop further, mobile governance, mobile cloud technologies,
mobile government technologies, mobile vehicles, etc. new opportunities will arise in
the development of such areas. For this reason, relevant recommendations on the
formation of new digital economic sectors based on mobile technologies and systems
and assessment of the level of development have been developed in the research work.

The main purpose of the research is the formation of digital mobile technological

economy sectors, the development of mechanisms for raising the level of its
development, and working out the bases of evaluation.

Digital transformation of economic sectors and development components of
the digital environment. Many countries are facing changes in economic structure
with the development of ICT to drive sustainable economic growth. In the context of
digital transformation, international cooperation is important in the development of the
country [6]. Determining the sectoral and regional potential in the implementation of
the new format of the country's integration will enable the transformation of strategic
directions into new realities. One of the new directions for these countries is the
digitalization of various sectors of national economies.The main components of the
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formation and development of the digital environment can be expressed as in Figure 1.
Digital transformation involves ensuring the competitiveness of economic sectors and
financial markets. In the context of changing trends, digital transformation of economic
sectors is carried out. New technologies are driving industry growth by simplifying
existing business models and creating new offerings, services, and products. The
integrated system is designed to provide an interstate exchange of information and
electronic documents [6].

Digital transformation of the regional, field environment I
IDngitization of logistics and
infrastructure I
Diigitization of public administration
= and integration processes
Digitization of financial markets

Formation of regional single digital
market Creating a common legal
framework for digitization

Diigitization of production processes — 3 _
Digitization of services

Horizontal lewvel of integration of
inter-industry and inter-country
processes

partners involved in the value chain based

Implementation of cooperation with
on the use of digital models

Implementation of integration of processes
within field industrial enterprises on a
wvertical plane

Digitization of products, services,
business models and customer access

Figure 1. The main components of the formation and development of the
regional and field digital environment

Digital transformation will contribute to the formation of the digital ecosystem in
various fields and the development of the digital economy. The digitization of industry
will create more trade power for countries, attract global resources and become a new
advantage for international cooperation and competition. In order to determine the
factors that create trends in the sectors of the economy, it is necessary to take into
account the status of the participating countries. Despite the efficiency gains brought
about by digitization, the rate of potential growth of some large countries will decline
as the economy develops. At the same time, the application of digital technologies to
the economy has a number of main problems, such as: 1) Reduction of jobs in the
industrial sector of the economy; 2) More polarization of the labor market; 3) New
requirements for communication, computing power, information systems, and
services, etc. [6].

Features of the application of artificial intelligence technologies in the
development of the digital economy.It is known that artificial intelligence stimulates
the development of the digital economy. Artificial intelligence as a strategic
technology, has great prospects in the future [7]. The developed countries of the world
consider the development of artificial intelligence as the main strategy for increasing
national competitiveness and ensuring national security. Artificial intelligence opens
up new opportunities for economic development and enterprise innovation. It generates

[56]



MHOOPMAIIMOHHBIE TEXHOJIOTYH B DKOHOMUKE, VIIPABJIEHUN 1 BUSHECE

new technologies, new products, and new business formats, causes serious changes in
the economic environment and in the behavior of economic actors. Artificial
intelligence can boost economic growth by boosting the productivity of a wide range
of industries. Artificial intelligence can contribute to the transformation of traditional
manual labor into "intelligent automation". It releases the creative potential of a person
and significantly increases labor productivity. At the level of industrial production,
artificial intelligence can effectively improve production capacity and capital
efficiency. Artificial intelligence allows you to better analyze the production processes
in enterprises and makes control decisions that can solve a number of problems. Some
key artificial intelligence technologies are applied in various areas of the national
economy, which greatly contributes to the development of the digital economy [7].

Key technologies of artificial intelligence. 1.Machine learning is one of the main
technologies of artificial intelligence. Its essence lies in the application of mathematical
data models that help the computer learn without direct instructions [7]. 2.A neural
network (artificial neural network) as an algorithmic mathematical model imitates the
behavioral characteristics of animal neural networks and performs distributed parallel
processing of information. 3.Deep learning is a new direction of research in the field
of machine learning. Its ultimate goal is to enable machines to analyze and learn like
humans, and to recognize data such as text, images, and sounds. 4.Natural language
processing is a general trend in artificial intelligence and mathematical linguistics. This
technology studies the problems of computer analysis and synthesis of texts in natural
languages. Natural language processing is mainly used in machine translation, public
opinion monitoring, automatic summarization, opinion extraction, text classification,
question answering, speech recognition, etc. 5.Robotic process automation is a form of
business automation technology -processes based on metaphorical software robots or
artificial intelligence. 6.Expert system (expert system) - computer software system. It
imitates human experts to solve domain problems. Applies artificial intelligence
technologies and computer technologies to reason and judge according to the
knowledge and experience provided by one or more experts in a certain field, and
simulates decision-making [7, §].

Impact of mobile technologies on GDP. In 2021, mobile technologies and
services accounted for 5% of the global GDP. This created 4.5 trillion dollars of
economic added value. The mobile ecosystem has also supported approximately 26
million jobs and contributed significantly to public sector funding by attracting
approximately $500 billion in taxes from the sector. By 2025, the contribution of
mobile communication will increase to more than 400 billion dollars (about 5 trillion
US dollars). Productivity and efficiency are expected to increase as a result of the
increased use of mobile services. As the contribution of mobile technologies to the
global economy increases, so does subscriber growth. By the end of 2021, 5.3 billion
people have subscribed to mobile services. This is 67% of the world's population. In a
growing number of markets, most adults already own a cell phone. This means that
future growth will come from the young population using mobile subscriptions for the
first time. By 2025, there will be an additional 400 million new mobile subscribers,
most of them in Asia Pacific and sub-Saharan Africa. The total number of subscribers
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will reach 5.7 billion (70% of the world's population). 5G is expected to benefit all
economic sectors of the global economy. At this time, the services and manufacturing
sectors will be most affected. Regarding the "Internet of Things" (IoT) as the main
mobile technology, it can be noted that the number of licensed mobile IoT connections
will reach 4 billion by 2025. Two-thirds of new connections will be licensed mobile
[oT connections [9]. The contribution of global 5G by industry until 2030 is expressed
in Table 1 (Source: GSMA Intelligence Note).

Table 1. Contribution of global 5G by industry (by 2030)

Name of fields Share as a percentage
Services (government, finance, health, education) 42%
Production 37%

ICT 8%
Oil and gas, agriculture, utility construction management 8%
Retail 3%
Other areas 2%

China 3.1% in potential 5G technology consumer revenue; South Korea 2.7%;
USA 1.8%; Germany 1.3%; France 1%; Japan is on the list of leading countries with
0.7%. Sth-generation technology operators are expected to invest approximately $1.1
trillion in mobile technology globally in 2020-2025. About 80% of that investment will
go to 5G networks. 5G technologies will contribute $2.2 trillion to the world economy
between 2024 and 2034. Over the next 15 years, the economy of the CIS countries will
earn 34 billion dollars due to 5G technologies. The Internet of Things (IoT) technology,
which supports Internet access from devices with Internet access - computers, laptops,
smartphones, traditional, non-smart devices, or everyday objects - has become an
integral part of 5G, and the number of connections through it will reach 25 billion by
2025, global IoT technology revenue will more than triple to $1.1 trillion. In 2024, the
number of connected enterprises through IoT technology will reach 13.3 billion, and
by 2025, it will reach 25 billion. Consumer [oT connections will nearly double to 11.4
billion over the same period [5, 9].

Modern mobile software systems and technologies affecting economic
processes and activity of structures. Currently, mobile application systems and
technologies have a direct impact on the effective formation of digital technological
innovation economy sectors and increasing the efficiency of operations. The
architectural-technological model of the structural activity of modern mobile software
systems and technologies, which have a complex impact on economic processes and
structures in the sectors of the mobile technological economy, can be expressed as in
Figure 2.
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Figure 2. Architectural-technological model of the operation of modern
complex mobile application systems and technologies affecting economic
processes and structures (compiled by the author)

As mentioned, in the present era, when the information society and economy are
formed, information, technology, and knowledge are considered a factor of
competitiveness of most countries of the world and are considered a driving force of
economic development. At the present time, the establishment of a competitive,
durable, sustainable information and electronic-digital economy based on information
and knowledge, the production of a strong ICT infrastructure and ICT products, and
the elimination of the country's digital backwardness are very important issues.
Analysis of information on the state of the ICT sector shows that the ICT market
accounts for 6.5% of the world's GDP. According to some forecasts, in 2025, its share
in the world GDP may reach 9%. According to the latest data, the contribution of the
ICT sector to GDP in the United States was 6.4%, and in Japan it was 6.8% (ITU
Measuring the Information  Society Report; ICT  sector analysis,
https://www.ec.europa.eu/jrc/en/predict/ict-sector-analysis).

The most recent mobile technology trends that will further develop the industry
in the near future [9] include Artificial intelligence, Augmented and virtual reality,
Mobile IoT applications, Mobile payments, Cloud-based mobile applications, 5G
connectivity, Advancement of wearable technology, Advanced mobile security,
Mobile devices for home automation, Mobile apps for small business, Powering
transportation apps, Cross mobile platform development, Biometric technology mobile
apps, Location-based technology and more.

According to statistics, the global biometric technologies market has been
growing gradually in recent years. In the coming years, they predict that revenue will
grow rapidly from $36.6 billion in 2020 to $68.6 billion in 2025. The most popular
types of biometrics used in applications include face recognition, voice recognition,
fingerprint scanning, hand geometry recognition, and signature recognition. These
features are effective measures for strong authentication and data protection.
Applications are widely used in telematics to track the physical location of assets
(vehicles, animals, people) and take appropriate actions. This is done with the help of
location-based services. There are more opportunities in the business sphere for
location-based technology, and in the coming years, there will be more applications
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with these features [5, 9].

Indicators for evaluation of digital mobile technological economic sectors.
For a comprehensive assessment of the commercial potential of digital mobile
technological economic sectors (DMTES), the following indices can be proposed: 1)
The degree of scientific innovation and innovativeness of mobile technological
economic sectors; 2) The degree of practical applicability of the innovation-intensive
product of the mobile technological economic sector; 3) The extent to which mobile
technological innovation covers its costs and generates income for economic sectors;
4) Finding investors and securing financing of mobile technological innovation
economic sectors; 5) Mobile technological innovation is the degree of security of
economic sectors with resources (personnel, technology, etc.); 6) The degree of relative
volume of financing of mobile technological innovation economic sectors; 7) The
degree of mass demand and market volume of the economic product of mobile
technological innovation sectors; 8) Degree of social usefulness and environmental
quality of the product of mobile technological innovation economic sectors; 9) The
degree of relative duration of the commercialization period of the product of mobile
technological innovation economic sectors; 10) The future sales price rate of the
economical product of mobile technological innovation sectors, etc.

As the third-level indicators of the commercial potential of digital mobile
technological economic sectors, product quality, scientific and technical level,
competitiveness, value, innovation, technological feasibility, reliability, resource
security potential of mobile technological innovation economic sectors, etc. other
indicators can be suggested.It is proposed to form a composite index of digital mobile
technological economy sectors at the expense of the indicated indices.

The conducted studies show that the composition of the sub-indices and indicators
that influence the formation of those sectoral indices can be expressed as follows: 1)
Formation index of digital mobile technological economic sectors (FES); 2)
Importance index of mobile technological economic sectors (IES); 3) Development
index of science and education in mobile technological economic sectors (DES); 4)
Innovation potential, activity and environment index (IAE) in digital mobile
technological economic sectors; 5) Technical-technological, infrastructure and
information support index of digital mobile technological economic sectors (ISI); 6)
Investment, financial reserves and material and technical resources index (IFR) in
mobile technological economic sectors; 7) Business environment favorability index
(BEF) in digital mobile technological economic sectors; 8) Index of stability and
dynamism of social-political, legal environment in digital mobile technological
economic sectors (SLE); 9) Social-cultural and socio-ecological environment
sustainability index (SES) in mobile technological economic sectors; 10) Intellectual
property protection index (IPP) in digital mobile technological economic sectors; 11)
Human resources, labor market and highly qualified personnel security index (HRS)
in digital mobile technological economic sectors; 12) Index of scientific, research,
experimental works and innovation projects in digital mobile technological economic
sectors (SRI); 13) Production index of innovative products/services with scientific-
technological-innovation capacity in digital mobile technological economic sectors
(STI); 14) Index of effective management and creative results in digital mobile
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technological economic sectors (EMC), etc. The structure of the composite index
system of digital mobile technological economic sectors is offered in a multi-level
form. The main level reflects all the following lower levels in an integrative way, and
the parameter that characterizes it is called the Composite Index of Digital Mobile
Technological Economic Sectors (CIDMTES). The composite index is formed as a
result of the evaluation and has a leading position in the comparative analysis. So,
precisely as a result of that price, Mobile technological innovation economic sectors
receive appropriate ratings. Each subindex is evaluated on a scale of (0.10). The
weighting coefficients are initially set to 1. The composite index is taken as the sum of
the sub-indices and ranges from (0.100).

In addition, the calculation of the composite index of mobile technological
innovation economic sectors can be functionally noted as follows: CIDMTES=F(FES,
IES, DES, IAE, ISI, IFR, BEF, SLE, SES, IPP, HRS, SRI, STI, EMC). Here, F represents
the form of dependence of the composite index on other indices.

Conclusion.

Currently, more spheres of technological innovation are being developed to
achieve economic development. One of the spheres that create the most value is mobile
technologies. Their wide application in principle leads to the creation of a digital
mobile technological economic sector. Therefore, the influencing factors of this sphere
were analyzed and evaluation indicators were formed. In this direction, developing
countries should also develop their strategies based on their comparative advantages.
A certain economic goal can be achieved thanks to consistently targeted investments
in mobile technology and Artificial Intelligence and the efficient approach of
government agencies. Developed and developing countries should continuously
improve people's living standards with the help of artificial intelligence and implement
various measures to ensure their cyber security and immunity to foreign policy
challenges [7]. In conclusion, it can be noted that the formation of digital mobile
technological economy sectors on the Industry 4.0 platform and the development of its
complex evaluation indicators can provide a basis for making appropriate management
decisions for the application of digital technologies in the development of the economy
by giving a serious impetus to increasing the sustainability of the digital economy.
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VJIK 004

PABPABOTKA ITPOTPAMMHO-AIIITAPATHOI'O KOMIIVIEKCA
MOHHUTOPUHT A OKPYKAIOIIEN CPEJIbl B CEPBEPHOM
IHOMEIIEHNN

DEVELOPMENT OF A HARDWARE AND SOFTWARE COMPLEX FOR
MONITORING THE ENVIRONMENT IN THE SERVER ROOM

Croasipos U.B.,
WNucturyT Heprenepepadorku u Heprexumun PI'bOY BO YI'HTYVY B r. Canasare,
r. Camasar, Poccus
L.V., Stolyarov,
Institute of Oil Refining and Petrochemistry «Ufa state petroleum technological
university», Salavat, Russian Federation

AnHoTamusi. J[aHHas cTaThs TOCBsIIEHa pa3paboTKe MPOTPaMMHO-
anmapaTHOro0 KOMIUJIEKCA JJii MOHUTOPHWHTA OKpYKAloIIeH cpeapl B CEPBEPHOM
noMeInieHnr. B craThe paccCMOTpEHbI OCHOBHBIC (DYHKITMM ¥ BO3MOXXHOCTH JTAHHOTO
KOMITJIEKCA, a TAKKE €r0 BAXKHOCTH JjIsl oOecrieueHus 0€30MacHOCTH U HAJIeKHOCTH
cepBepHoro obopynoBanus. CucreMa MOHHUTOPHHTA TIO3BOJISIET KOHTPOJUPOBATH
OCHOBHBIE TIApaMETPhl OKPYXAIOIIeH Cpelbl, BKIIOYAs TEeMIIepaTypy, BIaXKHOCTH,
ypOBeHb IyMa, g oOecrnedyeHusi Oe3omacHoM u  3ddexkTuBHON PpadOTHI
o0opymoBaHus, Haxoasmerocss B momemeHuu. CoOpaHHBIE CTATUCTUYECKUE TaHHBIC
MOTYT OBITh HMCIOJB30BAHBI JJISl aHAIM3a M ONTUMHU3AIMH PadOThI CEPBEPHOTO
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NoMeleHus. BaxXKHOCTh MPOTpaMMHO-annapaTHOTO KOMILIEKCA 3aKJII0YaETCs B TOM,
4YTO MPOOJIEMbl C OKpYXalOLel Cpeloil MOTYT MPUBECTU K COOSIM M HEMOJIaJKaM B
pabote 000Opy0BaHUS, a TAK)KE HETaTMBHO CKAa3aThCs Ha 370POBBE JIIO/ICH, KOTOpHIE
HAXOJATCA PSJAOM C CEPBEPHBIM IMOMEIIEHHUEM, a TaKKe ONTUMHU3UPOBATH PabOTY
CEpPBEpHOT0 TOMELICHHUS JJisi MOBBIMIEHUS ero 3¢dekTuBHOCTU. Pe3ynbrars
UCCIICIOBAaHUSI MOTYT OBITh TMOJE3HBI ISl KOMIAHUM M OpraHu3aluii, KOTOpbIE
UCTIONB3YIOT CEPBEpPHBIC MOMEIIEHUSI U CTPEMSTCS OOecmeunTh O€30MacHyl H
a¢dekTuBHYIO paboTy Bcero 000pya0BaHus B moMerieHnu. PazpaboTka nporpaMMHo-
anmapaTHOro KOMIUIEKCA MOHHUTOPHHIA OKpY)XKaroUlell cpeasl B CEPBEPHOM
MOMEIIEHUH SIBISIETCS BAaXXHBIM 3TaroM TMpu obecrieueHuu APGPEeKTUBHON U
0e30macHoi paboThl BCETO TEXHUYECKOTO0 000PYI0BAHMUS.

Abstract. This article is devoted to the development of a hardware and software
complex for monitoring the environment in a server room. The article discusses the
main functions and capabilities of this complex, as well as its importance for ensuring
the security and reliability of server equipment. The monitoring system allows you to
monitor the main environmental parameters, including temperature, humidity, noise
level, to ensure the safe and efficient operation of the equipment located in the room.
The collected statistical data can be used to analyze and optimize the operation of the
server room. The importance of the hardware and software complex lies in the fact that
problems with the environment can lead to failures and malfunctions in the operation
of equipment, as well as negatively affect the health of people who are near the server
room, as well as optimize the operation of the server room to increase its efficiency.
The results of the study can be useful for companies and organizations that use server
rooms and strive to ensure the safe and efficient operation of all equipment in the room.
The development of a hardware and software complex for monitoring the environment
in the server room is an important step in ensuring the efficient and safe operation of
all technical equipment.

KiaroueBble cj10Ba: MOHUTOPHWHT, IPOTPaAaMMHO-AMIAPAaTHBI KOMILIEKC,
OKpY’Karolas cpesia, 000py10BaHUE, CEPBEPHOE MTOMEIICHHUE.

Keywords: monitoring, hardware and software complex, environment,
equipment, server room.

CoBpeMEHHBIE CEpBEpHBIE TMOMEMICHUS CTald HEOThEMJIEMOH YacThIO
HHPPACTPYKTYphl JIFOOOM OpraHu3aluy, 3aHUMaromieicss o0paOOTKONW OOJIBIIMX
00beMoB AaHHbIX. OnHaKO, paboTa cepBepoB TPeOyeT MOAIEP)KAHUS ONPEACIICHHbBIX
YCIIOBUI OKpY>KaloIIel Cpeibl, TAKMX KaK TEMIIEpaTypa, BIaKHOCTb, YPOBEHb IITyMa U
np. Hapymenue 3Tux yciaoBUi MOXKET MPUBECTU K cO0siM B paboTe 000pynoBaHUs U
noTepe JaHHBIX.

s pemienust 3Tol mpoOiemMbl ObLT pa3paboTaH MpPOrpaMMHO-aNNapaTHbIA
KOMIUIEKC MOHHMTOPHMHTA OKpY’XKarouieil cpenbl B cepBepHOM mnomenieHnn. OH
MO3BOJIAET OINEPATUBHO KOHTPOJIMPOBATH TMapaMEeTpbl OKpYKaloleld cpeabpl Hu
MPUHUMATH MEPHI TIO UX KOPPEKITUH.

Pa3zpaboTtka IPOrpaMMHO-AIIAPATHOTO KOMILJIEKCa MOHUTOPHUHTA
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OKPY>KaroIIel Cpe/Ibl B CEPBEPHOM IMMOMEIICHUH UMEET MHOKECTBO MTPErMYyIecTB. Bo-
NIEPBBIX, ATO IMOBBIMIAET HAEKHOCTH PAOOTHI CEPBEPOB W 3AIMUIIACT JAaHHBIC OT
notepb. BO-BTOpBIX, 3TO TO3BOJIIET 3KOHOMHUTH JHEPTHIO, TaK KaK CHCTEMBI
KOHJAMIIMOHUPOBAHUS M BEHTWIANMK OyAyT padoTaTh TOJNBKO TOTAA, KOT/Aa 3TO
HE00X0aMMO. B-TpeTpux, 3TO yNpoIaeT yupaBleHUE CEPBEPHBIM MOMEIICHHEM, TaK
KaK BCE MapaMeTpbl OKPYXKAIOLIEH Cpelbl MOTYT OBITh OTCJIEKEHBI U3 OJJHOTO MECTA.
Opnako, pa3pa0OTKa  MPOrpPaMMHO-aNNapaTHOIO  KOMIUIEKCAa  MOHHUTOPHUHIA
OKpY’KaloIIe Cpeapl B CEPBEPHOM IMOMEHICHHH TpeOyeT OINpeaeNieHHBIX 3aTpar.
Heobxoammo mproOpecTr AaT4MKH, KOHTPOJUIEPHI U MPOTPAaMMHOE OOecTieueHne, a
TaK)Ke MPOBECTH pPabOTHl MO YCTAHOBKE M HACTpoiike cuctembl. Kpome Toro,
HE00X0 MO 00YYUTh TIEPCOHAN, KOTOPBINA OyAeT paboTaTh ¢ KOMITJICKCOM.

3amaul, KOTOpbIE Ba)XKHO BBIIOJHUTH MpH pa3pabOTKE MPOrpaMMHO-
anmapaTHOr0 KOMIUIEKCa MOHHUTOPHHIa OKpYXaloulel cpeapl B CEPBEPHOM
NOMEILEHUU:

1. Coop 1 aHanu3 JaHHBIX 00 OKPY’KAIOIIEH CPeie B CEPBEPHOM MOMEILIEHHUU.

2. [IpenynpexaeHne o pa3aTUYHbIX TUIIAX MpoOseM (HampuMmep, eperpesa, uin
BBICOKOM BJIQKHOCTH) C IIOMOIIBIO CUCTEMBI YBETOMIICHU.

3. Pa3zpaboTka mporpaMmsl Jjisi cOOpa 1 aHalM3a TaHHBIX JATYUKOB.

COop 1 aHanIM3 JaHHBIX 00 OKPY’KAIOILEH Cpelie B CEPBEPHOM IIOMEIEHUU

Jlis ipaBUIIBHOM pabOThI MPOTrpaMMHO-ANNApPATHOTO KOMILIEKCa HE0OX0IUMO
coOMpaTh M aHAJIM3UPOBATh JaHHbIE 00 OKpYXKalIIEeH Ccpene B CEPBEPHOM
nomenieHnu. B mepByro ouepens, HEOOXOAMMO cOOpaTh JAaHHBIE O TeMIepaType,
BJIQKHOCTH W YpPOBHE IIyMa. DTH JaHHbIE MOTYT OBITh IOJIYY€HBI C TOMOIIBIO
JaTYNKOB M CHEIHATBHBIX MHUKPO(POHOB, KOTOpbIE OYyAyT pa3MelieHbl B pPa3HBIX
MecTax B oMemIeHu . [|Jist KOHTPOJIs mapaMeTpOoB OKPYKAIOIICH CPEeIbl B CEPBEPHOM
NOMEILEHUH ObLIN pa3MellleHbl HEOOXOIUMbIE TATUUKH.

[IpenynpexaeHue o pa3IMuHbIX TUIAX NpoOIeM

CrnenyronM 1aroM siBJIsieTCsl HACTpPOMKa CUCTEMBbl YBEIOMIIEHUH, KOTOpas
Oyner cooOmate 000 Bcex MpoOjemMax, CBS3aHHBIX C OKpYXalolled cpenoil B
cepBepHOM mnoMeunleHuH. Hampumep, eciau TemmepaTypa CTaHOBUTCS CIHUIIKOM
BBICOKOM, CHCTeMa JIOJDKHA MPeAyNnpexaarb 00 3TOM, YTOObI MOKHO OBIJIO MPUHSTH
MEPBI ISl CHIDKSHUS TeMITepaTyphl U IPEIOTBPATUTH cOOU B paboTe 000pymoBaHUsI.
Taxxe cuctema yBeAOMJICHHH JO/DKHA TPEAYNPEXAaTh O CHIDKEHUU YPOBHSA
BO3/YITHOW BIAYKHOCTH, YTO MOXKET MIPUBOJIUTH K CYXOCTH BO3/TyXa U TOBPEXKICHUSIM
AIIEKTPOHMKH. bbuta pa3paboTanHa cucTemMa yBEAOMIICHHM, KOTOpasl MPeaymnpexaaeT
noJyib3oBaTesie o cOosix B pabore 000pYyIOBaHHUS, BBI3BAHHBIX HEOJIArOnpUsATHOM
OKpY>Karolllel cpeoi. ITo MO3BOJSET CPearupoBaTh Ha MPOOJIEMY U MPUHSATH MEPbI
710 TOTO, KaK MPOU30MUIET CEphe3HOE HAPYIIEHUE B pa0OTE CUCTEMBI.

PazpaboTka mporpaMmsl 1 cOOpa U aHAIM3a JJaHHBIX TaTYUKOB.

Jis o0paboTkM W aHanmM3a MJAaHHBIX, TMONYYCHHBIX JaT4MKaMu, Obljia
pazpaboTaHa cHeNUalbHAs TporpamMma, KOTopas coOupaeT U  OToOpaxkaeT
UHPOPMAITHIO O COCTOSIHUU OKPY’KAOIIEH Cpe/Ibl B PEKUME PeaTbHOTO BPEMEHH.

Hackonbko ¢ dektuBHOMN OyaeT paboTa mporpaMMHO-aNIapaTHOTO KOMIUIEKCa
MOHHTOPHUHTA OKPY)KaIOIIEeH Cpelbl B CEPBEPHOM IMOMENICHUH, OYIEeT 3aBUCETh OT
TIIATETHFHOTO IJIAHUPOBAHUS M YCTAHOBKH JTATYMKOB B HY)KHBIX MecTaX. Pasmemnienue
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JaTYUKOB JOJDKHO OBITH TakMM 0Opa3oM, YTOOBl OHU MPABWIBHO BOCIPUHHMAIH
JAHHBIE ¥ MOTJIM CBOEBPEMEHHO CHUTHAIM3UPOBATH O BOZMOKHBIX Mpobiemax. Kpome
TOTO, CHCTeMa YBEJIOMJICHHH NOJDKHA OBITh HACTPOCHA IMOJA TPeOOBaHHS Ka)IOTo
KOHKPETHOTO CEPBEPHOTO TIOMEIICHUS, YYUTHIBas OCOOCHHOCTH JAM3aiiHa W
pacnoJioKeHus: 000pyAOBaHUS.

Bri6op natuukos.

[Ipu BeIOOpE MATYMKOB IS MOHUTOPUHTA OKPY>KAIOIIEH Cpe/bl B CEPBEPHOM
MTOMEIICHUH HEOOXO0IUMO YUUTHIBATh CJICIYIONTUE TTapaMeTPHhI:

- JInana3on uzmepenus. Kaxxaplii 1aTyniKk MUMEET CBOW JWANa3OH U3MEPEHUS,
MOATOMY HEOOXOAMMO BBIOMPATH JATUYUKH, KOTOPHIE MUMEIOT JTUANa30H U3MEPEHUSs,
COOTBETCTBYIOIINI yCIOBUSIM PaOOThI CEPBEPHOrO MOMEIICHUSI.

- Tounocts u3mepeHuil. TOUHOCTHL M3MEPEHUN MOXKET BIUATH HAa KauyeCTBO
JAHHBIX, TOJy4yaeMbIX nartdyukamu. [loaToMy, mpu BbIOOpE HaTYUKOB HEOOXOIUMO
YYUTBIBATh UX TOYHOCTb.

- CkopocTh m3MmepeHuil. HekoTopble AATYMKHU MOTYT HU3MEPATH MapaMeTpbl
OKPYXaroIIel cpeibl B pealbHOM BPEMEHH, B TO BPEMs KaK JPYrue MOTYT U3MEPSTh
ux ¢ 3anepxkkoi. IloaTomy, mpu BBIOOpE JATYMKOB HEOOXOIUMO YUYHUTHIBATh HX
CKOpPOCTb U3MEPEHNM.

- Hagexuocth. JlaTuuky JOJDKHBI OBITH HAJEKHBIMHU M JTOJITOBEYHBIMH, YTOOBI
n30exaTh COOEB B padOTe CUCTEMbl MOHUTOPHUHTA.

Kpome Toro, HeobxoaumMo odbecriedynBaTh 0€30MacHOE pa3MelIeHUuEe TaTYUKOB B
CEepBEPHOM IMOMeIIeHUH. JIJIst 3TOro HeoOX0IMMO BBIOMpATh MECTa, /i€ TaTYUKH HE
OyayT MemaTh paboTe 00CITyKHBAIOIIEro TIEPCOHANIA M He OyIyT HaXOAUTHCS BOJIHM3U
HMCTOYHHMKOB JICKTPOMArHUTHBIX TTOMEX.

BoiBOABI

Pa3paboTka IpOrpaMMHO-aINNapaTHOTO KOMILIEKCa MOHHMTOpPUHTA
OKpY>KaloIlleH cpeJibl B CEPBEPHOM MTOMEILIEHUU MOXKET OKa3aThCsl OU€Hb MOJIE3HOM IS
obecrnieueHns 0e30MacHON U CTaOMIIBHON PabOThI BCEro 000pYy10BaHUs B MOMEIIEHUN
¥ TMPEAO0TBPAIICHUsT BO3MOXKHBIX TTpoOsieM. Takoil KOMIUIEKC MOXKET OBITh 0COOCHHO
BaXXCH B CIIy4ae HCIOJIb3yEMbBIX BBICOKOTPOU3BOAMTEIBHBIX CEPBEPOB, B KOTOPHIX
mo0ast ool MOXKET MOKoJIe0aTh paboTy BCEeH OpraHu3alluu.

Pe3ynpTaThl naHHOM palOOTHl MOKa3ajdM, 4YTO pa3padOoTKa MIPOrpaMMHO-
anmapaTHOTO KOMIUIEKCa MOHHUTOPHHTA OKpYXAlollell Ccpeasl B CEpBEPHOM
NOMEUICHUH SIBJISIETCS aKTyaIbHON U HEOOXOAMMOM 3a/1aueii, KOTopasi B 3HAYUTENIbHOM
creneHn oOecreunBaeTr 0e30MacHOCT, W 3(PGEKTUBHOCTH  pabOTBI  BCETO
oOopynoBanusi. Mcrnonb30BaHME TakOW CHCTEMbI KOHTPOJSI CYHIECTBEHHO CHH3UT
PUCKU BOSHUKHOBEHHUS MPOOJIeM B paboTe 000pyA0BaHUS U TOBBICHT 0€30MaCHOCTH B
nomenieHnn. Pa3paboTku, omucaHHble B CTaThe, MOTYT OBITh HCIOJIB30BaHBI
cHenuaiucTaMiM B 00JacTd HMH(POPMAIMOHHBIX TEXHOJOTUW M  BJaJAeTbllaMU
CEpBEpHBIX TOMELICHUN 111 oOecrneueHus: 3PQPEKTUBHON pabOThl CHCTEMBI
KOMIIBIOTEPHOTI0 000PY10BaHUSI.
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AHHOTAauMs. BaxXHEWIINM HapaBIE€HUEM COBPEMEHHBIX TEOPETHUYECKUX
UCCIIeI0OBaHuM B 001acTu HHMOPMAITMOHHON 0€30MacHOCTH SIBIISIETCS MOICTUPOBAHHE
IPOLIECCOB  BUPYCHBIX KOMIIBIOTEPHBIX JMNUJIEMUNA Ha OCHOBE  PA3JIMYHBIX
MaTeMaTH4YecKux Mojenei. B Hacrosmieit paboTe ucciemyeTcss MapKOBCKasi MOJIENb
pacupoCTpaHEeHHs] KOMITBIOTEPHBIX BUPYCOB, OCHOBaHHas Ha monaenu Puma—®@pocra.
OcHOBHasi 1eJib CTaThl — aHAJU3 MPUMEHUMOCTU MOAUDUIIMPOBAHHON MOJEIU
Puna—®pocTa K Kaccy ceTei, acCOUMUPOBAHHBIX CO ClTydyaiHbIMU rpadamMu Ipacia—
Penbu. B yacTHOCTH, MBI CpaBHMBAEM PE3YJIbTAThI, TOTYUYEHHBIE C MOMOIIBIO JAHHOU
MOJENH, C PE3yJabTaTaMM HMMHUTAIMOHHOIO MOJEIUPOBAHUSA IIPU  PA3IUYHBIX
3HAYCHUSX TMapaMeTpoOB DJIHACMUM W XapaKTEpPUCTUK ceTu. lIpoBeneHHbIE
SDKCIEPUMEHTHl MOKa3ajld, YTO TMPU ONPEIACIHEHHBIX YCJIOBUSIX PE3YJbTaTh
MOJICTMPOBAHUS HA OCHOBE MOAM(PUIIMPOBaHHON Mojien Puna—®dpocTa HaXoauTCs B
XOPOILLIEM COIJIaCHUM C pPe3yJIbTaTaMH, ITOJYYEHHBIMH METOJIOM HWMHTALHOHHOTO
MOJICIMPOBAHUSI Ha CIydaHbIX Tpadax Opacma—Penbu. B wacTtHOCTH, XOpoIliee
corjacue umeeTcs i rpadoB C MAJION CBSI3HOCTBIO U OOJIBIIION CBSI3HOCTHIO, OJHAKO
MIpU 3HAYEHUSAX CBSI3HOCTU mopska ¢ = 0,05 pe3ynbTaThl IBYX 3TUX MOJAX0JI0B MOTYT
CYILLIECTBEHHO OTJIMYaThCH.

Abstract. The most important research direction of modern theoretical studies in
the field of information security is the modeling of the viral computer epidemics based
on various mathematical models. In this paper, we study a Markov model of the
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computer virus spread based on the Reed—Frost model. The main purpose of the article
is to analyze the applicability of the modified Reed—Frost model to a class of networks
associated with random Erdos—Renyi graphs. In particular, we compare the results
obtained using this model with the simulation results for different values of epidemic
parameters and network characteristics. The experiments have shown that under certain
conditions, the results based on the modified Reed—Frost model are in good agreement
with the results obtained by simulation on random Erdos—Renyi graphs. In particular,
there is good agreement for graphs with small connectivity and large one, while the
results of these two approaches may differ significantly for connectivity values of the
order of ¢ = 0.05.

KurroueBbie ¢JI0Ba: KOMIIBIOTEPHBIN BUPYC, BEPOSITHOCTh U3JICUCHHUS, CITyYaHBIH
rpad, mogenb Puna—®pocra, BOCIpUUMUKBBIN y3€.

Keywords: computer virus, probability of cure, random graph, Reed—Frost
model, susceptible node.

NudopmarmonHpie TEXHOJOTUM MPOHUKIN M IIMPOKO HCIOJB3YIOTCS BO BCEX
chepax >XKM3HU: B TMPOU3BOJACTBE, 3APaBOOXPAHECHHH, OOpa30BaHUM, OAHKOBCKOM
CEKTOpE, a TaKXKE€ B YACTHOW >KU3HU KaXJI0ro 4yenoBeka. OIHAKO MOBCEMECTHOE
MpUMEHEHUE WH(OPMAIIMOHHBIX TEXHOJIOTMH MPUBOIAUT HE TOJIBKO K PACHIMPEHUIO
BO3MOYKHOCTEN M YCKOPEHHOMY Pa3BUTHIO BCEX OTPACiIEHd SKOHOMHUKH, HO U CO3JAET
HOBBIE PHUCKA U YSI3BUMOCTH. YOBITKH OT JACATEIbHOCTU KHOEPIPECTYITHUKOB
€XKEroJHO YBEJIMYMBAIOTCA: MO uToraM Ha 2022 roa MUpOBOW yiepd OlleHUBaeTCs
AKCIIEpTaMU HA YPOBHE 8 TPUIUIMOHOB J0JIIapoB [1].

TUNUYHBIM ~ UHCTPYMEHTOM, KOTOPBHIM  TOJIB3YIOTCS ~ KHOEPIPECTYITHUKH,
SBIISIFOTCSL KOMNnblomepHbvie aupycol. J1iis 60pbObl C HUMHU CYIIECTBYET aHTUBUPYCHOE
nmporpaMmMHoe oOecriedeHne, OJHaKo OHO A()PEKTUBHO, KaK MPaBUIIO, MPOTUB YXKE
W3BECTHBIX BHUPYCOB. B ciyudae ke NOSBICHHS HOBBIX KJIACCOB BPEIOHOCHOTO
IPOrPaAMMHOT0 00ECTICUeHH S, BAPYCHBIE SMTUIEMUN MOTYT OBICTPO PaCIIPOCTPAHATHCS
10 BCEMY MUDY.

BaxxHenmmM HampaBJI€HHUEM COBPEMEHHBIX TEOPETHUYECKMX HCCIEA0BAHUM B
obnacty MHPOPMALMOHHOM 0OE€30MaCHOCTH SIBISIETCS MOJIETUPOBAHKME IPOLIECCOB
BUPYCHBIX KOMITBIOTEPHBIX ODIUJEMHN Ha OCHOBE pPA3JIMYHBIX MaTEMaTHUUYECKUX
Mojenen. JlanHas aesTeIbHOCTh Havanach emle B 80-x rojgax XX Beka [2, 3] 1 akTUBHO
MPOJ0JDKACTCS U B HacTos1Iee Bpems [4, 5, 6, 7]. OTMeTHUM, 4YTO Ha CETOHSIIHUMN I1CHb
HamOoJiee paclpoCTpaHEHbl JBa TOAXO0Ja K  MOJICTUPOBAHHUIO  DIHJICMUN
KOMIBIOTEPHBIX BUPYCcOB. llepBbIii moaxoj Mg pacyera napaMeTpoB SMUJIEMHUU
UCIIONB3YET HenpepuvléHbvle MOOeNU, OCHOBY KOTOPBIX COCTaBIISIIOT CHCTEMBI
HeTMHEHHBIX quddepeHnnanbHbIX ypaBHEeHUH. Penienne »Tux ypaBHEHU MO3BOJISET
MOJYYUTh JIOJATOCPOYHBIM MPOTHO3 PACIPOCTPAHEHUS KOMIIBIOTEPHOTO BHpYyCa B
pa3MyHbIX ceTaX. Bo BTOpoOM MoaXoje MCHONb3YIOTCS OUCKpemHble, Kak MpaBuio,
MApKo8CcKue mooenu, IpeloCTaBIsIoNMe BO3MOXHOCTh YBUIETh OoJjiee NETalbHYIO
KapTUHY, OCOOCHHO Ha HAYaJIbHOW CTaJNH SIUJIEMUH.

B HacTosei cratbe aBTOPBI MPOJOJIKAIOT UCCIEN0BAHUE OJTHON U3 JUCKPETHBIX
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MOJENEN pacHpOCTPAHEHHUS! KOMIIBIOTEPHBIX BUPYCOB B CJIOKHBIX CBSI3HBIX CETAX —
mooupuyuposannoti mooenu Puoa—Dpocma. ViccnenoBanusi 3ToH MoOJeIu ObLIN
HayaThl aBTOopamMu B pabote [7]. OcCHOBHas 1edb HACTOSIIEH CTaThU — aHAJU3
OpUMEHUMOCTH MoauduuupoBaHHo Moaenun Pupa—®pocta k Kiaccy certeid,
aCCOLMUPOBAHHBIX CO Ciy4ailHbIMU Tpadamu Opaéma—Pensu. B uwacTHOCTH, MBI
CpPaBHUBAEM PE3YJIbTAThl, IOJTYYEHHBIE C TOMOUIBIO TAHHON MOJIEIH, C PE3yJIbTaTaMH
MMUTAIIMIOHHOTO MOJICTUPOBAHUS MPU PA3TUYHBIX 3HAYCHUSIX MapaMeTPOB AMUIEMUU
Y XapaKTEPUCTUK CETH.

Monens Puma-®pocra Obuta paspaborana B 20-X romax MpOMIIOTO BeKa IS
OMHMCaHUs DdNUJIeMUN OHMOJOTMYECKMX BHpPycoB. B  Hacrosimiee Bpemsa eé
MOAU(PUIIUPOBAHHBIE BEPCUM MPUMEHSIOTCS Uil MOJCIMPOBAHUS  DIHUAESMHMA
KOMITBIOTEPHBIX BHUpPYcOB. OpHa U3 Takux MOAU(DUIIMPOBAHHBIX MOJENe Oblia
npeaioxena B 2002 roay B padote [4]. Jlaaum e€ KpaTkoe ONHUCaHUE.

PaccmarpuBaeTcss KOMIIBIOTEpHAsl C€Th B BHUJE ClIy4dalHOTO rpada, BEpIIUHBI
KOTOPOTO (y3J1bl) — 3TO KOMIIBIOTEPHI, & pEOpaMHU SBIISIOTCS BO3MOKHBIE CBSI3U MEX]TY
HuMu. HMccnenyemass kommbroTepHass ceTb coctouT U3 NysnoB. OTMeETHM, 4YTO
caydatinslil. opuenmuposantviti 2pag) 3 N y37I0B MOXKET OBITh MOCTPOCH IMYyTEM
MPUHATHS CITy4allHbIX, HE3aBUCUMBIX PEIICHUHN O TOM, BKJIFOUATh JIU B HETO KaXK]10€ U3
N>(N—1) BO3MOHBIX HallpaBJIEHHBIX pedep, KOTOPbIE MOTYT COEAUHUTH JiBa y37a.
Kaxxnoe peOpo BKIIIOYAETCS C BEPOSITHOCTBIO C, HA3BIBAEMYIO CEA3HOCHIbIO Cemiu.
Takum 00pa3oM, CBSI3HOCTb COIpEAENsAETCS KaK CpPeAHssl OTHOCUTENIbHAs CTENEHb
BepiuH rpada. Eciu ¢ = 0, ceTh COCTOUT TOJIBKO U3 U30JIMPOBAHHBIX Y3JIOB, €CIIH KE
¢ =1, ceTb mpeicTaBisieT COO0M MOJHBIN OPUEHTUPOBAHHBIN Tpad.

Bpewms B monienu npeanonaraerca guckpetusiM: t=0, 1, 2, .... Kaxp1il u3 y310B
CeTH B JIaHHBII MOMEHT BpeMeHU t MoKeT ObITh JHOO0 uHPuUYUposanHviM, JTUOO
socnpuumyueulm. Ha cienyronieM BpeMEHHOM Iiare 00N BOCHPUUMYMBBIA y3e€l
CEeTH MOXKET CTaTh WHOUIIMPOBAHHBIM WM OCTaThCS BOCIPUUMYHUBBLIM, a JHOOOM
WHOUIIMPOBAHHBIN y3€1 — OCTaThCs MHMUIIMPOBAHHBIM WJIM BBUICYUTHCS U CTATh
BOCIIPUUMYHBBIM. BEpOSITHOCTh TOTO, YTO 3apaKEHHBIN Y3€Il BbUICYUTCS, 0003HAUYUM
0; OHa TPENNoJiaraeTcs IOCTOSHHOW BEJIMYMHOM, KOTOpas OIpenessieTcs
napaMeTpaMHu aHTUBHPYCHOM IPOTpaMMbl. BEPOSITHOCTH TOTO, 4TO BOCIIPUUMYMBBII
y3el 3apa3utcs, 0003HauUuM, Kak y. OTMETHM, 4TO ATa BEJIMYHMHA HE MOXKET OBbITh
anmnpoOKCUMHUPOBAHA KOHCTAaHTOM, TaK KakK 3aBUCUT HE TOJBKO OT BEpPOSITHOCTH
nepenauyn MHQEKIUH £, HO U OT KOJMYECTBA COCEIHUX Y3JIOB, KOTOPbIE 3apaKEHBI
(pucyHoxk 1).

[lon cocmosinuem B paccMaTpuBaeMoll Mojeln OyAeM TOHUMATh YHCIIO
luadunupoBanHbix y3710B B ceTu. Scho, uto | = 0, 1, ..., N. B pabore [4] Oblna
pemioKeHa clenayromas GopMmyna s ONPeAesieHUs BEPOSTHOCTH u3aPasKCHUS
BOCIIPMHUMYHBOTO y3J1a B COCTOSIHUH |:
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0
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Pucynok 1. Cxema nepexo10B, NOKa3bIBaKOIIAs
BO3MOXKHBIE COCTOSIHUSA y3J1a CETH

(D =% _ (1= (1= B)9)Crek(1 = o)+, (1)
k=0 1

3neck f — BEpOATHOCTH NepeaTh BUPYC OT 3apak€HHOro ysna cocenanemy. C

nomouiblo (opmynsl (1) BblUMcHseTCs MaTpulla BEpPOSITHOCTEH Imepexoja U3

cocTosHHUs |B cocTosiHME /' B COOTBETCTBHH € (DOPMYJIIOi, TaKKe MPUBEIEHHON B[4]:

min[[,S—IF+1]
= > Clké‘k(l — §)Ik CI{IF_—II+kMIF—I+k(1 _ M)N—k—l’_ (2)

x=max[0,I-17]

Hcnons3ys dhopmyiy (2) Mbl, B COOTBETCTBHHM CO CTaHAAPTHBIMH METOAAMHU TCOPUHU
MapKOBCKHX IIEIIEW, MOKEM BBIUHUCIISTh BEPOSITHOCTH PA3JIMYHBIX COCTOSIHUM CETH, U
3aTeM — CpeIHEee YMCIO 3apakEHHBIX Y3JIOB B JIH000M MoMeHT Bpemenu t. Jlis
OpraHu3allMi JAaHHBIX BBIYHCICHUNA HamMu Oblla pa3zpaboTaHa HeKoTOpas
COBOKYITHOCTh MOANPOTrpaMM B paMKax CHUCTEMBl CHMBOJIBHBIX BBIYUCICHUN
WolframMathematica.

AJIbTEpHATUBHBIM CIOCOOOM MOJICJIIMPOBAHUS SIBISICTCS MUMHUTAIUs Ipoliecca
pacmpocTpaHeHusi BUpyca Ha KOHKpeTHOM Tpade. JlJIsi OCYIIECTBICHUS CEpUU
MMUTAIIMOHHBIX AKCIIEPUMEHTOB aBTOpaMH ObUT pa3paboTaH ajlroOpuTM W HalucaHa
nporpaMma Ha s3blke C++, B KOTOpOM peanu30BaHa BO3MOXKHOCTh CO3/JaBaTh
ciaydaiiieie Tpadsl Opaéma—PeHbr, W 3aTeM Ha KaXJIOM M3 Takux TpadoB
CUMYJIMPOBATH IpoILlecC pacnupocTpaneHus Bupyca [8]. [ToBTopsist qaHHyI0 Ipoueaypy
OOJBIIIOE YUCIIO pa3 C Pa3IUYHBIMU TpadamMu, MbI MOXKEM 00pabOTaTh MOTYYECHHYIO
CTaTUCTHKY W MOJYYUTh OLEHKY JUIsl CPEJHEro 4ucia 3apak€HHbIX y35oB. [locne
ATOTO Mbl MOXEM CpPaBHUTh [JAHHYIO OIEHKY C QHaJOTMYHOW BEIUYUHOM,
MOCYUTAHHOW C TIOMOIIBI0 MoaudurpoBanHoN Moaenu Puma—®pocra, onucaHHOM
HaMH BBIIIIE.

BxogubiMu mapameTpaMyd MMUTAIIMOHHOW MPOTpPaMMBbl SBIISIOTCS CIETYIOLINE
BEJTUYNHBI:

N — KOJIM4EeCTBO Y3JIOB B CETH;

[/ — BepOSTHOCTD Tepeiauu HHDEKIINUH;

0 — BEpOSITHOCTh M3JI€UCHUSI 3aPKEHHOTO y371a;

¢ — CBSI3HOCTh CETH;
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lo— HayaJIbHOE KOJIMYECTBO 3apa)KCHHBIX Y3JIOB;

tmax— BpeMsl HaOJIIOJEHUS 3@ PaCIPOCTPAHEHUEM dIUIEMUM;

FepS— 4MCII0 UCIIBITAHUM.

Ha nepBom 3Tane MMUTAlMOHHOTO SKCIIEPUMEHTA MIPOrpaMmMma reHepupyeT rpad
1o 3ajaHHbIM napamerpam N, c. Ilocie 3Toro «3apaxkaroTcs» ciaydaiHo BeIOpaHHBIE |y
y3110B. Jlajiee, Ha KaXKI0M CIEAYIOIEM BPEMEHHOM IIare porpaMma ¢ BEpOATHOCTBIO
[ TbITaeTcs «3apa3uTh» KaXIbl BOCIPUUMYMBBIA y3€lI, a MOTOM BBUICYUTH C
BEPOATHOCTBIO d KaXK/Iblil nH(pUIIMpoBaHHbBIN y3ei. [Ipu kakaoM 3amycke mporpaMMel
MIPOBOJUTCS OOJIBIIIOE YMCIIO TOBTOPEHHUM (repS), KoTopoe 3amaéTcs B Mporpamme.
[locne 3TOro paccUmThIBACTCS YCPEAHEHHOE KOJIMYECTBO 3apPaKEHHBIX Y3JIOB BOBCE
MOMEHTBl BpeMeHH oT t= 0 g0 tma Ha 3axmrouuTensHOM dTame  JaHHBIE
UMUTALMOHHOTO KCIIEPUMEHTA CPABHUBAJIUCH C JaHHBIMM, ITOJIyYEHHBIMH Ha OCHOBE
MonaupuurpoBanHoil mogenu Puna—®pocra. Kpome TOro, mMbl Takke BBIYUCINIM
NOTPEUIHOCTh  MEXKJY OKCIEPUMEHTAJIBHBIMU  3HAYEHUAMM W 3HA4YCHMSIMU,
IIOJIy4YEHHBIMA Ha OCHOBE MapKOBCKOM MOJIETIH.

[IpuBenéM gnaHHBIE HEKOTOPBIX JKCIIEPUMEHTOB. B KaxIoM U3 HHX
HEU3MEHHBbIMU ObUTH clienyromue 3HaueHus BenuuuH: N= 100; tyn.x = 100; f = 0,25;
lo= 1. 3nauenus napameTpoB C U J u3MeHsuMch. Ha pucynkax 2, 3 u 4 Mbl IpUBOIUM
rpauKkyd pe3ysibTaToB MOAEIUPOBAHUS IS Pa3HbIX 3HaueHW C U o. CIUlomHON
JUHUEN TOKa3aH rpauk, MOCTPOCHHBIM Ha OCHOBE MOJU(ULIMPOBAHHON MOJETU
Puna—®pocra, npepbIBUCTOM — IOCTPOEHHBIM MO PE3YyJAbTaTaM HMMHUTALUOHHOIO
MOJEIUPOBAHUSL.

1.4 . . . . 1.4¢
1.2; ] 12F
10} !
0.8
nEF
0.4f

02t

R . .
u] 20 40 G0 a0 00

PucyHok 2. Pe3ynbTaThl MOJEIUPOBAHUSA:
a—mpu c=0,01,0=0,25;06—npu c=0,01,6=0,5.
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B Tabmuue 1 mnpuBeaeHbl MaKCUMallbHble aOCOJIOTHBIE PA3HOCTU MEXKIY
pe3yibTaTaMu Pa3IMYHbIX MTOAX00B K MojenupoBanuio pu o = 0,25; 0,5; 0,75.

Tabnuna 1. MakcumanbHbie aOCOTIOTHBIE PA3HOCTH MEXIY pe3yabTaTaMu
Mo ienupoBanus npu ¢ = 0,01

5 0,25 0,5 0,75
abcoroTHAs 0,6263 0,0689 0,0165
MOTPELIHOCTh

Pucynox3. I'paduxk pacnpoctpanenus Bupyca:
a—mpu c=0,05,0=0,25,06—mnpuc=0,1;0=0,5.

Xapaktep rpadukos npu ¢ = 0,05; 6 = 0,5 u ¢ = 0,1;0 = 0,25 ananoruueH
rpagukaM Ha PUCYHKax 3 W 4, MO3TOMY MBI HE CTaJIM MNPUBOJIUTH Tpaduku, a
yKa3blBaeM B TabJMIle 2 COOTBETCTBYIOIIME ATUM IKCIIEPUMEHTAM OTHOCUTEIHHBIC
MOTPEIIHOCTH.

Tabnuma 2.MakcuMaabHbIe OTHOCUTENIbHBIE TIOTPEITHOCTH MEXIY pe3yIbTaTaMu
MOACINPOBAHNA

P) 0,25 0,5 0,25 | 0,5
CBSI3HOCTB CETH c=0,05 c=0,1

OTHOCHUTCIIbHAA

TIOrPeNIHOCTh, % 224772 23,7701 7,4898 8,06913

t
Pucynok 4. I'paduk pacnpoctpanenus Bupyca npu ¢ = 0,5, 0 =0,5.
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Xapaktep rpadukos npu ¢ = 0,5; 6 = 0,25 u ¢ =0,75; 0 = 0,25 u 0 = 0,5
aHAJIOTUYCH TrpaduKy Ha PHCYHKE 4, TOTOMY MBI TakK)Ke WX HE IMPUBOIUM, a
yKa3blBaeM B TaOJWIle 3 COOTBETCTBYIOIINE ATHUM JKCIIEPUMEHTAM OTHOCHUTECIbHBIC
TOTPEITHOCTH.

Tabnuna 3. MakcumanbHble OTHOCUTENBHBIC MTOTPEIIHOCTH MEXKTY Pe3yJIbTaTaMu
MOJICJIMPOBAHUS

5 0,25 0,5 0,25 | 0,5
CBSI3HOCTB CETH c=0,5 c=0,75

OTHOCHTEJbHAs
MOTPEIIHOCTE, %

1,01333 0,963107 0,888026 0,63094

O6001TUM TOJTyYeHHBIE PE3YJIbTATHI.

1. IIpu cBszHoctu € < 0,01 snumeMust o4eHb OBICTPO MEPEXOJUT B «PEKUM
BBIMHUPAHHS», NPAKTHUYECKA HE3aBUCUMO OT BEJIUYUHBI BEPOSATHOCTH W3JICUCHUS
3apaxE€HHOro y3na o. BennunHa aOCOJIIOTHOW MOTPEUIHOCTH YAOBIETBOPUTEIbHA.
OTHOCHUTENBbHAS OTPEIIHOCTh B JJAHHBIX YCIOBUAX HE OTPAX)aET peaIbHOM KapTUHBI
U3-3a TOT0, YTO KOJMYECTBO 3apa’KEHHBIX y3JI0B MEHbIIE 1.

2. Ilpu cBsa3HOCTH C > (0,5 4MCIIO 3apaKEHHBIX Y3JI0B PE3KO YBEIUYUBACTCS U
3aTeM KoJieOJIeTCsl BOKPYI paBHOBECHOro 3HaueHHs. C yBEJIWYEHUEM CBA3HOCTH
MaKCUMaJlbHasi OTHOCHUTEJIbHAS MOTPEIIHOCTh YMEHbIIAeTcs. BiusiHue BeposiTHOCTH
U3JICYEHUS 3apaXKEHHOTO y3I1a 0 HE3HAUUTEIBHO.

3. IIpu mpOMEKYTOUYHBIX 3HAYECHUSIX CBSI3HOCTH MaKCHUMallbHasi OTHOCUTEIIbHAS
norpemHocTs npesbimaer 20%, 3To orpaHUYMBaET NMpUMEHeHue Hameil moaenu. C
POCTOM BEPOSITHOCTU M3JICUEHUS 3apaKEHHOTO y371a d OTHOCUTEIbHAS MOIPEIIHOCTh
TaKXe yBEIUYUBACTCS.

BoiBOABI

[IpoBeneHHBIE  MMHMTALMOHHBIE  AKCIIEPUMEHTHI  MOKa3ajlyd, 4YTO TIpHU
ONPENECTEHHBIX YCIOBUSX PE3yJIbTaThl MOACIUPOBAHUS BHUPYCHOM SNUAEMHUM Ha
ocHOBe MoauduitmpoBanHoi Mojienu Puna—®pocTa HaAXOAUTCS B XOPOIIEM COTJIaCUU
C pe3yibTaTamu, MOJYYCHHBIMH METOJOM HWMHTAIMOHHOTO MOJAECIMPOBAHUS Ha
ciny4aiiHeix rpadax Opnaéma—Penbu. B yacTHOCTH, XOpoliee corjgacue MMeeTcs JUis
rpadoB ¢ manoi cBs3HOCTHIO (C < 0,01) u Oombioit cBsizHOCTHIO (€= 0,5). C pocToM
CTak)K€ YMEHBIIIAETCS BIUSHUE HA pPeE3yibTaThl CpaBHEHHsS mapameTpa o. llpu
3HAYEHUAX CBSI3HOCTH mopsiaka ¢ = 0,05 pe3yabTarsl IBYX 3THUX IMOJIXOJIOB MOTYT
CYLIECTBEHHO OTJIMYAThCS; MAKCUMAJIBHOE OTKJIOHEHHWE YHUCIa 3apaKEHHBIX Y3JIOB,
IpeACKa3bIBAEMOE Pa3IMYHBIMU CITOCO0AMU MOACITUPOBAHUS MOXKET JocTUrath 20%.
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CUCTEMBI ABTOMATHIIMPOBAHHOI'O IPOEKTUPOBAHUSA N
I'EOMH®OPMAINMOHHBIE CUCTEMBI

YK 004.62

MOJEJIN U AJI'OPUTMbI XPAHEHWSI 1 OBPABOTKHU JAHHBIX 111
CO3JAHUA I'NC «JIECHBIE ITIOKAPBI B POCCUUCKOU ®EJAEPALIUN»

MODELS AND ALGORITHMS OF DATA STORAGE AND PROCESSING
TO CREATE A GEOINFORMATION SYSTEM
"FOREST FIRES IN THE RUSSIAN FEDERATION"

Jlanun A.H., Munacos .M., llupokoBa A.A.,
OI'BOY BO «Y puMckuil yHUBEPCUTET HAYKU U TEXHOJIOTUI»,
r. Yda, Poccuiickas @enepanus

A.N. Lapin, Sh.M. Minasov, A.A. Shirokova,
Federal State Budgetary Educational Institution of Higher Education
«Ufa University of Science and Technology»,
Ufa, Russian Federation

e-mail: meccos160@yandex.ru, minasov(@ufanet.ru,
ann2002wide@gmail.com,

AnHoTaumus. OnucaHa TEXHOJOTHUSI cOOpa, XpaHEHHs, 0OpaOOTKH U METOJ
BU3yaJlM3allMM JAaHHBIX O JIECHBIX MOXkapax B pernoHax Poccuiickon Penepanumu.
Omnurcana oOmmas kiaccu@UKaIms JIECOB 110 IIeJICBOMY Ha3HAYCHUIO, IIPEo0JI1a atoIM
opojam | 1o rpymnmaM Bo3pacTtoB. [IpuBenena kinaccudukaims JECHBIX TOKAPOB 10
IJIOIIA/IM, TIPOWJEHHOW OTrHEM, IO CKOPOCTH PACHPOCTPAHECHHS U XapakTepy
Bosropanus. Pa3paborana wmomens W co3jgaHa 0a3a JaHHBIX IS XPAHCHHS
uH(popMaIMu O JIECHBIX Tokapax. [IpencraBieH yKpYNMHEHHBIH alroputMm cbopa
ouIMaTBHBIX JAHHBIX U3 OTKPHITHIX UCTOYHUKOB Ha OCHOBE aHAJIM3a CTPAHUI] caiiTa
Ha npumepe uHGopmanmoHHoro nopraia denepanbHOro OHOIKETHOTO YUPEKACHUS
«llenTpanpHas 0aza aBUALIMOHHOW OXpaHbl JecoB». OOOCHOBaH BHIOOpP crocoba
OMHUCAaHUsI KOOpPAWHAT IS COOpaHHBIX JaHHBIX. BpIMoOIHEHAa mporpaMMHas
peanuzanus Mpolecca BU3yalIM3alldy MPOCTPAHCTBEHHBIX AaHHBIX. CoOpaHHBIE B
pe3yJibTaTe peanu3aldy MpoekTa U3 oPUIMaIbHBIX UCTOUHUKOB JAHHBIC BKJIIOYAIOT
OIIEHKY KOHOMMYECKOTo yiiep0a, HaHECEHHOTO (deepaibHOMY OIO/IKETY JIECHBIMU
N0’KapaMH, a TaK)Ke NOTEPHU JIECHOTO MOKPOBA 3a MOCIEAHNE BOCEMb JieT. [IpuBeaeHsl
IPUMEPHI BU3yaM3allMM CTaTUCTUYECKUX JaHHbIX Ha kapte PO 3a 2022 u 2023 rr.
[IpencraBnennple B JaHHOW myOnmkaruu naHHbie 3a 2023 ronm akTyasibHbl Ha 18
anpess 2023 roxa.
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Abstract. Describes the technology for collecting, storing, processing, and
visualizing data on forest fires in regions of the Russian Federation. Describes the
general classification of forests by purpose, predominant species and age groups. The
classification of forest fires by area covered by the fire, by speed of spread and nature
of'ignition is given. A model has been developed and a database for storing information
on forest fires has been created. An enlarged algorithm for gathering official data from
open sources is presented on the basis of analysis of web-sites pages by the example
of the information portal of the Federal State-Financed Institution "Central Base of
Aviation Forest Protection". The choice of a method for describing coordinates for the
collected data was justified. The software implementation of the process of spatial data
visualization was carried out. Data collected as a result of the project from official
sources include an estimate of the economic damage caused to the federal budget by
forest fires, as well as forest cover losses over the last 8 years. Examples of
visualization of statistical data on the map of the Russian Federation for 2022 and 2023
are given. The 2023 data presented in this publication are current as of April 18, 2023

KiarueBble cjioBa: jJecHON moXkap, MapupoBaHUE HEIITATHOW CUTYyalluu, 0asza
JIAaHHBIX, pesaronHas moaenb, CYB/I, reoqanHbie, CTaTUCTHKA.

Keywords: forest fire, emergency response, database, relational model, DBMS,
geodata, statistics.

BBenenue

Opnoit u3 BakHeHmux mpodiiem Poccuiickoit denepanuu, 46,6% rmomaam
KOTOPOM TOKPBITHI JIECHBIM MacCUBOM [ 1], aABisiroTCs JiecHbIe moxkapsl. B 2021 rony
JIECHBIE TOXaphl COKpaTWiu (eaepanbHblii OroxkeT Ha 10 MuImuapioB pyOJie.
Poccuiickoe otaenenue «I'puHIKCY COOOIIMIO, YTO 3a 4eThipe Mmecsua 2022 roaa
iowaas noxapos B CuOupu npesbicuia MaciiTadsl moxxapos B 2021 roay B 1Ba pasa
[2]. [To penieHuIo TIIaBBI TOCYAAPCTBA, HA MPEAOTBPALICHHUE U JIMKBUAALMIO MMOKAPOB
B (peaepasibHOE (pMHAHCUPOBAHUE OBLIO yBEIWYEHO ¢ 6 mupa pyonen no 14,2 mupa
pyouei [3].

[{enpro HaCTOSIIETO MPOEKTA SBISETCS MOBBIIIEHNE YPPEKTUBHOCTH TpoIecca
aHaJu3a JAHHBIX O JIECHBIX MOXKapax JJisl IPUHITHUSL PEIICHUI O MeCTax MPOBEACHUS
MIPOTUBOIIOKAPHBIX MEPOTNPHUATUNA, MUHIMHU3AIUN YIIiepOa OT MOXKapoB U 3aTpat Mpu
WX TYIICHUHU.

JI71s1 NOCTUKEHHS YKa3aHHOM 1I€JIM TOCTABJICHBI M PELIEHBI CIEAYIOIINE 3aaUu:

— pa3paboTaTh MOJIeTh 0a3bl JAHHBIX JUIsI XpaHEHUsT HH(OOPMAITUH O JIECHBIX
noxkapax;

— pa3paboTaTh aNTOPUTM aBTOMATU3UPOBAHHOTO cOOpa 0pUIIMATBLHOM
uHGOpMAaIUH O CIIy4asiX JECHBIX MOKapoB Ha Tepputopuu PD;

— BBITMIOJHUTH MPOTPAMMHYIO PEATH3AINI0 TeOMH(GOPMAIIMOHHON CHCTEMBI
HATJISITHO OTOOPaXKaIOIIyI0 MH(POPMAITHIO O JIECHBIX MOXKapaxX Ha TEPPUTOPHUH
Poccuiickon ®enepanuu;

— coOpaTh 1 00paboTaTh CTATUCTUYECKHUE JJAHHBIE O JIECHBIX MOXKapax B
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pernonax PO 3a nociegHue BOCEMb JIET.

Knaccudukanus jgecoB B peruoHax P@®
Knaccudukanus necos B PO onucana B [4] u npeacTaBiieHa Ha pucyHke 1.

| KJIACCUDUKAILINS JIECOB |
[ [ [

I[To ueneroMy ITo mpeo6aagaroniHM
— — [To rpymmam BozpacTta [
HAZHAYICHHIO HOpOZ[aM
M MOIO0JHAKH —
= 3aIHTHEIE — XBOIHHEBIE
CpellHeBO3pacTHEIE [
= pesepBHEIE — TBepIOMHCTBEHHEIE
[pHCIIEBAIOMIHE [
L sKcmmyaTarHOHHEIE | ' MATKOTHCTBEHHEIE clieIsle H |
IICI]CC'I'OI:IHI:\IC

Pucynox 1. O6mas knaccudukainus Poccuiickoro ieca

Kiuaccnpukanus JecHbIX OKAPOB

B pabote paccMaTpuBaroTCs JECHBIE MOXKapbl, KiacCU(PUKALU KOTOPBIX
npeioxkena B [5]. x knaccudukanus npeacTasieHa B Tabaumax 1, 2.
Tabmuna 1. Knaccudukanus noxxapoB 1o miomajay, NpoiIeHHOW OTHEM

Knaccudukanys JIeCHBIX TT0KapoB ITo ckopocTu pacnpocTpaHeHus (M/MHUH)
ITo xapaktepy Bo3ropaHus YcroitunBbie bernnie

Huzoseie | IloacTuiouHO-ryMycOBbIE 1-3 3-5
Hannousennsie

ITomsiecHO-KyCTapHUKOBBIE

Banesxunie

ITneBBIC
Bepxoseie | BepmmnHHbIe 5-25 25-75
IloBanbHBIE

CTBOJIOBBIE
Tabnuna 2. Kinaccudukariys moxxapoB 10 CKOPOCTH PaCIIPOCTPAHEHUS U XapaKTepy
BO3TOpaHUs.

Knacc noxapa Al B [ B | T | m || m@ | @m | &4
IInomane, npoiiaeHHas <0,1|01-1| 5- 50 — 150 — 250 — 1000 — >10000
orHEM (ra) 5 | 50 | 150 250 1000 10000

Ba3a naHHbIX

Jlist XpaHeHUs TaHHBIX O JIECHBIX MOXapax pa3padoTaHa MOJIEb 0a3bl JTAHHBIX
[6]. B xauectBe CYBJ] BeiOpano cBobomnoe IO CYBJ] MariaDB. ®usnueckas
MOJIeNTb Oa3bl TaHHBIX MPEJCTaBICHA HA PUCYHKE 2.
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( Peryon_P® A ( Hacen@HHbli#_nyHkT h
|| Koa_peruona integer(10) U b=sn || Kop_macen@énHoro_nyHkTa integer(10) U
Haumenopauue_perwosa varchar(255) : Haumenorauue_nacenéuuoro_nyukta varchar(255)
Feopauubie blob : Haceneuue (qen.) integer(10) m
¢ B Kod_necrozo_paiiona integer(10) : Feopanuble blob
: s L ’5‘ Kod pezuona integer{10) F
i flecHoi_paiioH B e —————
4 || Koa_necHoro_paiioHa integer(10) U 'ﬂ 'r (- Cry4ait_nowapa 2
Haumenopauue _necworo_paitowa varchar(255) : | Koa_noxapa integer(10) U -g
'3 Kod_necopacmumensHol_30Hb! integer(10) i be ?‘1 Kod_pezuowa integer(10) -y
=@ Data_noxapa date IN] :
é flecopacTutensuan_sowa R Miopei_Ha_TyweHuw integer(10) [ :
| Koa_necopacTutentHoi_soHbi integer(10) U ]| TexHui_Ha_TyleHuu integer(10) ] !
Haumenopauue necopacTuTensHoW_3oMbl  varchar(255) Mnowags(ra) integer(10) m :
Munmmanshsiii_ywep6(py6) integer(10) [N] i
( Tun_ape Be Cithb W ————————— =
| Koa_tuna_ppesecuHbl integer(10) U 'ﬂ : ( T Pr—. ~N
Mopopa varchar(50) | || Kom_nechuuectsa integer(10) U
aponpou3sopuTeNbHOCTL integer(3) : Hawmenosanue_nechudectea  varchar(255)
\ Makcumansuan_temnepatypa_ropeuun(C) integer(S) 03 Kod_peauona integer(10)
( NecHMHecTBo_ THN_ApesecHHbl ) 4
'\I Kod_necnuvyecmea integer(10) B
" Kod_muna_dpeeecuHsi integer(10)
\ Mnowaps_nacaxgewuwit(ra) integer(10) Bﬂ ) Powered By Visual Paradigm Community Edition @

Pucynok 2. Mopenb 1aHHBIX pa3paboTaHHON MH()OPMAIIMOHHONW CUCTEMBI

AJIropuT™ c00pa HHPOPMAIUHN U AHAJIN3A MOJYYEHHBIX JAHHBIX

ExxelHEBHBIE TAaHHBIE O YKCIIE JIECHBIX MOKAPOB B peruoHax Poccun noisryyeHsl
¢ caiita @eaepanbHOro Or0/KETHOTO yupexaenus «llenrpanbHas 6aza aBUAITMOHHON
OoXpaHbl JecoB» [7], sBusroutuiicss oQUIMATbHBIM HMCTOYHUKOM JaHHBIX. J[os
ObicTporo cbOopa MaHHBIX OblJJa TPUMEHEHa TEXHOJOTHUS aHajiu3a COJCp>KaHUS
MH(POPMAIIMOHHBIX CTpaHUIL (MAPCUHT) peaiIn30BaHHAasl B BUE MPOTPAMMBI Ha SI3bIKE
nporpammupoBanus Python 3.0.

Ha pucynke 3 mpencraBieH yKpPYMHEHHBIH aaropuTM pabOThl MpPOrpamMMBI.
[Iporpamma, peanusyroliasi aJiIrOPUTM aHaJIW3a JAaHHBIX 3apEeTUCTPUpPOBaHA B 0aze
JAHHBIX TporpaMMHoro oodecneyenust Pocnatenr [§].

Busyanu3zauusi reoJaHHbIX

Jns BU3yann3anuuy JaHHBIX CETMEHTUPOBAHHBIX 110 peruoHaMm Poccuiickoi
denepanyu ObLTH TPUMEHEHBI 00IIIEIOCTYITHBIE JAHHBIC O TPaHUIaX peruoHoB PD
[9].

B kauectBe 110 ansa Bu3yanuzaruu JaHHBIX BRIOpaH MPOTPaMMHBINA MTPOTYKT
ArcMap. U3 aByX TOCTYynmHBIX cUCTeM KoopauHat ArcMap (Ttabnuna 3) ns
peanuzaiuuy MpoeKTa BeiOpaHa 2-11.
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Pucynoxk 3. YKkpynmHEHHBIN anroput™ coopa TaHHbIX

Tabnuna 3. CpaBHeHHE BEIOMPAEMBIX CHCTEM KOOPIMHAT

GCS_WGS_1984

Asia_North Albers Equal Area Conic

Datum: D WGS 1984

Spheroid: WGS 1984

Semimajor Axis: 6378137,0
Semiminor Axis:
6356752,314245179

Inverse Flattening: 298,257223563

MpeJICTaBJICHHbIE B
HacCTpOMKax CUCTEM
koopauHat ArcMap
10.8

Tpusnax WKID: 4326 Authority: EPSG WKID: 102025 Authority: Esri
Angular Unit: Degree D
(0,0174532925199433) E;ﬁ’igcﬁ‘;ﬁ{ir‘g’grg
XapaKkTepUCTUKY, Prime Meridian: Greenwich (0,0) F alse:Northing: 0,0

Central Meridian: 95,0
Standard Parallel 1: 15,0
Standard Parallel 2: 65,0
Latitude Of Origin: 30,0
Linear Unit: Meter (1,0)

Buennwmii Bua quarpaMMbl peaii30BaHHON B JAHHOM paboTe, peICTaBlIeH Ha

puCyHKe 4.

Yncno cirydaen
BO3HHKHOBEHUS
noapa 3a 2022 rox:

[30-2
@3- 15
E16-20
mm21-34
m35-55
I 56 - 65
I 66 - 98
99 - 146
B 147 - 166
167 - 216

PucyHnoxk 4. Bua nuarpaMmsl 4McCIia JECHBIX OKapOB

[Tomyuennsie B pe3ynbTaTe 00paboTKu naHHbie 32 2022 r0A MO3BOJISAIOT
BBIICNIUTH 3 Hanbosee moskapoomnacHbix peruona B 2022 roay: CBepasioBckasi 00J1acTh
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— 216 cnyuaes; Pecyonuka Caxa — 203 ciygas; XabapoBckuit kpait — 199 cnyuaes.
Taxke BBIABIICHHAs AWHAMHMKAa pOCTa 4YMCiIA JIECHBIX IIOXKAapoB B peruoHax PO
MO3BOJISIET BBIJCIUTH PETUOHBI C HAUOOJIBIIMM YHUCIIOM JIECHBIX TOKAapPOB 32 KaXKIIbIH
Mecsll: B MapTe — 3abaiikanbCKuii kpaii (6 cimyyaeB) 1 AMypckas 06sacTh (5 ciiydaeB);
B anpeinie (1o 18 uucna BiIouuTenbHO) — CBepasioBckas obmnacth (15 ciyuaes),
3abaiikanpckuii kpai (12 cimygaeB) u Amypckas o6macts (11 ciryqaes).

~e N

siHBapb — ¢eBpaiib 2023 roja ﬂ Mapt 2023 roga

Yucio ciyyaes
BO3HHKHOBEHHS
noapa 3a 2023 rox:

- N

SNV W e o
PR T

ERRE0

n

ampess (no 18) 2023 roxa

Pucynok 5. Jluarpammel uyncia gecHbix moxapos ¢ 01.01.23 no 18.04.23

BriBOALI

B Hactosimeit pabore omucaHbl M peaju3oBaHbl MOJENb 0a3bl JAHHBIX U
JITOPUTM  aBTOMATHU3MPOBAHHOIO cOopa  CTATUCTMYECKOM HMHpopManmuu U3
O(QUIMATBHBIX OTKPBITHIX HCTOYHUKOB, IO3BOJISIOUIMM CYIIECTBEHHO COKPaTHUTh
BpeMss Ha (GOpPMHpPOBaHHME W  aKTyalW3alldi0 JaHHBIX  pa3pabaThIiBacMOM
reonH(OpMalMOHHON CHUCTEMBI O JIECHBIX Moxkapax. CucTeMma NpeaHa3HaueHa Jis
NOAJICP)KKM ~ TNPUHATHS ~ pEUIeHUMH MNpuU  IUIAHUPOBAHWU  IPOTHUBOIOKAPHBIX
MEPOTNPUATUNA U MEPONPUATHIA N0 TYLICHUIO MTOKAPOB B CITy4yae BOZHUKHOBEHUS TAKUX
cutyanuii. [lokazano, yto paspaboraHHas reouH(OpPMAaIMOHHAS] CUCTEMa MO3BOJIET
NOBBICUTh 3((PEKTUBHOCTh aHaNIM3a COOPAHHBIX JAHHBIX JJI HPOTHO3UPOBAHMS
II0KapOONaCHOM cuTyaluu Ha Teppuropun Poccuiickon denepanuu.

B pesynbpTare mpojenaHHoi paboOThl U3 OPUIIMATBHBIX UCTOYHHKOB COOpaHbI
JAHHBIE O JIECHBIX MOXapax, Mpousowmeqmux Ha tepputopuun PD 3a mocienHue
BoceMb JieT. Pe3ynmbraThl 00pa®OTKM TONy4YeHHOW WH(OpMAIMK TOATBEPIUIH
aKTyaJbHOCTb BBIOPAHHOIO HallpaBiieHUs wHcchaeaoBaHuid. KoamuecTBo moxapos,
IUIONIab, MPOWJIEHHAas OTHEM, M CyMMa Yyliepba, HAaHOCUMOTO 3KOHOMHKE PO
HEYKJIIOHHO pacTyT. CoOpaHHbIe JaHHbIE TakXe€ BKIIOYAIOT HEOOXOIUMYIO
uHbOpMaIuio 11 BepupUKAIIMU TEOPETUISCKUX MOJIeNIeH pactpocTpaHeHus (poHTa
JIECHBIX TO0XXKApOB M pEIIeHUs 3a1addl (OpPMHUPOBAHUS UX LUGPOBBIX JIBOHHUKOB.
dakTUYECKHUE JAHHbIE MO3BOJISIOT YTOYHUTH 3HaUYC€HUS KOA(P(OUIIMEHTOB YypaBHEHUM
perpeccuu, TMPUMEHSEMBIX JUIsl TPOTHO3UPOBAHMS JBUKEHUS (PPOHTA JIECHBIX
M0’KapOB HA Pa3JIMYHBIX TEPPUTOPHUSIX, OTIIMYAIOIINXCS BUAOM U IIJIOTHOCTBIO JIECHBIX
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MaccuBoB. Hanbosee akTyanbHBIMU B HAILIEM CTy4yae SBJISIIOTCS JJaHHBIE O MOXKapax B
TPYJAHOAOCTYIHBIX JJIsi OCYIIECTBICHUSI MEPOIIPUATUHN MO MOXKAPHON MPOPuUIaKTUKE
U JIMKBUJAIUU Bo3ropaHuil. OHU MOJIE3HBI JUIS MIOAAECPKKUA MPUHATHS pEeLICHUN Npu
NapUPOBAHUU TOJOOHBIX HEIITATHBIX CUTyallMid W TO3BOJISIIOT MUHUMH3UPOBATH
HEraTUBHBIE TIOCJIEACTBUS B YCJIOBHUSIX OTCYTCTBUSI BO3MOXHOCTH OINEPaTHUBHOM
JUKBUJAIUA TOXKAPOB BBUJly OTPAHMUYEHHOTO JOCTYNMa K OXBAaYE€HHOW OTHEM
TEPPUTOPUM, HENOCTATOYHOCTH PECYPCOB B JIOKAIMU BO3TOPAaHMS U OTCYTCTBUU
JIOCTATOYHOTO BPEMEHHU HA UX JIOCTABKY.

[Ipn peanu3anmu NOpPOEKTa HCHOIb30BATUCH CBOOOJHO-PACIIPOCTPAHIEMOE
porpaMmMHoe obecrniedeHue: a3k nporpammupoBanus Python, Cucrema ynpapiienus
0azamu nanHbix MariaDB, a Takyke MHCTpyMEHTapuil AJis CO3AaHUs U BU3YyaJU3alUU
reojanHbix ArcMap. Hcnonb3yemble B paboTe MNpPOrpaMMHBIE HHCTPYMEHTHI
MO3BOJIAIOT OINEPATUBHO B3HOCUTh B NPOEKT M3MEHEHUS U JIONOJIHEHUS Kak JJIst
HaIoJHEHHUs 0a3bl JaHHBIX HAKOIUICHHOM paHee nH(opMalre, Tak v Jyisl peaiu3aiuu
3aJ1ay NPOTHO3UPOBAHHUS.
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HEKOTOPBIE BOITPOCBHI UCITIOJIB3OBAHUSA CTAHIAPTOB B
CUCTEMAX ITPOTPAMMHOI'O OBECIIEHEHUA
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AnHoTanms. CerojHs CTpPEMUTENbHBIA pOCT U mmupokoe npuMenenne NKT
ABJISIETCA OJTHOM W3 MPUOPUTETHBIX 33/1a4 COUHUAIBHO-3KOHOMUYECKOTO PA3BUTHS, U
poJib CTaHJapTU3allMd B €€ pEIICHHMH OrpoMHA. B CBSI3M C O3TUM BO3HUKAET
HEOOXOIMMOCTh Pa3pabOTKU U PAa3BUTUS CTAH/IAPTOB, OCHOBAHHBIX Ha MPUHIIMIIAX
ONTUMAJIBHOCTH, TMPO3PAYHOCTH, I(PPEKTUBHOCTH M 11eTIeCO00pa3HOCTH B cdepe
TEJICKOMMYHUKAIMA U WHPOPMAIMOHHBIX TexHoJIoTui. Opranu3aiuu, padoTaroIme
HaJl HAI[MOHAJIBHBIMU CTaHAApPTaMH, MOTYT HCIOJb30BaTh MEXKIYyHAPOIHbIC
CTaHAapThl B KAYECTBE OCHOBBI.

B unensx crumynupoBanus paszButus HUKT B AsepOaiiipkaHe COBMECTHBIM
MprUKa3oM MUHHUCTEPCTBA CBSI3M M BBICOKMX TEXHOJIOTMA H ['oCyaapCTBEHHOIO
KOMHUTETA II0 CTAHAAPTHU3ALUMWHA, METPOJIOTMM W mnareHTam, a ¢ 2008 ropa
ocyuiecTBisieTcss TeXHMYeCKUM KOMUTETOM Mo cTaHiaptuzanuu «MHpopMalnoHHo-
KOMMYHUKAIIMOHHBIE TEXHOJIOTUW.

[Iponykter u ycnyru HMKT mmpoko pacnpocTpaHeHbl B KOMMEPYECKOM,
MIPOMBITIUICHHOM Y OBITOBOM CEKTOPaX SKOHOMHUYECKU Pa3BUTHIX M Pa3BUBAIOIIMXCS
cTpaH. B pe3ynbTaTe MCHONIB30BAHUSI KOMITBIOTEPU3UPOBAHHBIX YCTPOMCTB BO BCEX
chepax KM3HM BECh MHUP HAXOIUTCA TOJ BIMSHUEM IPOTPAMMHBIX CHCTEM U
CBSI3aHHBIX C HUMH YCIIYT.

Crnextp npoayktoB u yciayr UKT Beipoc u paciupsiercs (ynpasiaeHue Tpahukom,
UH(OPMAIMOHHBIE CUCTEMBbI, OOJlauHble cepBUChl, WHTepHeT Bemieil). B uemsax
3allUTHl HHTEPECOB MOJIb30BaTelield He0OX0AMMO MUHUMHU3UPOBATh BCE BUbI PUCKOB,
KOTOpbIE MOTYT BO3HHMKHYTh B pe3yjibTaTe OIIMOOK K OTKa30B IPOrpPaMMHOIO
obecrieuenue (I10). Onepatopsr [10 u cucTeMHBIE HHXKEHEPHI TOKHBI 00€CTICUNTh
HAJIe)KHOE MPEAOCTaBICHHUE YCIyT IJIsi OM3HEca, MPOMBIIUIEHHOCTH U OOIIECTBa B
IIEJIOM ITYTEM CO3/IaHUs HaICKHBIX U 0€30MaCHBIX CHCTEM.
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Annotation.Today, the rapid growth and widespread use of ICT is one of the
priority tasks of socio-economic development, and the role of standardization in its
solution is enormous. In this regard, there is a need to develop and develop standards
based on the principles of optimality, transparency, efficiency and expediency in the
field of telecommunications and information technology. Organizations working on
national standards may use international standards as a basis.

In order to stimulate the development of ICT in Azerbaijan, by a joint order of the
Ministry of Communications and High Technologies and the State Committee for
Standardization, Metrology and Patents, and since 2008 it has been carried out by the
Technical Committee for Standardization "Information and Communication
Technologies".

ICT products and services are widespread in the commercial, industrial and
residential sectors of developed and developing countries. As a result of the use of
computerized devices in all areas of life, the whole world is influenced by software
systems and related services.

The range of ICT products and services has grown and is expanding (traffic
management, information systems, cloud services, Internet of things). In order to
protect the interests of users, it is necessary to minimize all types of risks that may arise
as a result of software errors and failures. Software operators and systems engineers
must ensure reliable service delivery to business, industry, and society at large by
building reliable and secure systems.

KaoueBble  cjoBa:  cTaHjapTu3aiusi, MpPOTpaMMHOE  OOecreyeHue,
MPOrpaMMHUPOBAHKE, TECTUPOBAHUE MPOTPAMMHOTO OOECIEeUYEHUs, SKCIEPTH3a,
3(PEeKTUBHOCTb.

Keywords: standardization, software, programming, software testing, expertise,
efficiency.

BBenenue

[Iporecc pazpabOTKK TPOrPaMMHOTO OOECTICUCHUS 3HAYUTEILHO U3MEHUIICS Ha
MPOTSHKCHUH BCEH MCTOPUU KOMIIBIOTEpPOB. IIporpamMmMupoBaHuE MPEBPaTUIOCH U3
BUJIa WHTEIUICKTYaJbHOW JEATECITLHOCTH, TPEOYIOMICH TBOPYECKOTO MBIIUICHUS |
CIIEIMaIbHBIX HABBIKOB, B MacCOBOE IMPOM3BOACTBO M IMPEBPATHIIOCH B WHIYCTPHUIO
MPOU3BOJICTBA TPOTPAMMHBIX TMPOIYKTOB. ITO TpeOyeT peryJIupoBaHUs W
CTaHJApTU3AIUU €T0 HOPMATUBHON Oa3bl.

CnoxxHOCTh, pa3Mep ¥  OTBETCTBEHHOCTh  (DYHKIIMH,  BBITIOJHSIEMBIX
COBPEMEHHBIMH TIPOTPAMMHBIMA KOMIUIEKCAMHU, CTPEMUTEIHHO BO3PACTAIOT, OHH
npuMeHsitoTest B cepe TpaHcropta, GpuUHAHCOB, 00pa3oBaHMs, 3PABOOXPAHCHUS,
IOPUCTIPYICHITNH, BOCHHOTO Jiefia, ou3Heca u npyrux chepax [1]. 1o mepe yBenmueHus
GbyHKUMNA, pa3Mepa U CTOMMOCTH MPOTrPaMMHOTO OOECHEYEeHHsS] PacTyT U METOJbI,
MOJIeNId, UHCTPYMEHTbl U METPUKHU, MOAJEPKUBAIOLIME MPOTPAMMHYI0 HHXKEHEPHUIO
(ITN). TpeOGoBaHusi 3aKa34YMKOB U TIOJIH30BATENIEM K KadeCTBY M OE€30MaCHOCTH
MCIIOJIb30BAHUS TPOTPAMMHOTr0 00ecredeHus IOCTOSIHHO Bo3pacTatoT. Takum
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oOpa3oMm, HHpOpMaIMOHHAs 0€30IaCHOCTh 3aHMMAET BHUJHOE MECTO B CHUCTEME
HaI[MOHAJbHOW O€30MacCHOCTH B CHIIy cBOed BaxkHOCTH [2]. OpHMM U3 cnocoOoB
oOecrieueHUss HMH(POPMALIMOHHOW OE€30IaCHOCTH  SIBJISIETCSl  perjlaMeHTalus |
CTaHapTU3aLUsl HOPMATUBHOM 0a3bl IPOrPaMMHOTO 00€CIIEUeHUs TP pa3paboTKe.

O cranaapTH3aNMU CHCTEM POrPAMMHOIO 00ecreYeHusl.

B HacTos1ee Bpems persiaMeHTanys ¥ CTaH1apTU3alnsl IIPOLECCOB, TEXHOJIOTUH,
METOJIOB U CPEJCTB pa3pabOTKH, IPUMEHEHUS, FKCIUTyaTallil U COBEPLICHCTBOBAHNUS
IIPOTPAMMHBIX KOMIUIEKCOB SIBJIIETCS OJHHUM M3 aKTyaJIbHBIX BONpPOCOB. PasBurtne
KOMIIBIOTEPHBIX TEXHOJOTMH U MPOrpaMMHOIO OOECHEeUeHUs: HEBO3MOXHO O€3
UCITOJIB30BAHUSI MUPOBOT'O M OTEYECTBEHHOTO OIIBITA.

CTpeMuTeNbHBIM POCT CIIOKHOCTH M pPa3MEPOB COBPEMEHHBIX MPOrPaMMHBIX
KOMILJIEKCOB, @ TAaK)K€ IMOBBIIIEHUE OTBETCTBEHHOCTU BBIMOJHSAEMBIX UMU (DYHKIIHIA
MOBBICHJIA TPEOOBAHUS 3aKa3YUKOB U MOJIB30BATENEH K UX KaYECTBY U O€30MaCHOCTH
noJsib3oBaTenel. CTpeMHUTENbHOE Pa3BUTHE MHYCTPHUH NMPOTPAMMHOIO 0OECeUeHUs
Tpedyer oT I[IO Oonblueidd AMHAMHUYHOCTA W WHHOBAIIMOHHOCTH B MPOLECCE
pa3paboTku.CylIeCTBYIOT pa3JIMYHbIE 3aKa3bl HAa COBPEMEHHBIE NPOrpPAMMHbBIE
KOMIUIEKChl. OHH TNPUMEHSIOTCA B TpaHCIOPTE, (UHAHCAX, 3/IPaBOOXpPAHEHUH,
o0Opa3oBaHHH, IOPUINIECKOM, BOCHHOM, OM3HEC-CEKTOpE U JIpyrux chepax. [1o mepe
yBesnn4yeHus: QyHKUuH, pazmepa u ctouMmoctu 110 meTopl, MOAENN, HHCTPYMEHTHI U
nokasareinu, noanepxxusaromue 11, Taxke pazBuBarorcs u pacmupsitorcs. OIHaKo B
TEXHUYECKUX 3a/laHuAX MH(OOPMALMOHHBIX CUCTEM U B IOKYMEHTAX pealn30BAHHBIX
poeKToB NoHsATHE KadecTBa [1O, ero 3HaueHUE M KaKMMH XapaKTEPUCTHUKAMU OHHU
OIHCHIBAIOTCS, KaK U3MEPSITh U IPUMEHITh MHHOBAILIMU, HEe Toka3zaHbl. MHopmanus o
ToM, Kak J3¢dektuBHocTh [IO gomkHAa CpaBHUBATbCA C TpPeOOBAHUSIMH,
colepXalMMHUCS B KOHTpakTe, TEXHMYECKOM 3aJaHUM WM creuupuxkanusx,
HEJ0CTaTOYHO C(HOPMYIMpPOBAHA WM JIOBeJeHA 10 cBeAeHUs. VIMEeHHO mo 3Toi
OpPUYMHE BO3pAcTaeT CIPOC Ha MpPUMEHEHUE cTaHaapToB npu pazpadotke I10.
CranpapTu3anus — 3TO JESITENIBbHOCTh, OMNpPEAENAIONIas HOPMbI, MpaBWiIa H
XapaKTEPUCTUKU TPOIYKIHUH.

CranaapTel — 3TO JOKYMEHTBI, CO3JaHHbIE Ui OOECHeueHUs HaJeKHOCTH
MaTepuasoB, NPOAYKTOB, METOAOB M yciayr. OHHM ompenensioT TpeOoBaHUS,
crienuUKaIUy, PYKOBOMASINIAE TNPUHIMIBI, (QYHKIMH u mponeaypbl. OOBIYHO
CTaHAApPThl YTBEPXKIAIOTCS PAa3IUYHBIMA HALMOHAJIBHBIMU W  MEXKIyHapOIHBIMU
YUPEXKJEHUSIMH,  NPOPECCHOHANIBHBIMU  OOIIECTBAMH  WJM  OTPAcieBbIMU
opranuzanusMu. CTaHgapThl B OCHOBHOM KJIACCU(PHUIIMPYIOTCS CIEAYIOUM 00pa3oM:

- MEXXIYHapOJHbIE CTAHIAPThI;

- HaIIMOHAJIbHBIE CTAH/IaPThI;

- OPraHU3alMOHHBIE CTaHIAPTHI;

- CTaHJapThl IPOEKTA.

Crangaptsl B [IM 0XBaThIBAIOT CIIEAYIOIINE BOPOCHI:

- TEPMUHOJIOTUS;

- o01mIMe peKOMEH/IAINN;

- IPUHLIMIIBI 1EUCTBUS;

- PEKOMEHIalliHU JUIsl IPUMEHEHHUS Ha IPAKTUKE;
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- PEeKOMEHIallu1 0 CPEJICTBAM U METo/1aM 00pabOoTKU;

- TUTaH YNPABJICHUSI KAY€CTBOM;

- TUTaH BaJTUJAINHN U IPOBEPKHU.

[IpuMeHeHue ATUX CTAaHAAPTOB UMEET CJICYIONINE MPEUMYIIECTBA!

- MHKATICYJIUPYET JTyUITne IPAKTUKH,

- MPE0TBPAIIAaeT TOBTOPEHNE MPOIUIBIX OMIHOOK;

- OIIpe/eIIIeT MOHATUE KaueCTBa B KOHKPETHOM Cpelie;

- OMpeJIEISAET MOHATHE KAaYeCTBa OPraHU3alINHY;

- O0ecreunBaeT HEMPEPHIBHOCTD MPOEKTA, HOBBIE COTPYAHUKHA MOTYT
MIPOJI0JDKATH Pa3pabOTKy MPOTrPAaMMHBIX CUCTEM U T. 1.

Opranusanuu, padorawiue HaJ  CTaHAAPTAMH  NPOrPpaMMHOIO
o0ecneyeHusl.

Cranmaptel pa3pabOTKU MPOrpaMMHOIO OOEeCleueHHus pa3zpadaThIBaIOTCA
CIHEAYIONIUMHU OPTaHU3AIUSIMU:

- Meowcoynapoonas opeanusayusa no cmanoapmusayuu (ISO) pazpabatbiBaroT
CTaHAapThI BO Bcex cepax, B Tom uucie u B UT [3];

- Uncmumym npoecpammnoni umudxcenepuu (SEI) ycTaHaBiMBaeT CTaHAAPTHI
kauectBa PT u coBepiieHcTBa opranuzaiuii, B KoTopsix padoraet 10 [4];

- Uncmumym ynpaenenusi npoexmamu (PMI) pa3pabarbiBaeT CTaHIApPTHI IO
YIPABJICHHIO TIPOSKTaMH, 3aHUMACTCS TOBBIIMICHHEM KBaTU(UKAIIUU CICITHATHCTOB
[5];

- MeswcoynapooHnas s1ekmpomexuudeckas Komuccus — Meowcoynapoonas
anexkmpomexnuuyeckas komuccusa (IEC). Cranpaptel paboTtatoT B 00JacTu
ANEKTPUYECKUX, JJICKTPOHHBIX M CMEIIAHHBIX TEXHOJIOTHH. BOJBITMHCTBO 3THX
CTaHAapTOB pa3pabdarbiBatoTcs coBmecTHO ¢ [SO [6];

- Uncmumym unocenepos no snekmpomexuukxe u asnekmponuxe (IEEE) oxazan
OOJIBIIIYI0  yCIIYI'y B pa3pabOTKe CTaHIApTOB B O0JacTH DJICKTPOHHKHA U
BBIUMCIIUTCILHON TEXHHUKH [7].

CranaapThl Ka4ecTBa B CHCTEMAaX MPOrPaMMHOI0 obecrevdeHmsl.

MHuorue opraHuzanuu o BCEMy MHUPY pa3padaThIBalOT U BHEAPSIOT pa3InyHbIC
CTaHAAPTHl ISl TIOBBIIIEHUS TPEOOBAaHWI K Ka4eCTBY CBOETO IIPOrPAMMHOTO
obecrieuenus. B 7Toil ri1aBe KpaTKO OMUCAaHbl HEKOTOPHIE U3 MTUPOKO UCTIOIB3YEMBIX
CTaHJApTOB, CBA3aHHBIX C 00ECIIEUYEHNEM KaueCTBa U TECTUPOBAHHUEM.

Crangapt ISO/IEC 9126 kacaeTtcs cieayrolux acreKToB OlpeieiIeHHs KauecTBa
MPOTrPaMMHOTO  TPUJIOKEHUS: KA4eCTBEHHAsh MOJIelb; BHEIIHUE IIOKAa3aTeH;
BHYTPEHHHE HHIUKATOPHI; TIOKA3aTEI KauyeCTBA B UCIIOIH30BaHNUMU.

DTOT CTaHAPT MPEACTABISACT CO00I HEKOTOPHIM HAOOP aTprOYTOB KayecTBa s
J1000T0 MPOrPAMMHOTO 00ECIIeUeHHs, TAKOTO KaK: (PyHKIIMOHAIBHOCTh; HAJIEKHOCTB;
yI00CTBO HCIOIB30BaHUS; 3PHEKTUBHOCTD;, PEMOHTOIPUTOIHOCTh; TOPTATUBHOCTD.

BrleynomsinyTble aTpuOyThl KaueCTBa Jajiee MOAPA3ACIISIIOTCS Ha TOA(aKTOPHI,
KOTOPbIE MOKHO U3YUYHUTh MPU JETAITBHOM U3YUYEHUU CTaHAapTA.

Yacte 11 cranmapra ISO/IEC 9241-11 kacaercst creneHd, B KOTOPOH MPOIYKT
MO>KET UCIIOIh30BATHCS OMPENCICHHBIMU TIOJ30BATEIISIME JIJIST TOCTHKEHUS
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ONpeNeNIeHHBIX lened  mocpeAcTBOM Db dextuBHOCTH, DPGHEKTUBHOCTH U
VY 10BIETBOPEHUS B ONIPENEIEHHOM KOHTEKCTE UCIIOJIb30BAHUS.

OTOT cTaHlapT MpeyIaraeT CTPYKTYpPY, OMUCHIBAIOIIYI0O KOMIIOHEHTHI yA00CTBa
WCITIOJIb30BAHUS M OTHOILICHUSI MEXKIy HUMHU. DTOT CTaHAApT pacCMAaTPUBAET y100CTBO
UCIIOJIb30BAHUSI C TOYKM 3pPEHUS IPOU3BOJUTENBHOCTH W  YAOBIETBOPEHHOCTH
nosib3oBateneit. CormacHo ISO 9241-11 ymoOGCTBO WCIONB30BAaHUS 3aBUCUT OT
KOHTEKCTa UCTOJIb30BaHUs, U YPOBEHb y100CTBA UCIIONB30BAHUS OYJET MEHITHCS 1O
Mepe U3MEHEHHS KOHTEKCTA.

ISO/IEC  25000:2005 mupoko U3BECTEH KakK CTaHAapT, COAepKallui
PYKOBOJACTBO MO TpPeOOBAaHUSM M OILIEHKE KayecTBa MPOrPAMMHOTO OOeCTeUeHHUs
(SQuaRE). OrtoT cranmapt moMoraer B OpraHu3allMd M YJIy4YIlIEHWW IMpoliecca,
CBSI3aHHOT'O C TPEOOBAHUSAMHU K Kau€CTBY MPOTPaMMHOI0 00ECIIEUEHUS U UX OLICHKOM.
[To cyTtn, ISO-25000 3amenser aBa crapeix cranaapra ISO, To ects [ISO-9126 u [SO-
14598.

Cepus cranaaptoB SQuaRE nenutcs Ha cneayronuye rpymnsl [8]:

«ISO/IEC 2500n - rpynnaynpasienuskadecTBoM (Quality Management
Division). CtanmapTel JaHHON TpYMNIbl ONPEEISIOT OOLIME MOJETH, TEPMUHBI H
OTIPE/ICJICHUS, UCTIONB3YEMbI€ B OCTANIbHBIX cTaHaapTax cepur SQuaRE. DToT Habop
CTaHAAPTOB TAKKE COACPNKHUT PYKOBOJCTBO MO HCIOJb30BAHUIO CEPUU CTaHAAPTOB
SQuaRE;

*ISO/IEC 250In — rpynnamonenukadectBa (Quality Model Division). B
CTaHAapTax JaHHOM TpYIIbl MPEACTaBICHb MOAPOOHBIE MOJEIM KadecTBa
KOMITBIOTEPHBIX CHUCTEM M IMPOTPAMMHBIX MPOJIYKTOB, Ka4eCTBAa MCHOJIb30BAHMS U
KayecTBa JAaHHbIX. JlaHHBI HAOOp CTAHIAPTOB TAaKXKE COICPKUT MPAKTUUECKOE
PYKOBOJICTBO IT10 HCIOJIB30BAHMIO 3aJaHHBIX MOJIECJIEN Ka4eCTBa;

* ISO/IEC 2502n — rpynmnan3mepenusikadectBa (Quality Measurement Division).
CranmapTel JaHHOM TpYIIbl BKJIIOYAIOT B ce0s ATAJOHHYIO MOJEIb H3MEPEHUs
KauecTBa MPOrPaMMHOIO MPOAYKTA, MATEMaTHYECKOE OIPEACIICHHE I0Ka3aTeen
KauecTBa M IMPAKTHUYECKHE PEKOMEHJALMU [0 HX HCIOJIb30BaHUI0. [IpuBeneHsl
IpUMEpPbl BHYTPEHHUX U BHELIHUX IMOKa3aTelield KayecTBa MPOrpaMMHBIX MPOIYKTOB
U CHCTEM, a TaKXKe HCIONb3yeMbIX TMoKa3zarened kadectBa. OmpeneneHsl U
MPE/ICTABIICHbI MEPHI KAYECTBA, JIEKAIME B OCHOBE 3TUX MEP;

*ISO/IEC 2503n — rpynnarpeboBanuiikkadecTBy (Quality Requirements
Division). CraHpapTbl [JaHHOM TpYIIbl MOMOTAIOT ONPEIEIUTh TPEOOBAHUS K
KaueCcTBY Ha OCHOBE MOJIeJIEH U MmoKa3areseil kauecTBa. DT TpeOOBaHUS K KaueCTBY
MOTYT OBITh HCIOJIb30BaHbl B TMPOIECCE BBISABICHUS TPeOOBAaHUNA K KadyeCTBY
pa3pabaThiBa€MOT0 MPOTPAMMHOTO MPOIYKTA WM B KAUECTBE UCXOAHBIX JAHHBIX JJIS
npolecca OLEHKH;

*[SO/IEC 2504n — rpynnaouenkukauectBa (Quality Evaluation Division).
CranaapThl TaHHOW TPYIIIBI COAEpKaT TpeOOBaHUS, PEKOMEHIAIMN U yKa3aHUS 110
OLIEHKE MPOrPaMMHOT0 MPOAYKTA OLIEHUINKAMH, 3aKa3YMKaMU UIH Pa3pabOTUYNKaAMU.
3nech K€ NPHUBEACHBI IpaBWia JTOKYMEHTUPOBAHHUS M3MEPEHUH B BUIE MOIYJI
OIICHKU;
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*ISO/IEC 25050 — 25099 - rpynmapacumpenus (Extension Division).
CraHgapThl TPYNIbl BKIIOYAIOT TPEOOBaHUS K KavyeCTBY TOTOBOI'O KOMMEPYECKOTO
nporpammHoro ooecrnieueHust (COTS) u oOienpuHsAThIE OTpaciieBbie GOPMbI OTYETOB
0 CTaOUJILHOCTH.

BriBoabI

B pesynbrare HMCHONB30BaHUS KOMIIBIOTEPU3UPOBAHHBIX YCTPOMCTB BO BCEX
cdepax KU3HU BECh MUP MOCTPaAall OT MPOTrPAMMHBIX CUCTEM U CBSI3aHHBIX C HUMH
YCIIYT.

AccoprumenT npoaykToB u yeiayr UKT yBenuuuiics u Bce 0obliie pacmupsiercs
(ynmpaBnenue Tpadukom, HHPOPMaLMOHHBIE CUCTEMBI, O0JIauHbIE CEpBUCHL, IHTEpHET
Belled W T.A4.). B mensx 3ammThl HHTEPECOB IOJIb30BATENsl HEOOXOIUMO
MUHHAMH3UPOBATh BCE BHJIBI PUCKOB, KOTOpPHIE MOTYT BO3HHKHYTh B pE3yJbTaTe
omubok u otkaza [10. B atoii pabore MHKEHEPHI-IPOTPAMMUCTHI HECYT OOJIBIIYIO
OTBETCTBEHHOCTh. (CuHcTeMHble UWHXKeHepbl, pabotatomme B [0, 10IKHBI
o0ecreunBaTh Ha/IE)KHOE 00CITY)KHBaHUE BCETO COOOIIECTBA, CO3JaBasi HAJEKHBIE U
0e3onacHble cucTemMbl. CTaHAAPTHI Pa3pabOTKH NPOrPAMMHOTO 00€CIIEYEHUsT UTPALOT
BaXHYIO poOJib B ympaBieHuu kadectBoM IO, ompenensss HeoOXoauMble aTpuOyThI
IIPOJYKTa WM MPOLECCa.

Cranpaptel 11 pazpabaTeiBatroTCsl, COBEpPUICHCTBYIOTCS M PACILIUPSIIOTCS B
pe3ynbTaTe MHTETpaluu, PEryJUpPOBAaHUS W ONTUMU3ALMH TEPEJOBBIX METOIOB U
TEOpHid, pa3pad0TaHHBIX B PE3YyJIbTAaTE UCCIECIOBAHUN U MIPUHATHIX HA IPEANPUATHUAX.
MexayHapoaHble CTaHAApPThl WIrparOT BaxHYK posb B paszButun 110. Onm
NPUMEHSIOTCS JJI1 CHIDKEHMsI 3aTpaT Ha mnpou3BoAcTBO I1O, KOHTpoisiss kayecTBa
IPOrPaAMMHBIX TPOYKTOB U MOBBILIEHUSI KAYE€CTBA CBSI3aHHBIX C HUMHU YCIIYT.
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AnHotaumusi. CTaThsi MOCBSIIEHA BOMpoOCy oOecrnedueHus: MHGOPMaAIMOHHON
oe3onacHoctu HedrerazoBoro cektopa (HI'C). B nactodiiee Bpemsi oOecneduTh
KOMILJIEKCHYI0O U OecnepeboitHyto padotry HI'C mnpakThuecku HEBO3MOXKHO 0€3
OPUMEHEHUSI aBTOMATU3UPOBAHHBIX CUCTEM  YOPABJICHUS  TEXHOJOTMYECKUM
npoueccoM (ACY TII). Ha 3akononarensHoM ypoBae ACY TII aBnsitorcs 00beKTaMu
Kputnyeckor uHpopmarmonHoit wuHbpactpykrypsl (KWU), mostomy K Takum
CHUCTEMaM MPEIbSIBISAIOT MOBBIIICHHBIE TPEOOBAHUS IO OOECIICUECHUIO0 UX HAJIEAKHOTO
(GyHKIIMOHHUpOBaHUA. MHOXECTBO MPEABbSABISEMBbIX TpPeOOBAaHUN  BBIHYXKIAeT
KOMIAHUM He(PTEerasoBod OTPAcId OTBETCTBEHHO IOAXOJIUTh K OIICHKE PHCKOB
uHbOpMallMOHHON Oe3omacHOCTH. B HacTosiiee BpeMsi CyIIECTBYET MHOKECTBO
METOJIOJIOTUM, IOMOTaIIIMX C BBICOKOM CTENEHbIO TOYHOCTH OLEHUTHh PHUCKHU
OpeanpusaTrs J000ro Maciurada u npoduis AesTeNbHOCTU. B 3aBrcUMOCTH OT Lienei
Y BO3MOXKHOCTEN Ka)KJ0il KOHKPETHON OpraHu3anuei MoKeT ObITh BhIOpaHa ofHa Uiu
HECKOJIbKO METOJIMK, AJI1 TOJIyYeHHUS JIOCTOBEPHOM M TMOJHOW OLIEHKHM PUCKOB
uHpopmamoHHo Oe3omacHocTd. B pabore mnpuBOAUTCS MNOAPOOHBIA aHAIIU3
COBPEMEHHBIX OOLIEU3BECTHBIX METOJMK [JIsi OLEHKH BO3MOXXHBIX PHCKOB
OPEIIPUITHS OT PeaIM3allii CIy4YailHbIX WM HAMEPEHHBIX YIP03 MHPOPMALMOHHOM
Oe3omnacHocTU. PaccMOTpeHbl IpenMyIecTBa U HEJOCTaTKA BCEX METOMK, a TAaKXKe
c(OpMyJIMPOBaHbl BBIBOJBI O TOM, B Kakux ciydasx 3¢(eKTUBHEEe NPUMEHHUTDH
KOKIYIO U3 HUX.
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Abstract. The article is devoted to the issue of ensuring information security of
the oil and gas sector (NGS). Currently, it is almost impossible to ensure the
comprehensive and uninterrupted operation of the NHS without the use of automated
process control systems (automated process control systems). At the legislative level,
automated control systems are objects of critical information infrastructure (CII),
therefore, such systems are subject to increased requirements to ensure their reliable
functioning. The multitude of requirements forces companies in the oil and gas industry
to take a responsible approach to assessing information security risks. Currently, there
are many methodologies that help to assess the risks of an enterprise of any scale and
activity profile with a high degree of accuracy. Depending on the goals and capabilities
of each specific organization, one or more methods can be selected to obtain a reliable
and complete assessment of information security risks. The paper provides a detailed
analysis of modern well-known methods for assessing possible risks of an enterprise
from the implementation of accidental or intentional threats to information security.
The advantages and disadvantages of all methods are considered, and conclusions are
formulated about in which cases it is more effective to apply each of them.

KiroueBnblie ciioBa: nHbopmalimonHas 0€301MacHOCTh, He(DTETa30BbIN CEKTOP,
yOpaBJIeHWE  PUCKAMH, OIIEHKa  PHUCKOB, KpUTHYecKas  HMHGOpMAaIlMOHHAS
unppactpykrypa, ACY TIIL

Keywords: information security, oil and gas sector, risk management, risk
assessment, critical information infrastructure, automated control systems.

Hedrerazoseiit cexrop (HI'C) siBnsiercs KIIFOUEBBIM CEKTOPOM JKOHOMMKHU
OpenOyprckoit 00J1aCTH ¥ BHOCUT 3HAYNTEIBbHBINA BKJIAJl B SKOHOMHKY U OO )KETHBIC
noctyrienus. Ha cerogusimHuii neHp Oojiee TpeTH BajJoOBOTO PETHOHATBHOTO
npoaykra (BPII) pernona cBsizaHO ¢ J0OBIYEH TMOJIE3HBIX MCKOMAEMBIX, YTO
coctaBisieT 36%, Ha BTopoMm MecTe BPII 3annmaror oOpabaThiBaroIiyie mponu3BOICTBA
— 13%, sTOoT X€ cekTop (PopMHpPYyeT OCHOBHBIE JOXOJbl KOHCOJUIUPOBAHHOIO
oromxkera obnactu B oobeme 31% u 15% coorBercTBeHHO. KoMmuiekcHas ycroitunBas
pabora HI'C B ycrmoBusX MEHSIONIEHCS BHYTPEHHEW M BHEIIHEW CPEIbl SBIACTCS
OCHOBOMW YCIIEIIHOCTH OW3Heca W pa3BuTus peruoHa B 1eiaoMm. K obwekram HI'C
OTHOCAT TIPOU3BOJCTBO, WH(MPACTPYKTYPHBIE KOMIUIEKCHI, TEXHOJIOTHYECKOE
OCHAIIIEHHUE, KOHTPOJIb ChIPhs, 0€30MaCHOCTb, YIIPABJICHHUE epcoHanioM [1].

CormacHo JlopokHOW KapTe 1O pPa3BUTHIO He(TErazoBoro CeKTopa
OpenOyprckoii 001acTu, MPOTHOZUPYEMBIA POCT 0O0HEMOB TI0OBIYU YTIIEBOJOPOTHOTO
ceipbs (YBC) B o6mactu k 2030 rojy, B 4aCTHOCTH 00BEM JJOOBIYM BCEX TUIIOB HEDTHU
yBenuuutes ¢ 20,9 1o 30 MiIH. TOHH., HAYHYTCSI pabOThI IO JTOOBIYE B IOMAHUKOBBIX
OTIOKEHUAX U (BIMIIOUIHOTO Ta3a, X 00bEM COCTABUT 3 MIH. TOHH. U 0,5 mMipa. m>
COOTBETCTBEHHO. OddektuBHOCTh TmepepadboTkn YBC B pamMkax yTUIU3ALMU
nonytHoro HedtTsaHoro raza (ITHI') mo permony mnoswicutcs ¢ 62% no 84%, a
HakoruieHHbIH 00beM [THI', HanpaBieHHbIl Ha T1yO0KYHO epepaboTKy Jis

(89]



CHUCTEMBI 1 METO/JIbI 3AIIUTHI THOOPMAILIMN

W3BJICUCHUS MTOJIE3HBIX KOMIIOHEHTOB 32 CUET HOBBIX MTPOECKTOB YTHUJIN3allUU, Oy/IeT Ha
ormetke 15,0 mapa M [2].

OueBunno, HI'C oTHOCATCA K aBTOMaTU3UPOBAHHBIM CHUCTEMAM YIPABJICHUS
TexHosornueckum mponeccom (ACY TII), kotopble, Kak NpPaBUIO SBISIOTCS
o0bekTaMu KpuTuueckoi nHpopmarmonHoit uHgpactpykTypsl (KMI). Hedrerazopas
OTpAaCIib, KaK ¥ MPOMBIIUIEHHBII CEKTOP B LEJIOM, MMPOAOJIKAET OCTABATHCS KPYITHOM
MUIICHbIO A1 kubepnpecTynmHukoB. OO0 3TOM TOBOpAT cBexue OTdeThl Positive
Technologies — koiuuecTBO arak Ha MPEANPUATHS BbIpocsio Ha 53% 3a BTOpOIii
kBaptan 2022 roma. Ilo cratuctuxke Kaspersky ICS CERT, nons artakoBaHHBIX
koMmibroTepoB ACY TII 3a mepBoe MOIyroaue MPaKTHUYECKH HE U3MEHWIOCH I10
CpPaBHEHHUIO € TpoUUIbIM TojgoM. OJHaKo, B HE(TEra30BOM CETMEHTE KOJUYECTBO
3a0J10kMpOBaHHOTO BpeaoHocHOro [10 yBenmnumniiock Ha 5,9 myHKTOB [3].

Takum o0pasom, [ BbINOJHEHUs JIOpOXKHOW KapThl MO Pa3BUTHIO
HedTerazoBoro cekropa OpeHOyprckoil oOjacTv, 3HAYUTEIbHBIM (PAKTOPOM
SIBJITFOTCS TIOJIXOJIBI K OIIEHKE pUCKoB HHpopMannonHoit 6e3onacHoctu (Mb) HI'C.

JIrobyro cuctemy HI'C MOXHO mpeAcTaBUTh B BHUJAE YHPOIICHHOH CXEMbl
(pucyHoxk 1).

Texuuyeckasi cHCTEMA BcenomoraresibHas cucremMa
npoussoacrea HI'C npoussBoacrsa HI'C

JloGbrua IlepepaboTka Tpancnopruposka u Onerka KauecTa
YTJIEBOJIOPOTHOTO YTJIEBOJIOPOTHOTO JIOTHCTHKA TIPOTYKLMK TPOTYKIMH
CHIPBS CHIPBS

¥

Ynpasienue
TEXHOJIOTHYECKHM
obopynoBanueM

Conpososxienne
TIPOU3BO/ICTBA

Vrunuzaunn M3prieuenue nose3HbIx
TIOIYTHOTO KOMITOHEHTOB 3a CYeT
He(TAHOTO Ta3a YTUIH3AIHA

v 1 v 1

9 yNpas. cucreMa
npoussoacrea HI'C

DKOHOMUYECKOE CONPOBOKICHHE DKOJIOrH4eCKOe CONPOBOKICHUE Vupasnenue
TIPOU3BOJICTBA TIPOU3BOJICTBA TIEpCOHAIIOM

Pucynok 1.Cxema runoTeTM4ecKoi CUCTEMbI HEPTEra30BOro CEKTOpa

Jns addexTuBHOM pabOThl KaXA0T0 Mpoliecca, MPeCTaBICHHOTO Ha PUCYHKE
1, HeoOXomuMa aBTOMATHU3allUsl TEXHOJOTHYECKUX MPOIIECCOB HE(PTEra3oBoro
cekropa, mnpu kotopoMm wucnoisdytorcs ACY TII, mnocrtpoeHHble Ha 0ase
MPOMBIIUICHHBIX Jornyeckux koHTpoJuiepoB (IJIK). Jlns nepenaun 1aHHBIX MEXIY
JaTYhNKaMH,  UCIHOJIHUTENbHbBIMH  MexaHusmMamu u  IIJIK  wucnone3yrorces
ITPOMBIIIJIEHHBIE CETH, UMEIOIINE COCTUHEHUSI MEXKAY PA3JIMYHBIMU 30HAMHU, a TAKKE
uHTEpPENCH 711 yIaJeHHOTO OOCTY>KUBAHUS, YTO CO3AI0T YCJIOBHUS, PU KOTOPBIX
BO3HHMKAIOT Yrpo3bl KuOepHeTnueckoiu Oe3omacHoctu st HI'C, a ciemoBarenbHO,
HEe0OX0IMMa aJIeKBaTHAs OIICHKA PUCKOB MH(GOPMAIIMOHHON 0€30TaCHOCTH.

Ha Tekymuii MOMEHT M3BECTHO OOJIBIIIOE KOJIMYECTBO METOIOB, CIIOCOOHBIX
JIOCTOBEPHO OLIEHUTh PHUCKKM OT HapyuieHuss HHGOPMAIMOHHON O€30MacHOCTH.
Kaxx10i1 KOHKpEeTHOM OopraHuzalueil MoXeT ObITh BbIOpaHa OJHA METOAOJIOTUS AJis
onleHKn puckoB Wb wunu, npu HEOOXOAMMOCTH, MCIOJIb30BaHA KOMOHWHAIMS U3
HECKOJIBKUX METOIUK, OAHAKO, TPEABAPUTEIbHBIN aHAJIN3 METO/IOB K OLIEHKE PUCKOB
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uHdopmarmonHon 6ezonacHoctT HI'C mokasbiBaeT CIOKHOCTH B BBIOOpPE €IMHOTO
OJIX0/1a.

Metonuka FacilitatedRiskAnalysisProcess (FRAP) nampaBieHa Ha OIICHKY
CTENEHU BaXKHOCTH (Ka4€CTBEHHYIO OLIEHKY) pUcKOB b, ¢ TOUKM 3peHus ux BIUSHUS
Ha JTOCTH>KEHHE OM3HEeC-11eJIei OpraHu3alliy, a He Ha BBITIOJHEHUE OIIPEICIIEHHBIX MEp
oe3omacHocTH Wi TpeOoBaHuil aynuta. [Ipu 3TOM MeTOoaMKa MMEET HECKOJIBKO
BAXHBIX MPEUMYLIECTB [0 CPAaBHEHUIO C KOJIMYECTBEHHOW OLIEHKOW pPHCKOB:
3HAYUTEIBPHOE COKpAlIEeHWE BPEMEHM M YCWIMM Ha MPOBEACHHE OLEHKH;
JNOKYMEHTAIMs, COCTABJIEHHAsA B IMPOLIECCE OLEHKH, UMEET MIMPOKOE MPAKTUYECKOE
IPUMEHEHUE; OLEHKA YYUTHIBAET HE TOJIBKO OIBIT U HABBIKH CHEIMAINCTOB OTAEINA
Wb, HO U OnBIT BiaAeNbIEB OU3HEC-TTPOIIECCOB [4].

Metononorust Operationally Critical Threat, Asset, and Vulnerability
Evaluation (OCTAVE) ceiiuac ucnosib3yercs 1Mo BCeMy MUPY, TTO3BOJISIET HE TOJIBKO
BBISIBUTh U OIEHUTh MOTEHIMaNbHble pucku Wb kxommanuu, HO M pa3zpaboTarth
3¢ (HEKTUBHYIO CTpATEruIo JIJIs yIpaBieHuss UMU. JlaHHas METOMKa MOXKET YCIEITHO
MPUMEHSTHCA KaK B MaJbIX, TaK U B KPYIHBIX opranu3anusix, Tak kak OCTAVE umeer
MHOXeCTBO Moaudukauuid. OIeHKa PHUCKOB COCTOMT M3 TpPEX JTaloB, MEpea
KOTOPBIMHU BBINIOJIHSETCSI HECKOJIBKO MOJATOTOBHUTENBHBIX IMPOLEAYP: BBIOJIHAETCS
corjacoBaHue TrpadUKOB CEMHHApOB, HA3HAYAIOTCS COOTBETCTBYIOLIUE POJIH,
MJIAHUPYIOTCS ¥ KOOPJIUHUPYIOTCS IEUCTBUS YUaCTHUKOB IMTPOCKTHOM TpyNIibl. TONIBKO
[OCJIE  YCHEHIHOTO  3aBEpUIEHUSI  MOATOTOBUTENBHBIX  UCHBITAHWM, MOXKHO
HEIMOCPECTBEHHO NEPEXOAUTh K KIIOYEBBIM 3TalaM OLEHKH PHUCKOB: pa3paboTka
npoduneit yrpo3 Wb u olleHKa aKTHUBOB OpraHu3alliy; TEXHUYECKUN aHaIu3
ySI3BUMOCTEW WH(OPMAIMOHHBIX CHCTEM OpPTaHU3AllMM B YacTH yrpo3, Mpouiu
KOTOPBbIX ObUIM pa3paboTaHbl HA TIEPBOM dTarie; oleHKka u 00padoTka puckoB Ub.
Cornacio meronuke OCTAVE, uroroBasi BeJlMYMHA pUCKA paBHA YCPEIHEHHOM
BEJIMYMHE TOJIOBBIX TMOTEPh KOMIIAHUUM B pe3ylibTaTe peaju3aluud  yrpo3
nH(OPMAITMOHHON 6€30MaCHOCTH.

MeTtpuka akTopHoro ananuza unpopmarmonnoro pucka (Factor Analysis of
Information Risk — FAIR) 6a3upyeTcsi Ha akTyalbHBIX MEXIyHApOIHBIX CTaHIapTax
uH(OpPMAIMOHHONW O€30MacHOCTH, KOTOpas COAEPKUT B CBOEH OCHOBE (DaKTOpHI,
CIOCOOCTBYIOIIIME PUCKY, U YCTAHABIIMBAET CBSI3U MEXAY TeM, KaKoe BIUSHUE 3TU
(dakTopsl MOTYT OKa3bIBaTh JIpyr Ha Jpyra. [IpeaHazHayeHa sl KOJIMYECTBEHHOM
OIICHKM W YIpPaBJICHHUS PHUCKaMu B 000N opranmsamuu. MetogukaFAIR moxer
JOTIOJIHSITh W COBMECTHO IIPUMEHATBHCS BMECTE€ C JPYTMM MOMYJSPHBIMU
METOAOJIOTHAMU, TakuMu Kak, Hanipumep COSO, ITIL, ISO /IEC 27002-2005, COBIT,
OCTAVE [5].

Meton CCTA Risk Analysis and Management Method (CRAMM) ucnosnb3yer
KaK KOJINYECTBEHHBIE, TaK M KAayeCTBEHHbIE METOAbl aHanu3a. MeToj SsBIsIETCA
YHUBEPCAIbHBIM M TOJIXOJIUT KakK JJisi KPYMHBIX, TaK W JUIsl MajbIX OpraHu3alui,
MPaBUTEJILCTBEHHON U KoMMepueckol chep nesrenbHoctu [6, C. 15-16]. Pabora mo
meroanke CRAMM ocyiecTBisieTcs B TpU dTama, KaKIbIM M3 KOTOPBIX HMIPaeT
BAXKHYIO POJIb B MOCTPOCHUH MOJIEIN PUCKOB MH(OPMAITMOHHONW CUCTEMBI B LIEJIOM.
PaccmatpuBaroTcst yrpo3bl CUCTEMBI /1711 KOHKPETHBIX ee pecypcoB. [IpoBoauTcs

[91]



CHUCTEMBI 1 METO/IbI 3AIIMTBI THOOPMAILIUN
dHaJIM3 KaK IPOIrpaMMHOI0, TaK U TCXHUYCCKOI'O COCTOAHHNA CUCTCMbI Ha KaXI0M

1Iare, Npy NOMOIIM ITOCTPOEHHUS IepeBa 3aBUCUMOCTEN B CUCTEME MOYKHO YBUIETH €€
ySI3BUMBIE MECTa W MPEAYNPEeIuTh MOTEPI0 MH(POPMALMU B PE3ysIbTaTeé BHE3AITHOTO
0TKa3a CUCTEMBI, U3-3a BPEJJOHOCHOT'O IPOTPAMMHOI'0 OOECTIEUEHU S, MU U3-3a IPYTUX
IPUYUH, KOTOPBHIE MOTYT CJIy4ailHO WJIM HAMEPEHHO HAaBPEAUTh CUCTEME.

Cormacio  cranmapty HWCO/MDBK  27005:2022  «MuadpopmarmonHas
0e301acHOCTh, KHOEpOE30nacHOCTh M 3allluTa KOH(PHUACHIUATbHOCTH. PykoBOACTBO
[0 YMPaBICHUIO PUCKaMU UH(POPMAIIMOHHON O€30MacHOCTH», B paMKax MPOBEICHUS
Ipolecca OLUEHKH PUCKOB KOMIAHMS I0JKHA OLIEHUTh CTOUMOCTDh HH(POPMAITHOHHBIX
aKTUBOB, WJCHTU(QUIMPOBATh AaKTyaJbHbIE YIpPO3bl M YSI3BHUMOCTH, IOJIYYUTh
UHPOPMAIIMIO O TEKYLIUX CPEACTBAaX 3alllUThl U UX 3()PEKTUBHOCTH, ONPEIEIUTH
NOTEHIMAIBHBIE MOCIEACTBUS peau3allid PUCKOB. B pe3yibrare OLICHKH PUCKOB
KOMITaHHUS MTOJIY4YaeT KOJIMYECTBEHHYIO MM KaYECTBEHHYIO OLICHKY PHUCKOB, a TAKKe
PAaHXUPOBAHME PUCKOB C YYETOM HX CEPbE3HOCTH s KoMmaHuu. Cam mpouecc
OLICHKHM PUCKOB COCTOUT U3 CJIEAYIOIIUX JEHCTBUI: UIEHTU(PUKALIMU PUCKOB, aHAJIN3A
PHUCKOB, OLICHKH OMAaCHOCTH PUCKOB [8].

VYuuTsiBas KpaTkui 0030p METOUK, B Tabiuie | nmpeacTaBieH CpaBHUTEIbHBII

aHaJIM3 METOJIUK OLIEHKU pUCKOB MH(popMainoHHoi# 6e3omacuoctu aisg HI'C.

Tabnuua 1. CpaBHUTENbHBINA aHATN3 METO/IOB OLICHKH PUCKOB MH(OPMALIMOHHON
oe3onacHoctn HI'C

Ne Kpurepuii
Ne ISO/IEC 27005 FRAP CRAMM OCTAVE FAIR
- CpaBHEHUSA
1. | Cdepa Opranuzanuu Opranuszanuu Opranuzanuu Opranuzanuu ITpumennmo
JEeSITeTTbHOCTH U | JIFOOBIX JOOBIX JFOOBIX JFOOBIX JUISL KPYIIHBIX
pa3Mmepsl pa3mMepoB U pa3MepoB H pa3MepoB u pa3MepoB u OpraHu3aIui
opraHu3anuu npoduis npoduiis npodmis npodwmis
JICSITEIBHOCTH | JeSITeIbHOCTH JIESITETIBHOCTH JIESITETIBHOCTH
2. | CrnoxHOCTh Tpebyer He tpebyet [Ipumenenne Tpebyer Tpebyer
TIPUMEHEHUs OOJIBIINX OOJIBIINX METOJIUKHU BBICOKOH OOJIBIINX
METOIUKH 3aTpar u 3aTpar, HO Tpebyer KBalM(pUKALMK | 3aTpaT U
BBICOKOU TpebyeT BBICOKOM nepcoHana BBICOKOM
KBaIM(UKAIMN | BBICOKOM KBaM(UKALIN KBaIM(UKALIH
nepcoHana KBUIM(QUKALMKA | ayIuTopa nepcoHana
nepcoHana 3HAYUTENBHBIX
3aTpaT BpeMeH!
Hanuuue mkan IIpucyrctytor | IlpucyrcrByror | IlpucyrcrBytor | IlpucyrcrBytor | IIpucyrcTByrot
3. | s OLEHKH MIPUMEPHI TIPUMEPEI MIPAMEPEI MIPAMEPHI pUMEPHI
puckos Vb HECKOJIBKUX
rpajanuii mKan
Hannune IIpucyrctByer | OTCYTCTBYIOT IIpucyrcrByer OTCyTCTBYIOT IIpucyrctByer
4. | Meroauk mpumep METOMKHI puMep METOHKH npumep
00paboTku METOJINKH 00paboTku METOJIUKH 00paboTkn METOIUKH
puckos b PHUCKOB PHUCKOB
CornacoBannoct | TpeOyer Tpebyer Bo3znukatot Tpedyer Tpedyer
5. | b C HOPMATHBHO- | CHJIBHOU CUWJIBHOH TPYJHOCTH IIPU | CUJIbHOM CUJIBHOM
MIPaBOBBIMHU aJlalTalyiy IPY | afanTalyuy IpH | aJanTanuu aJlalTaliy IPY | aJanTayu IpH
axtamu (HITA) HEOOXOAUMOCT | HEOOXOOMMOCTH | METOMUKH IO HEOOXOAUMOCT | HEOOXOIMMOCTH
PO Hu COOTBETCTBHUS JIEUCTBYIOIINE " COOTBETCTBHUS
COOTBETCTBHS HITA HITA COOTBETCTBHSA HITA
HITA HITA
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Casi3aHHOCTL cO | Bxoaur B He cBsa3ana He cBsasana Heckonpko He cBsa3ana
CMEKHBEIMH CepuIo HaIpsMyIo co HanpsIMyIo co MOIU(UKANUN | HAMPSIMYIO CO
METOAO0JIOTHAM CTaH/AapTOB CMEKHBIMH CMEKHBIMH OCTAVE CMEXHBIMHA
(IT, obOmrue ISO 1o METOIUKAMHU, METOIUKAMU, MOJXOIAT O METOJIUKAMHU,
pHUCKH, YIpaBICHUIO MOKET OBITH MOKET OBITh OopraHu3aIuu MOJKET OBITh
SKOHOMHMYECKHE | PUCKaAMH JIOTIOJTHUTENBHO | JOTIOJHUTENBHO | Pa3HBIX JIOTIOJTHUTENIHLHO
PHCKH H TII.) 1 Mmepoi i Mmepoit pazMepoB 1 mepoit
OIIEHKHU OLIEHKH OILIEHKH

BriBoabI

YuurteiBasg MPOBEACHHBIA aHAIN3, C TOYKH 3PEHHS Pa3MEPOB OPraHU3alUd U
HaIpaBJICHUS €€ JAeATEIHbHOCTU HanboJiee YHUBEPCATbHON METOIUKOM OLIEHKH PUCKOB
MokHO cunTath CRAMM, Tak kak oHa cOAEPKUT OoJIbIue 0a3bl TaHHBIX (MPOGUITH)
KaK JUIsl KOMMEPYECKOro, TaK M JJIsl TOCYAapCTBEHHOTO CEKTOPOB, KOTOPHIE AKTUBHO
MPUMEHSIIOTCS B aHAJIM3€E U YIIPaBICHUH puckamu, B yacTHocTy HI'C.

ISO/IEC 27005, FRAP, OCTAVE Toe MOryT ObITh CBOOOJHO IPUMEHEHBI K
100011 OpraHu3anuu He 3aBUCUMO OT €€ pa3Mepa U 001acTH JeATEeIbHOCTH.

Metonuky FAIR nenecooOpa3Hee BCEro MpUMEHSATh B KPYHNHOM KOMIAHUU
HI'C, Tak kak jus peanu3zanud oOHa TpeOyeT OOJBIIMX 3aTpaT U CEPhE3HBIX
KOMIICTEHIIM OT MEpPCOHala OPraHU3alfi, a y MAJICHBKUX U CPEIHUX KOMITAHUH
peaKo MOryT ObITh HEOOXOIMMBIE PECYPCHI U CIIEUATTUCTBHI.

Hu o1Ha U3 pacCMOTPEHHBIX METOI0JIOTHN HE UMEET NPSIMOM COBMECTUMOCTH C
JNCUCTBYIOIIMMH HOPMAaTUBHO-NIPABOBBIMU akTaMu Pocculickon @enepaunu B
obmactu KU u ACY TII, kaxxmas mMeToIuKa Tak WM HWHa4Ye TpeOyeT MPUHSATHSA
JOTIOTHUTENBHBIX MEp WJIM CO3JaHUsl CICHHAIM3UPOBAHHBIX IIA0JIOHOB  JIJIS
OTYETHOCTH, YTO B CBOIO Ouepe/lb 4YacTo ObIBAET CIOKHO pealn3oBaTh H3-3a
OTPAHUYEHHUMN CBOWCTBEHHBIX TOM UM UHOU METOIUKE.

Bce paccMoTpeHHBIE METONIOJNIOTHH HMMEIOT JOCTYIHBIE IIKalbl JJisi Oojee
TOYHOW HHTEPHpPETAUU PE3YIbTATOB OLEHKU PHCKOB OPTraHU3ALMHU, MPHU STOM
meroauku FRAP u OCTAVE He conepxaT roToBbIX 11a0JIOHOB 1O 00pabOTKE PUCKOB
Wb, nosromy 3Ta (QyHKIMS JOXKUATCA Ha NMEPCOHAN OpPraHU3alii, KOTOPbINA JOJKEH
00J1aJ1aTh COOTBETCTBYIOIIMMH HaBBIKAMU JIJIs TIOJTYYCHUS MPABWIIHHBIX PE3YyJIbTAaTOB,
TUM K€ OOBSCHSETCS M CPaBHUTEIIBHO HEOOJbIIME 3aTpaThl Ha pPeaM3alMio 0
CPaBHEHHUIO C IPYyTUMU METOAUKAMHU OLIEHKH PUCKOB.

Meroguky CRAMM Takke MOXKHO CUMTaTh JOCTAaTOYHO TPYIOEMKOH B
peanuzauuu HI'C, Tak kak oHa TpeOyeT OT ayAUTOpa HAJU4Ms CHEeUUaTU3UPOBAHHOM
MOJTOTOBKH, O0Jiee TOro JaHHAs METOJIUKA, K COXKAJCHUIO, HE TIO3BOJISIET CO3/1aBaTh
Ma0JIOHBI OTUYETOB, MOAXOAIINE 101 TpeOoBaHUs KOHKpeTHOM opranm3anuu HCT,
MO3TOMY €€ NTPUMEHEHHE TPeOyeT 3HAUNTENBHBIX 3aTPaT BPEMEHHBIX PECYPCOB.

Takum 06pa3om, Mpu peanu3aIuy MporpaMmsel J{opoKHOM KapThl IO PA3BUTHIO
HedTerazoBoro cexkropa OpeHOyprckoil o6mactv, OONBIIMM TPOU3BOACTBEHHBIM
cuctemMaMm HedrTerazoBoro cekropa, npu oleHke puckoB Wb myume Bcero
ucnons3oBath Metoauku FAIR wu ISO/IEC 27005, a wMaasiM HU  CpEeIHUM
NPEANPUATUSM, NP HAIMYUU BBICOKOKBATU(DUIIMPOBAHHBIX CIELUUATUCTOB, MOMXKHO
paccMmotpeTh B cBoelt pabore Mmetoauku FRAP, CRAMM u OCTAVE.
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